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IPv6 Readiness Report

melaka.gov.my — melaka.gov.my

Category: Government ¢ Generated: 20 Apr 2026, 21:23 MYT ¢ Last Checked: 07 Mar 2026, 01:08 MYT « Verification ID: 9b5cae30-a542-46ec-9dff-f41670da33f8
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/9b5cae30-a542-46ec-9dff-f41670da33f8

X IPV6-ONLY READINESS
2 8% Website: X Not Ready
Non-Compliant
P No IPv6 Support DNS: X Not Ready

MGV6C-1.0 )
Email: X Not Ready

IPV4 ADDRESSES
1.9.133.68

Network Information (WHOIS / RDAP)

IPv4 Network

Organization SUK-MELAKA

Country MY

ASN AS4788

ASN Name TTSSB-MY TM TECHNOLOGY SERVICES SDN. BHD., MY

Network (CIDR) 1.9.133.0/25

Web Services (35%) 0/8
# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.
7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 1/5
# CHECK RESULT DETAIL

1 NS Has AAAA Record FAIL No nameserver has an AAAA record.

2 NS Reachable via IPv6 FAIL No nameserver is reachable over IPv6.

3 NS Answers Queries via IPv6 FAIL Nameserver does not answer queries over IPv6.

4 DNSSEC Validated PASS DNSSEC fully validated.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent PASS DS record found at parent zone.

7 RRSIG Valid PASS RRSIG signatures are current and valid.

8 Signing Algorithm INFO ECDSAP256SHA256
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Email Services (25%)
# CHECK
1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6

4 STARTTLS over IPv6
5 SPF Record
6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

PASS

FAIL

FAIL

FAIL

PASS

INFO

PASS

RESULT

PASS

FAIL

PASS

DETAIL

MX record found.

MX server has no IPv6 address.

SMTP is not reachable over IPv6.

STARTTLS not available over IPv6.

SPF record found.

No common DKIM selector found.

DMARC record found.

DETAIL

1.9.133.68

HTTP is not accessible over IPv4.

HTTPS (port 443) responds over IPv4 — 23ms TTFB.
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Audit Trail & Evidence Record

Verification ID
Domain

Check Mode
Status

Started

Finished

Test Node Profile
Engine Version

MGvV6C Version

9b5cae30-a542-46ec-9dff-f41670da33f8
melaka.gov.my

Manual

Completed

07 Mar 2026, 01:08:25 MYT

07 Mar 2026, 01:08:56 MYT

dual stack

2.0.0

1.0.0

Audit URL https://ipv6.my6.my/audit/9b5cae30-a542-46ec-9dff-f41670da33f8

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash c57a4cefc5214b0d4b412c42254203612145b0ef55€418151160c9ac5de94772
http_headers f1242eed0c94d3066447a4c08be70f7903cleel8737051239b722dfa%9a48b0dc
dns_responses 986014843e888fc2b6e5ab9111c0f458cf18f5bc3973a97c8dc85982e5660ba
tls_handshake a3541855fe5c97b30675a9857b81656ab502884982c3c59e1f017809460b8886
connectivity_log 5621918f739c7a05a2149adac61b1835024c4118cc72da50a8859bd0497dab6e

dns_resolution_times bebcc02913303b8f0a40aclc6f5c8fd92337935cd44b500677204b19a004d%e3

Test Node Identity

Os Linux srv1440888 6.8.0-101-generic #101-Ubuntu SMP PREEMPT_DYNAMIC Mon Feb 9 10:15:05 UTC 2026 x86 64
Hostname srv1440888
Php Version 8.3.30

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 17.84 19.44 8.24 17.06 -9.6
Google IPv4 28.52 29.91 32.44 48.7 +3.9
Google IPv6 27.16 30.84 33 48.96 +5.8
Cloudflare IPv4 27.01 29.49 19.01 28.09 -8
Cloudflare IPv6 7.97 8.79 23.83 38.64 +15.9
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DNS Evidence

A

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 6360
;3 flags: qr rd ra ad; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512
;3 ANSWER SECTION:
melaka.gov.my.[JJ3600[JINJA]1.9.133.68

DS

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 126
; flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:

melaka.gov.my.[J021600INJDS[J42504 13 2 707E61AF26525874D10CC969A5C787BD3F2558F11353FF4CF54530AA 3403CEAQ
melaka.gov.my.[J021600INDS[]42504 13 1 E48324742EB9FEDAFE1CF63BF34B6808F12FFEFB

MX

;3 Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 49130
;3 flags: gr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:

melaka.gov.my.[J036000INJMX[J10 hanglipohdrc.melaka.gov.my.
melaka.gov.my.[J036000INOMX05 hanglipoh.melaka.gov.my.

NS

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 7280
;3 flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

33 ANSWER SECTION:
melaka.gov.my.[J03600INNSJbendaharal.melaka.gov.my.
melaka.gov.my.[JJ3600JINNS[Jbendahara2.melaka.gov.my.

TXT

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 48175
; flags: qr rd ra ad; QUERY: 1, ANSWER: 3, AUTHORITY: O, ADDITIONAL: 1

; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:
melaka.gov.my.[JO036000INJTXT]"google-site-verification=RSKb4ayxGc6AokNz9IrWPsNa7nxxI2k5WvIQXGr_IY8"
melaka.gov.my.[J036000INOTXTO"v=spfl mx ip4:203.31.38.164 -all"
melaka.gov.my.[036000INOTXT]"MS=CEFEF6D1285C0D606292AC0626FD12B96BC6D2B3"

AAAA

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 5545
; flags: qr rd ra ad; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 AUTHORITY SECTION:

melaka.gov.my.[JJ1800IN[JSOAJbendaharal.melaka.gov.my. hostmaster.melaka.gov.my. 2035843400 3600 300 1209600 3600

RRSIG
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bendaharal.melaka.gov.my. hostmaster.melaka.gov.my. 2035843400 3600 300 1209600 3600

SOA 13 3 3600 20260405044943 20260306034943 1636 melaka.gov.my. TeRn/rsxel7j1EuVT41BldxyfFkveqNC3H+KNICIX/Cm3RpVXED/Gw6Q GfKgVj5mw8vuVoE9EraCMf/ZIUJcYg==

DNSKEY

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 58503
; flags: qr rd ra ad; QUERY: 1, ANSWER: 3, AUTHORITY: O, ADDITIONAL: 1

; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:
melaka.gov.my.[JJ3600[JIN[JDNSKEY[]257 3 13 CV1cBu2foepRU5uXsfWdb3j1YVF8Hx14nqEJIP6pp6AGA0fZfVs4Dfmb vIDMZ1r1105YrLGII7Rm91n04djqIw==

melaka.gov.my.[J036000INIDNSKEY[J256 3 13 gX/5jXYwXrY5k+GjkjTwMxLew3aPhzwhHF6EONSMMxYyGMy/POpma/xY KwFhXkz9L+zMWNX6YYxkiwPZQJqQjw:
melaka.gov.my.[JJ3600[JINJDNSKEY[]256 3 13 ETKztMGiWvzm+/01WXMpGayB5aUKzafEs7/a2qyVmvY/mCC6Ed732DiQ m4ko+NH5pqgvkwvFsOErMS4tD1ltpIQ==

DNSSEC_VALIDATION

; fully validated
melaka.gov.my.[J036000INJSOAJbendaharal.melaka.gov.my. hostmaster.melaka.gov.my. 2035843400 3600 300 1209600 3600

melaka.gov.my.[J03600JINJRRSIG[JSOA 13 3 3600 20260405044943 20260306034943 1636 melaka.gov.my. TeRn/rsxelI7j1EuVT41BldxyfFkvegqNC3H+KNICIX/Cm3RpVXED/Gw6Q

GfKgVj5mw8vuVoE9EraCMf/ZIUJcYg==
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TLS Handshake Evidence

IPV4 Connection
IP Used 1.9.133.68

IP Version 4

depth=2 C = GB, 0 = Sectigo Limited, CN = Sectigo Public Server Authentication Root R46
verify return:1
depth=1 C = GB, 0 = Sectigo Limited, CN = Sectigo Public Server Authentication CA DV R36
verify return:1
depth=0 CN = *.melaka.gov.my
verify return:1
CONNECTED (00000010)
Certificate chain
0 s:CN = *.melaka.gov.my
i:C = GB, 0 = Sectigo Limited, CN = Sectigo Public Server Authentication CA DV R36
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Nov 3 00:00:00 2025 GMT; NotAfter: Nov 3 23:59:59 2026 GMT

MIIGFTCCBOWgAWIBAGIQXv81k8besY6C+kWuMdli7DANBgkghkiGOwOBAQsFADBg
MQswCQYDVQQGEwJHQj EYMBYGA1UEChMPU2VjdGlnbyBMaWlpdGVkMTcwNQYDVQQD
Ey5TZWNOaWdvIFB1YmxpYyBTZXJ2ZXIgQXV0aGVudGljYXRpb24gQOEGRFYgUjM2
MB4XDTI1MTEwMzAWMDAWMFOXDTI2MTEWMzIzNTk10VowGjEYMBYGALUEAWWPKi5t
2ZWxha2Euz292Lm15MIIBIjANBgkqhkiGOwOBAQEFAAOCAQBAMIIBCGKCAQEA4VYU
dLywKtFEOKGFrVKN13rnDFoIoYvk6LPP94UnZJA++MjeC7Hwz rGUCAUqfZzdSE7p
SB0Q46XArdecisz2MsZU06hqu5YPE2JAuJ7alzMLM]jZz/bPGQQ4CLsIx5p6vbzYh
a3zKDbi8UK4Z3/IpP+cWOf1H+9Ppov rDE/pFpYA+9JkrUiOVeNydqzXZ2FAjRLAL
pjefpM247INDcYoqcU6TQCKD3kMxXORTYC5t12kuG1lhhd9A32jaE7KKdW4GqoBq/C
5X/ppoN23g19UxLPHNwx7 rGWtxY0on@C5LN5mf7PRNmeYs9CNBOADOUP2E12gQm6
hm9YyoF fK+JLmjOmvQIDAQAB04IC9zCCAvMwHWYDVROjBBgwFoAUaMASFhg0r872
h6YyV6NGUV3LBycwHQYDVROOBBYEFBmgmVad0BhouE896ZscHK2QqboeMA4GA1Ud
DwEB/wWQEAWIFoDAMBgNVHRMBAT8EAj AAMBMGA1UdJQQMMA0GCCsGAQUFBWMBMEKG
ALUdIARCMEAWNAYLKwYBBAGYMQECAgcwITAjBggrBgEFBQcCARYXaHROCHM6LY9Z
ZWNOaWdvLmNvbS9DUFMwCAYGZ4EMAQIBMIGEBgg rBgEFBQCBAQRAMHYWTWYIKwYB
BQUHMAKGQ2hOdHA6LY9j cnQuc2VjdGlnby5jb20vU2VjdGlnb1B1YmxpY1NlcnZl
ckF1dGh1lbnRpY2F0aW9uQOFEV1IzNi5jcnQwIwYIKwYBBQUHMAGGF2hOdHAGLYIvV
Y3NwLnN1Y3RpZ28uY29tMCKGALUdEQQiMCCCDyoubWVsYWthLmdvdi5teYINbWVs
YWthLmdvdi5teTCCAX8GCisGAQQB1nkCBAIEQgFvBIIBawFpAHYA2ATVO5RPev/I
Fhlv1E+Fq7D4/F6HVSYPFdEucrtFSxQAAAGaR6K35QAABAMARZBFALIAGXTHRrJo8
eIRI1ArA7T1cADiD9bUxr8RXeVP79acifgIhAOmSIleCarSbHzT8SERCbNzkcLHD
go/uqLYIfMZtJy8EAHCcAr2eI0lewTt2Ppt1+9i6064EKx3Fg8CReVdYML+eFhzoA
AAGaR6K4SAAABAMASDBGA1EA48WOb r2vwQz4+f jm++V04nwo5wlK8ntT+DX/XE]J
zVwCIQCLnjV5MayEaWLXCRXuavtUf4SyJLuMUPsm/8kx9EdIogB2AKy rMHBs6+yE
MfQTOVSRXxEeQiRDs fKmjE88KzunHgLDAAABmkeit30AAAQDAECWRQIhAPo++Rfg
kMnHSQHNKk6kbK/Rf3aacCa3jIe8cSne]Y92AiBOX9BFeS7EZNB495mLhEQGPASP
0x3BX6y1n660ZhzXGjANBgkqhkiGIwOBAQsFAAOCAYEAXBQQLfYITIvTQS5NuBGS
h6yT+J0t/br+dNrmKN2IwUA4R+5BXawynaliM4TTPxzDK6qvzVdcP6ghvcInvhA8
fl5wIaaemCOdXZI1Jg1R2MIQITxAtU3delDjSAUYI3bSeMtL8kSs10sFPB3YRMF6
FXaALSs1TgpUTKAUGgOeHTGADVZuRK+iTWr8v03tt1YT4Tle6Ia3qfh1K2ImdHtx
aRuIZFffTIK1guKnCWw8idDpYGmcC48nk0KePrLfDWxQd55YpVCm2vLnIwu/jCOE
Q2leLmAielBN46GVE4yjQX99DD2HVM1cxAzLXWRI6F26FzH6TZ0F/qvHUI99KHNX
+dwORAtZiiRxci2WMXIkpOvQLFApcWDIMxATDqg+wjqy rpVqcHDEICMAmM85YPA4t j
WNBAZWILS47/GY7eqsSTF1x1h4iH2UP50BUS7tb/6/9pksMnG6Vv3gnad4Hz6IuBf
ZMe6Xci61LGsMFhK6Ndajlctf51dghz9nfjyxQAe2qfX

»»»»» END CERTIFICATE-----

1 s:C =GB, 0 = Sectigo Limited, CN = Sectigo Public Server Authentication CA DV R36
i:C = GB, 0 = Sectigo Limited, CN = Sectigo Public Server Authentication Root R46
a:PKEY: rsaEncryption, 3072 (bit); sigalg: RSA-SHA384
v:NotBefore: Mar 22 00:00:00 2021 GMT; NotAfter: Mar 21 23:59:59 2036 GMT

MIIGTDCCBDSgAWIBAGIQOXpmzCdWNi4NgofKbqvjsTANBgkghkiGOwOBAQwFADBT
MQswCQYDVQQGEwJHQj EYMBYGALUEChMPU2V]jdGlnbyBMaW1pdGVkMTYwNAYDVQQD
Ey1TZWNOaWdvIFB1YmxpYyBTZXJ2ZXIgQXVeaGVudGljYXRpb24gUmIvdCBSNDYw
HhcNMj EwMzIyMDAWMDAwWWhcNMzYwMzIxMjM10TUSW]BgMQswCQYDVQQGEwWIHQ]EY®HB
pXKfXTKpzgis+zmXDLO6ASI f5E4A2/m+Hp6b84sfPAWQ766rI65mh50SODi9E3PN
2WcaJc+PILsBmYpgtmgWTR9eV9ot fKRUBTzHUHcVgarub/XTuEpR1TtZudU5xbFN
xx/DgMrXLUAPaI60fZ6wA+PTAGMBAAG]ggGBMIIBFTAFBgNVHSMEGDAWGBRWC1hk
1fmSGrASKgRieaFAFYghSTAdBgNVHQ4EFgQUaMASFhg0r872h6YyVENGUV3LBy cw
DgYDVROPAQH/BAQDAgGGMBIGA1UdEWEB/WQIMAYBAT8CAQAWHQYDVROTBBYWFAYI
KwYBBQUHAWEGCCsGAQUFBwWMCMBSGAL1UdIAQUMBIwWBgYEVROgADAIBgZngQwBAgEW
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VAYDVROfBEOwSzBJoEegRYZDaHROcDovL2NybC5zZWNOaWdvLmNvbSOTZWNOaWdv
UHVibG1jU2VydmVyQXV0aGVudGljYXRpb255b290UjQ2LmNybDCBhAYIKwYBBQUH
AQEEeDB2ME8GCCSGAQUFBzAChkNodHRw0i8vY3JOLNNTY3RpZ28uY29tLINLY3Rp
729QdWJsaWNTZXJ2ZXIBdXRoZW50aWNhdGlvb1JIvb3RSNDYucDdjMCMGCCsSGAQUF
BzABhhdodHRw0i8vb2NzcC5zZWNOaWdvLmNvbTANBgkqhkiGOwOBAQwWFAAOCAQEA
Yt0C9Fy+TqECFw40IospI92kLGgoSZGPOSQXMBmsGWZUQ7 rux7cj1du6d9rD6C8
ze1B2eQjkrGkIL/0F1s7vSmgYVafsRoZd/IHUrkoQvX8FZwUsmPu7amgBfaY3g+d
q1x0jNGKb6I6Bzd16LgMDIqxp+317GQOnd9I8LFSietY6Z4jUBzVo00z8iAUB40F
h2HhAuiPwlai®VnY38RTI+8kepGWVfGxfBWzwHIuUIjeooIeaosVFVE8cmYUB4TSH
5dUyDOjHct2+8ceKEtIoFU/FfHg/mDaVnvcDCZXtIgitdMFQdMZaVehmObyhRdDD
4NQCs0gaI9AAgFj4L9QtkARZhQLNYRf87K1n+YUO1gCGroHLg3rG08q+Y4ppLsOd
unQZ6ZxPNGIfOApbPVf5hCe58EZwiWdHIMNI1PP6+F404y8NNugbQixBber+x536
WrZhFZLjEkhp7 fEXfOr32rNPfb74X/U90Bdy41zp3+X1ukh1BuMxA/EERDOTOS31
7ABvc7BYSQubQ24900cdkIzUh3ZwDrakMVrbaTxUM2p24N6dB+ns2zptWCva6jzW
r8IWKIMxzxLPv5Kt3ePKcUdvkBU/smqujSczTzzSjIoR5QqQA6 IN1IZRSnUHIWCvh
JE1tkYnTAH41QJ6SAW066GrrUESWN/cgZzL4JLEqz1Y=

2 5:C =GB, 0 = Sectigo Limited, CN = Sectigo Public Server Authentication Root R46
i:C = US, ST = New Jersey, L = Jersey City, 0 = The USERTRUST Network, CN = USERTrust RSA Certification Authority
a:PKEY: rsaEncryption, 4096 (bit); sigalg: RSA-SHA384
v:NotBefore: Mar 22 00:00:00 2021 GMT; NotAfter: Jan 18 23:59:59 2038 GMT

MIIGLTCCBH2gAwWIBAgIRANJ/u8HeNZ5SFq1lhSVhgmcQwDQYJKoZIhvcNAQEMBQAwW
gYgxCzAJBgNVBAYTATVTMRMWEQYDVQQIEwWp0ZXcgSmVyc2V5MRQWEGYDVQQHEWtK
ZXJ2ZXkgQ210eTEeMBWGA1UEChMVVGh1IFVTRVIUULVTVCBOZXR3b3J rMS4wLAYD
VQQDEYVVUOVSVHI1c3QgUINBIENTcnRpZmlj YXRpb24gQXV0aG9yaXR5MBAXDTIX
MDMyMj AwMDAWMFoXDTM4MDEXODIZzNTk10VowXzELMAKGAITUEBhMCROIXGDAWBgNV
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HTTP Response Evidence

IPv4 HTTP (port 80)
HTTP Status 0

Connected IP

Connect Time 0ms

TTFB 0ms

Total Time 8002.7 ms

Error Failed to connect to melaka.gov.my port 80 after 8002 ms: Timeout was reached

IPv4 HTTPS (port 443)

HTTP Status 200
Connected IP 1.9.133.68
Connect Time 4.87 ms
TTFB 23.1ms
Total Time 23.12 ms

Response Headers:

[
"HTTP/1.1 200 OK",
"Date: Fri, 06 Mar 2026 09:09:03 GMT",
"Server: Apache",
"Upgrade: h2",
"Last-Modified: Wed, 03 Dec 2025 04:53:59 GMT",
"ETag: \"267-6450500247fe8\"",
"Accept-Ranges: bytes",
"Vary: Accept-Encoding",
"Content-Type: text/html",
"Transfer-Encoding: chunked"

Connectivity Test Evidence

Test Result
TCP Connect IPv4 - port 80 000 0.000000 0.000000
TCP Connect IPv4 - port 443 200 0.006903 0.031463

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity
IPv4 Egress 76.13.221.142

IPv6 Egress 2a02:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0

IPv6 Routes
2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium

feB80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO® proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static
76.13.221.0/24 dev eth@ proto kernel scope link src 76.13.221.142
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