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X IPV6-ONLY READINESS

4 8% Website: X Not Ready

Partial Support DNS: v Ready
Email: X Not Ready

Non-Compliant

MGv6C-1.0

IPV4 ADDRESSES
43.251.19.58

Network Information (WHOIS / RDAP)

IPv4 Network

Organization MAMPU_PDSA3

Country MY

ASN AS141201

ASN Name JDN-AS-MY Jabatan Digital Negara JDN, MY

Network (CIDR) 43.251.19.1/32

Web Services (35%) 0/8
# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.
7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 4/5
# CHECK RESULT DETAIL

1 NS Has AAAA Record PASS Nameserver has IPv6 address.

2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.

3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.

4 DNSSEC Validated PASS DNSSEC fully validated.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent PASS DS record found at parent zone.

7 RRSIG Valid PASS RRSIG signatures are current and valid.

8 Signing Algorithm INFO RSASHA256
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Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

PASS

FAIL

FAIL

FAIL

PASS

INFO

PASS

RESULT

PASS

PASS

PASS

DETAIL

MX record found.

MX server has no IPv6 address.

SMTP is not reachable over IPv6.

STARTTLS not available over IPv6.

SPF record found.

No common DKIM selector found.

DMARC record found.

DETAIL
43.251.19.58

HTTP (port 80) responds over IPv4 — 453ms TTFB.

HTTPS (port 443) responds over IPv4 — 367ms TTFB.
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Audit Trail & Evidence Record

Verification ID 6c8d17b7-8db8-4329-b0e3-b5a863b09034

Domain digital.gov.my

Check Mode Manual

Status Completed

Started 07 Mar 2026, 01:08:04 MYT

Finished 07 Mar 2026, 01:08:09 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/6c8d17b7-8db8-4329-b0e3-b5a863b09034

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash €64f2c62592ae1c910d71427432b717130a940798ef5974f8bf8c7b75a8d40ee
http_headers 6bb3e6d1lafd8647415f641310566dal2181794e2717ee019a869591e746f4bf
dns_responses lebc2cchf54042ba5396478071ca7e8285eeel4e3e83d4bbb3d29642c0648593
tls_handshake 0al1701759c0e24a46f11c08a2d387f4a833cd7bf5910c44166bedcbf9605b4b1
connectivity_log 69474c3c648d304353f2f8fe4f3f1e676cd418bad9f73bb785c3d281d9d301a9
dns_resolution_times cel94601f6b19817c2764d0a5ec27ab0ff16T231b2f71b489faf0288be2d4b8f

Test Node Identity

Os Linux srv1440888 6.8.0-101-generic #101-Ubuntu SMP PREEMPT_DYNAMIC Mon Feb 9 10:15:05 UTC 2026 x86 64
Hostname srv1440888

Php Version 8.3.30

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 17.75 18.26 6.93 7.79 -10.8
Google IPv4 27.71 32.64 32.47 42.65 +4.8
Google IPv6 32.67 43.41 29.55 38.19 -3.1
Cloudflare IPv4 20.8 22.18 21.07 21.28 +0.3
Cloudflare IPv6 55.97 74.07 27.09 55.69 -28.9
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DNS Evidence

A

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 4067

;; flags: qr rd ra ad; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL:

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:
digital.gov.my.[J36000INJAJ43.251.19.58

DS

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 44683

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512
;3 ANSWER SECTION:

digital.gov.my.[J0216000INJDS[]22676 8 2 OB508FDEDB242159A846093DCC8E06655964E16B962C88B371673BEE DEBA5478
digital.gov.my.[J0216000INJDS[22676 8 1 D19AA1F1DB491ED43B109680631467B537EC8C99

MX

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 5773

;3 flags: qr rd ra ad; QUERY: 1, ANSWER: 6, AUTHORITY: 0, ADDITIONAL:

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:

digital.gov.my.[03000INJMX[J10 alt3.aspmx.l.google.com.
digital.gov.my.[J03000INOMX(]1l data.dtsa.digital.gov.my.
digital.gov.my.[JJ300JINJMX[]10 alt4.aspmx.l.google.com.
digital.gov.my.[O03000INOMX0J1 aspmx.l.google.com.
digital.gov.my.[JJ3000INJMX[]5 alt2.aspmx.l.google.com.
digital.gov.my.[03000INJMX[]5 altl.aspmx.l.google.com.

NS

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 24203

;3 flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL:

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:
digital.gov.my.[036000INNSOdns1l.gitn.net.my.
digital.gov.my.[J036000INONSdns2.gitn.net.my.

TXT

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 64769

;5 flags: qr rd ra ad; QUERY: 1, ANSWER: 4, AUTHORITY: O, ADDITIONAL:

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512
33 ANSWER SECTION:

; flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL:

1

1

digital.gov.my.[0036000INJTXT]"v=spfl ip4:103.8.147.12/30 ip4:219.92.54.177/32 ip4:103.156.82.32/29 ip4:103.156.83.32/29 include: spf.google.com ~all"

digital.gov.my.[036000INOTXT]"_globalsign-domain-verification=WjGITkZd3Sui73K8UYbePnrxQvhZt31mUNukh8EVdy"
digital.gov.my.[036000INJTXTO"google-site-verification=fDA7QRLwWWHSUNS1jGr5wlyMEX5G8j rm8A5GjUCz6 50"
digital.gov.my.[036000INJTXT]"MS=80ECE2CC22F76616C712FF3A85D1977BFBA8256A"

AAAA

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 6235

;; flags: qr rd ra ad; QUERY: 1, ANSWER: ©, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512
;3 AUTHORITY SECTION:

digital.gov.my.[J018000INJSOA[Jdns1l.gitn.net.my. planning.gitn.com.my. 2025113000 10800 3600 604800 38400
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RRSIG

dnsl.gitn.net.my. planning.gitn.com.my. 2025113000 10800 3600 604800 38400
SOA 8 3 3600 20260404122103 20260305112103 41959 digital.gov.my. Z5D/ViFiY8D+973X54LECh206N1dNemlIGvpkeTALOt1+kV1jkiRsBvU
ZYPIHLHRX]jv6NcuCGVPqiGR91iIONSW8AuDgsVP4RI5e3aAh5AKz8rmIH RckgenPRfaulmuQaIlEz+eh0XdYU5iPu/SymQCNdhP3COny/cwyXmUnLL 0ic=

DNSKEY

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 30847
;3 flags: gr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:
digital.gov.my.[J03600INDNSKEY[]256 3 8 AwEAAdQpVOc+hwRjilu/HKgDvkd+YgYJfcWn9EVIBEIFDLKkCeDMBOUa3 nB4qwWkt+ShLIUPEYOsS5I8EUws6EhC3LAXXxnrqaMtm7mUCT3/i6craNyYI

TqK8GkOKHKRCcGA7gvRI6x06hsges3wr2mycrt7XI7D30UjgduqyqoyVP QZJeesT]
digital.gov.my.[J036000INDNSKEY[J257 3 8 AwEAAc1Bt+PUouRi7PU/eCnSQOMFIDOFIrcIGPsOYERj4xCDYm2+63V0 VDThXMkRk4C62mKbqIeLCrhcnhRWOiD51DdMic38ZBqgc/plvKrTONIPW

/SIAZVVX+s0YjX3uLvxGb8A9fbIXEdsy2jIky3VKyy1l0Nq30shaoV/y3 Vw7arlqUWAoTZaXkIxBqzGfg26DxAWESQfvWBMaiA5dU3DhtD1vzOmPR
YmOeG7IW3NbUtIDGX6yEPFn5M+RXBgNv4/LyilUgfvMLq2hKTUfD1Fs6I PAdd3fseKZg7sDiafjbalr74AtfuFQ6VxkylgN79xh/ull80fih9i4BA MOMyf3L7Y60=

DNSSEC_VALIDATION

; fully validated
digital.gov.my.[036000INJSOAdns1l.gitn.net.my. planning.gitn.com.my. 2025113000 10800 3600 604800 38400
digital.gov.my.[036000INJRRSIG[JSOA 8 3 3600 20260404122103 20260305112103 41959 digital.gov.my. Z5D/ViFiY8D+973X54LECh206N1dNemlIGvpkeTALOt1+kV1jkiRsBvU

ZYPIHLHRX]jv6NcuCGVPqiGR91IONSW8AuDgsVP4RI5e3aAh5AKz8rmIH RckgenPRfaulmuQaIlEz+eh0XdYU5iPu/SymQCNdhP3COny/cwyXmUnLL 0ic=
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TLS Handshake Evidence

IPV4 Connection
IP Used 43.251.19.58

IP Version 4

depth=0 C = MY, ST = PUTRAJAYA, L = PUTRAJAYA, 0 = KEMENTERIAN DIGITAL, CN

verify error:num=20:unable to get local issuer certificate
verify return:1

depth=0 C = MY, ST = PUTRAJAYA, L = PUTRAJAYA, 0 = KEMENTERIAN DIGITAL, CN

verify error:num=21:unable to verify the first certificate
verify return:1

depth=0 C = MY, ST = PUTRAJAYA, L = PUTRAJAYA, 0 = KEMENTERIAN DIGITAL, CN

verify return:1
CONNECTED (00000016)

Certificate chain

*.digital.gov.

*.digital.gov.

*.digital.gov.

0 s:C = MY, ST = PUTRAJAYA, L = PUTRAJAYA, 0 = KEMENTERIAN DIGITAL, CN = *.digital.gov.my

i:C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign RSA OV SSL CA 2018
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256

v:NotBefore: Jul 18 08:06:15 2025 GMT; NotAfter: Aug 19 08:06:14 2026 GMT

MIIGoTCCBYmgAwIBAgIMHV3I60eR8GzWXxSHbMAOGCSqGSIb3DQEBCWUAMFAXCZAD
BgNVBAYTAkJFMRkwFwYDVQQKEXBHbGI1iYWxTaWduIG52LXNhMSYwJAYDVQQDEX1H
bG91iYWxTaWduIFITQSBPViBTUBWgQOEgMjAXODAeFwOYNTA3MTgwODA2MTVaFwdy
NjA4MTkwODA2MTRaMG4xCzAJIBgNVBAYTAk1ZMRIWEAYDVQQIEw1QVVRSQUpBWUEX
EjAQBgNVBACTCVBVVFIBSkFZQTEcMBoGA1UEChMTSOVNRUSURVIJQU4gRETHSVRB
TDEZMBcGA1UEAwwQKi5kaWdpdGFsLmdvdi5teTCCASIwWDQYJKoZIhvcNAQEBBQAD
9gEPADCCAQoCggEBAOY rdR2zyRuoul01QYukb+EKDtAhRB8BPIX4S11TeAfCah6Yk
0SyijHphnrigjLSEwaxn2ESi/TWH/XdbYdgOkPpmgQBTOaDAfQQEW3IXvLWOUHZ
59024Pc3yoKfbOKBiXVK8UjopsBUSNCD/iw3VFMcZKI2A4gaoitwVjobMC9Z9Dzg
KOtLdPM49QQMS0OqLMBVcTM31+8kxved6yWByka5s8KzTm3MWGwb00aybnNBUaG7p
5ve0L+ZjdNOLsbgbc1XDVzRNuh5jQ6LpTW8CcF/aW106Bnn25WkV2CEy3CGa8vltc
Ay63jkSebdfZbu@1093bnhUsS26WVISWyxvCBNNUCAWEAAEOCALswggNXMA4GATUd
DwEB/wQEAWIFoDAMBgNVHRMBAT8EAjAAMIGOBggrBgEFBQCBAQSBgTB/MEQGCCSG
AQUFBzAChjhodHRwO0i8vc2VjdXJIlLmdsb2IhbHNpZ24uY29tL2NhY2VydC9nc3Jz
YW92c3NsY2EyMDE4LmNydDA3BggrBgEFBQcwAYYraHROcDovL29j c3AuZ2xvYmFs
c21nbi5jb20vZ3Nyc2FvdnNzbGNhMjAxODBWBgNVHSAETzBNMEEGCSsGAQQBoDIB
FDAOMDIGCCsGAQUFBwWIBFiZodHRwczovL3d3dy5nbG9iYWxzaWduLmNvbS9yZXBv
c210b335LzAIBgZngQwBAgIwPwYDVROTBDgwNjAO0DKgMIYuaHROcDovL2NybC5n
bG9iYWxzaWduLmNvbS9nc3JzYW92c3NsY2EyYMDE4LmNybDArBgNVHREEIDAighAq
LmRpZ210YWwuZ292Lm15gg5kaWdpdGFsLmdvdi5teTAdBgNVHSUEF jAUBggrBgEF
BQcDAQYIKwYBBQUHAWIWHWYDVRO]jBBgwFoAU+09/8514Z6]jeb48kjYjxhwMCs+sw
HQYDVROOBBYEFOfIWrYEmPCXj0eS/KwrkOEjsETDMIIBfwYKKwYBBAHWeQIEAGSC
AWBEggF rAWkAdgCUTKOH+uzB74HzGSQmaBh1AcfTXzgCAT9yZ31VNy4Z2AAAAZgC
ke4UAAAEAWBHMEUCIA3KA+YqHPUZzSgib+IvIZQkv7Tc2YfxTKzA013A2tkefAiEA
g6WsWYUgO8PILL3rxTmHPyX5R8RazUbFyOWk1CcWEi4AdgCsqzBwbOvshDHOEILO
kVBRHkIkQ7HypoxPPCs7px4CwwAAAZgcke4PAAAEAWBHMEUCIC83MTj zY4gEOVWX
pV90/6IIFCDUWFtN+31973eH1LI2A1EAZ51Qb8y rtER+V3wd16e6 rP6cHwpNgILO
D1QkhxbKumEAdwDCMX5XRRmjRe5/0N6yKEHrx8IhWik/ fOWlrXaa2Q55zQAAAZgc
ke37AAAEAWBIMEYCIQDuxsc/1]gSfBck9/qCveI53qgtSQgL84HTHxmPyapBhQIh
ANVtLNQpH1T1djL7lyBL++mL1jok5dvwuRTfG2Qkc4twMAOGCSqGSIb3DQEBCWUA
A4IBAQBzOuPeHCDNWABTKAX8WuPzLs+ixf5/w/3Z6xhKzqwjKwoteuZF24/hL16M
BEW/FBVV+9R1Mq9z8fZax9RBJaGILEPzuVGRB+z0020DpXvt5QU+rTHt17ybrrIl
YBpgxybr+PT0aHcPYjTe02JYXEQlyb419520dd7iEiWnF21/psNwN4tYTWAInI+n
SYQLEASZHVijvN984AoEKCFQgDIDOacEf76ZHXw8v5q0/YIDvk4VIKLAYZNp2ZX0
ItExrsf100gmOvGTo9f2W7+E53pUUNwW3ZHWHBF6UNUS2EnWrCdzRxKw@enMB2Cub
XvhnEU7wb4aQgdkjOMTu43iKx+kn

Server certificate

subject=C = MY, ST = PUTRAJAYA, L = PUTRAJAYA, 0 = KEMENTERIAN DIGITAL, CN = *.digital.gov.my

issuer=C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign RSA OV SSL CA 2018
No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: RSA-PSS

Server Temp Key: X25519, 253 bits

SSL handshake has read 2261 bytes and written 396 bytes
Verification error: unable to verify the first certificate
New, TLSv1.3, Cipher is TLS_AES 256 _GCM_SHA384

Server public key is 2048 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

No ALPN negotiated

Early data was not sent

National IPv6 Readiness Monitor — https://ipv6.my6.my
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Verify return code: 21 (unable to verify the first certificate)

DONE
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HTTP Response Evidence

IPv4 HTTP (port 80)
HTTP Status
Connected IP
Connect Time
TTFB

Total Time

Response Headers:

"HTTP/1.1 301 Moved Permanently",
"Server: nginx",

"Content-Type: text/html",
"Content-Length: 162",
"Connection: keep-alive",

"HTTP/2 200",

"server: nginx",

"vary: Accept-Encoding",

"age: 0",

200

43.251.19.58

18.64 ms

342.02 ms

342.1 ms

"Date: Fri, 06 Mar 2026 09:08:08 GMT",

"Location: https://www.digital.gov.my/",

"date: Fri, 06 Mar 2026 09:08:08 GMT",

"content-type: text/html; charset=utf-8",

"accept-ch: Sec-CH-Prefers-Color-Scheme",

"cache-control: private, no-cache, no-store, max-age=0, must-revalidate",

critical-ch: Sec-CH-Prefers-Color-Scheme",
"17": "link: <https://kd-portal.vercel.app/>;

<https://kd-portal.vercel.app/>; rel=\"alternate\"; hreflang=\"x-default\"",

"18": "link: </_next/static/media/0484562807a97172-s.p.woff2>; rel=preload; as=\"font\"; crossorigin=\"\"; type=\"font/woff2\",

rel=\"alternate\"; hreflang=\"ms-MY\", <https://kd-portal.vercel.app/en-GB>; rel=\"alternate\"; hreflang=\"en-GB\",

</_next/static/media/8888a3826f4a3af4-s.p.woff2>; rel=preload; as=\"font\"; crossorigin=\"\"; type=\"font/woff2\", </ next/static/media/b957ea75a84b6ea7-s.p.woff2>;

rel=preload; as=\"font\"; crossorigin=\"\"; type=\"font/woff2\", </ next/static/media/ed4af272ccee0lff0-s.p.woff2>;
type=\"font/woff2\", </ next/static/css/0c5a216a26784e39.css>; rel=preload; as=\"style\"",

"set-cookie: NEXT_LOCALE=ms-MY; Path=/; Expires=Sat, 06 Mar 2027 09:08:08 GMT; Max-Age=31536000; SameSite=lax",
"strict-transport-security: max-age=63072000; includeSubDomains; preload",
"vary: RSC, Next-Router-State-Tree, Next-Router-Prefetch, Next-Router-Segment-Prefetch",

"x-matched-path: /[localel",

"x-vercel-cache: MISS",

IPv4 HTTPS (port 443)
HTTP Status
Connected IP
Connect Time
TTFB

Total Time

Response Headers:

"HTTP/2 301",

"server: nginx",
"content-type: text/html",

"content-length: 162",

"HTTP/2 200",

"server: nginx",

x-powered-by: Next.js, Payload",

"date: Fri, 06 Mar 2026 09:08:09 GMT",

"date: Fri, 06 Mar 2026 09:08:09 GMT",

"x-vercel-id: sinl::sinl::196d4-1772788088413-1c02d49007d0",
"strict-transport-security: max-age=31536000; includeSubDomains"

200

43.251.19.58

36.01 ms

454.82 ms

454.89 ms

"location: https://www.digital.gov.my/",
"strict-transport-security: max-age=31536000; includeSubDomains",

"11": "content-type: text/html; charset=utf-8"

"12": "vary: Accept-Encoding",

"13": "accept-ch: Sec-CH-Prefers-Color-Scheme",

"14": "age: 0",

"15": "cache-control: private, no-cache, no-store, max-age=0, must-revalidate",
"16": "critical-ch: Sec-CH-Prefers-Color-Scheme",

"17": "link: <https://kd-portal.vercel.app/>;

<https://kd-portal.vercel.app/>; rel=\"alternate\"; hreflang=\"x-default\"",

National IPv6 Readiness Monitor — https://ipv6.my6.my
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"18": "link: </_next/static/media/0484562807a97172-s.p.woff2>; rel=preload; as=\"font\"; crossorigin=\"\"; type=\"font/woff2\",
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Connectivity Test Evidence

Test Result
TCP Connect IPv4 - port 80 301 0.013638 0.028534
TCP Connect IPv4 - port 443 000 0.014406 0.000000

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2a02:4780:5e:2789::1
Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6 0
IPv6 Routes
2a02:4780:5e::/48 dev eth® proto kernel metric 256 pref medium

feB80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static
76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
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