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X IPV6-ONLY READINESS

4 2 % Website: X Not Ready

Partial Support DNS: X Not Ready
Email: X Not Ready

Non-Compliant

MGv6C-1.0

IPV4 ADDRESSES
202.75.6.253

Network Information (WHOIS / RDAP)

IPv4 Network

Organization GITN Sdn. Bhd.

Country MY

ASN AS17564

ASN Name GITN-PCN-AS-AP GITN M Sdn. Bhd., MY

Network (CIDR) 202.75.4.0/22

Web Services (35%) 0/8
# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.
7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 3/5
# CHECK RESULT DETAIL

1 NS Has AAAA Record PASS Nameserver has IPv6 address.

2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.

3 NS Answers Queries via IPv6 FAIL Nameserver does not answer queries over IPv6.

4 DNSSEC Validated PASS DNSSEC fully validated.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent PASS DS record found at parent zone.

7 RRSIG Valid PASS RRSIG signatures are current and valid.

8 Signing Algorithm INFO RSASHA256
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Email Services (25%)
# CHECK
1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6

4 STARTTLS over IPv6
5 SPF Record
6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

PASS

PASS

FAIL

FAIL

PASS

INFO

PASS

RESULT

PASS

FAIL

PASS

DETAIL

MX record found.

MX server has AAAA record.

SMTP is not reachable over IPv6.

STARTTLS not available over IPv6.

SPF record found.

No common DKIM selector found.

DMARC record found.

DETAIL

202.75.6.253

HTTP is not accessible over IPv4.

HTTPS (port 443) responds over IPv4 — 390ms TTFB.
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Audit Trail & Evidence Record

Verification ID
Domain

Check Mode
Status

Started

Finished

Test Node Profile
Engine Version
MGvV6C Version

Audit URL

Integrity Verification

v INTEGRITY VERIFIED

Algorithm

Root Hash
http_headers
dns_responses
tls_handshake
connectivity_log

dns_resolution_times

€7d69451-4576-4eef-alaa-ef0472dca8b7
kbs.gov.my

Manual

Completed

07 Mar 2026, 01:22:26 MYT

07 Mar 2026, 01:23:21 MYT

dual stack

2.0.0

1.0.0

https://ipv6.my6.my/audit/c7d69451-4576-4eef-alaa-ef0472dca8b7

hmac-sha256-v1

302861ad4baf9b5017d5ad361bc1246856efaded71e66e6184e98500e646bb2
b8d7d90eec4cb2329443780947814019c434839831d98f1f05aa454235442¢3
b9494d3dd454807efc3725eb1d3d5fblec0555ca72eafe83032cfd5e1027d1a4
f0313321e8899ef79d6T1e9d0e2e470e3b405031e98c7ca71f001ba54f45200a
57d780a0009087de7baa5dae9009da952313d63c02f57834e9ae25ea52119cdc

b1b9de5700268cb69eba5b219045887aalbca2ed87ca92ecfe947d827874b19a

Test Node Identity

Os Linux srv1440888 6.8.0-101-generic #101-Ubuntu SMP PREEMPT_DYNAMIC Mon Feb 9 10:15:05 UTC 2026 x86 64
Hostname srv1440888

Php Version 8.3.30

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 18.07 18.91 7.94 9.02 -10.1
Google IPv4 24.84 29.34 30.13 36.47 +5.3
Google IPv6 30.64 36.61 21.34 30.48 -9.3
Cloudflare IPv4 19.94 29.44 20.77 21.2 +0.8
Cloudflare IPv6 48.24 53.38 37.08 54.82 -11.2
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DNS Evidence

A

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 62043
;3 flags: qr rd ra ad; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 AUTHORITY SECTION:

kbs.gov.my.[JJ1800IN[SOAJdns1l.gitn.net.my. root.dnsl.gitn.net.my. 2025103239 3600 900 3600000 3600

DS

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 24273
; flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:

kbs.gov.my.[J0J21600INDS[]35764 8 2 EFCD896BCA7730AF2FFABE58DOC1E7D2990AB94DAE4269AC84B7AE24 6D45531B
kbs.gov.my.[JJ21600INDS[]35704 8 1 C53E39ECA042F572904E06C2DEB67B7F0951B50D

MX

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 64854
;3 flags: gr rd ra ad; QUERY: 1, ANSWER: 5, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:

kbs.gov.my.[JJ1620INOMXJ10 alt4.aspmx.l.google.com.
kbs.gov.my.[J01620INOMXJ1 aspmx.l.google.com.
kbs.gov.my.[JJ1620INMX[5 altl.aspmx.l.google.com.
kbs.gov.my.[J01620INOMXJ10 alt3.aspmx.l.google.com.
kbs.gov.my.[JJ1620INJMX]5 alt2.aspmx.l.google.com.

NS

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 1843
; flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:
kbs.gov.my.[J03600JINNS[Jdns2.gitn.net.my.
kbs.gov.my.[J036000INONSOdns1l.gitn.net.my.

TXT

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 32944
;3 flags: gr rd ra ad; QUERY: 1, ANSWER: 3, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:

kbs.gov.my.[J3000INOTXT]"v=spfl ip4:103.8.147.12/30 ip4:219.92.54.177/32 ip4:103.156.82.32/29 ip4:103.156.83.32/29 include:_ spf.google.com ~all"
kbs.gov.my.[J03000INOTXT]"MS=E24042AAA3B136D5C11F7E39C30D5AC0224D28F4"
kbs.gov.my.[J03000INOTXT["google-site-verification=1jt89LOft-PhNeBtZVfkyD4rdU85XxeAni8fqx__ Cus"

AAAA

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 5149
; flags: qr rd ra ad; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 AUTHORITY SECTION:

kbs.gov.my.[JJ904JIN[JSOA[Jdns1l.gitn.net.my. root.dnsl.gitn.net.my. 2025103239 3600 900 3600000 3600

RRSIG

dnsl.gitn.net.my. root.dnsl.gitn.net.my. 2025103239 3600 900 3600000 3600
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SOA 8 3 3600 20260405065840 20260306055840 1416 kbs.gov.my. XGjW70Ktv4vavh61Y8Qgse0eldK34HSsQbIBX9KzaEBWIPHLjMbWaRzY
jTT8ZIpZG31I69R2HLZWBDPFTrRy/+UtaI90/b3UY7aNVONWNyz5UifV UajrXba99YEeRKD6UKhI2u+VjqiqdaEQC+HZGaphW4I54bSjXkmHUORN K8g=

DNSKEY

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 28192
;3 flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: ©, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512

;; ANSWER SECTION:
kbs . gov.my . (13600 INJDNSKEY[]256 3 8 AwEAAbmXYTKF8YiZBTuolyDIXtGCEi4P37A3jaXql60nv5bQWZIE4Cqg NIrPWSRSAIN1tFKy4nwadchUODsOtjCnlsKbIxDMkSADIB7HFAU ByM

2koKp6TjRmQXTfNWxPSQDXBnKzs3VHfVsprvbisWfYGgMumulJaoR9yk epkKGhAl
kbs.gov.my.[JJ3600JIN[DNSKEY[J257 3 8 AwEAAbMEcIMJAC331NDM8i5YpHrcd2c2INnAjDIHLgS+/M4BDa31s6uv wmsxe7+BkOIil1ZRiICMTXxrA561YqZYnHg43]yGovHk6383S+EZ9rMva

y60V01JUFmVXAf3RotnBKu5idLciOx2TH3KfxjC2eoU99H2E+HNT1DsC /KX2ku4PYApsRvUsMVD3CdtXxeqUOtv5c5XL]j IX+cwqV3v3F+uyVAWdS
Kt7V7CF8pyVVAIixY5+uuVokya/cQ/iegFyc6Xki4oWlsZIJ8RZDBZ2Y kokJqH5ep51C3q483bo2kPnIZg7kEcVdoE5cfy9gAjwCzcD03QnoN6GO Pré6RRGOEIGO=

DNSSEC_VALIDATION

; fully validated
kbs.gov.my.[J026290IN[JSOA[Jdns1.gitn.net.my. root.dnsl.gitn.net.my. 2025103239 3600 900 3600000 3600
kbs.gov.my.[J026290INJRRSIG[JSOA 8 3 3600 20260405065840 20260306055840 1416 kbs.gov.my. XGjW70Ktv4vavh61Y8Qgse®e]dK34HSsQb9IBX9KzaEBwIPH1jMbWaRzY

jTT8ZIpZG31I69R2HLZWBDPFTrRy/+UtaI90/b3UY7aNVONWNyz5UifV UajrXba99YEeRKD6uKhI2u+VjqiqdaEQC+HZGaphW4I54bSjXkmHUORN K8g=
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TLS Handshake Evidence

IPV4 Connection
IP Used 202.75.6.253

IP Version 4

depth=0 C = MY, L = Putrajaya, 0 = KEMENTERIAN BELIA DAN SUKAN, CN = www.kbs.gov.my

verify error:num=20:unable to get local issuer certificate

verify return:1

depth=0 C = MY, L = Putrajaya, 0 = KEMENTERIAN BELIA DAN SUKAN, CN = www.kbs.gov.my

verify error:num=21:unable to verify the first certificate

verify return:1

depth=0 C = MY, L = Putrajaya, 0 = KEMENTERIAN BELIA DAN SUKAN, CN = www.kbs.gov.my

verify return:1

CONNECTED (00000016)

Certificate chain

0 s:C = MY, L = Putrajaya, 0 = KEMENTERIAN BELIA DAN SUKAN, CN = www.kbs.gov.my

i:C = US, 0 = DigiCert Inc, OU = www.digicert.com, CN = GeoTrust TLS RSA CA G1
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Sep 29 00:00:00 2025 GMT; NotAfter: Aug 29 23:59:59 2026 GMT

MIIGNTCCBYWgAWIBAGIQC1TR2enEdq4L+nEi2F3NcTANBgkghkiGOwOBAQsFADBg
MQswCQYDVQQGEwJVUZEVMBMGALUEChMMRG LnaUN1cnQgSW5 jMRkwFwYDVQQLEXB3
d3cuZGlnaWNlcnQuY29tMR8wWHQYDVQQDEXZHZWIUcnVzdCBUTFMgUINBIENBIECX
MB4XDTI1IMDkyOTAWMDAWMFoXDTI2MDgyOTIzNTk10VowYDELMAKGAIUEBhMCTVkx
EjAQBgNVBACTCVB1dHIhamF5YTEKMCIGA1UEChMbSOVNRUSURVJIJIQU4gQkVMSUEg
REFOIFNVSOFOMRcwFQYDVQQDEw53d3cua2JzLmdvdi5teTCCASIWDQYJIKoZIhveN
AQEBBQADggEPADCCAQoCggEBAMK+ENWKQ+8ksvK4x50Cd8WgSOChvO9rklwiFVVI
Vnof8AQf9dQCiWpCBF6SKpGDok5ATb6qaOPKbHOa6PT87MYIL2K9+XI fRe3LZGXx
0do7+fMwbW1F4nVx5PPiQsgel1KMImH]j4tSgGF3en33rf59Zq91RIbRLKIWEOKXL
1uLUXqGOTHR8h5dCK2b81swTYb4CeNsOHobMeunRIkEvoful+H8qbodOxGMROULT
mg7jMMWb1Lm3ybAfuR7ujqz5i8osCptGfGayd/IgWjQZsep9FYWln/QKnXQIxKds
U5IKhg701GpaQufCE+CTWbu9DWSXIMe3V39iJSIUi4L5R0ECAWEAAEOCAIEWGGNN
MB8GA1UdIwQYMBaAFJRP1F2L5KTipoD+/dj5A0+]jvgIXMBOGA1UdDgQWBBQCWAF/
ivhsNkPawV1uGoB2bGjodDBSBgNVHREESzBJIgg53d3cua2lzLmdvdi5teYIXbWFs
YX1zaWFzcG9ydHNsZWFndWUubXmCDnBwcy5rYnMuZ292Lm15gg5yb3kua2JzLmdv
di5teTA+BgNVHSAENZAIMDMGBmeBDAECAjApMCcGCCsGAQUFBWIBFhtodHRwOi8v
d3d3LmRpZ21jZXJ0LmNvbSODUFMwDgYDVROPAQH/BAQDAgWgMBOGA1UdIQQWMBQG
CCsGAQUFBwMBBgg rBgEFBQCDAjA/BgNVHR8EODA2MDSgMgAwhi50dHRWO18vY2Rw
Lmd1b3RydXNOLmNvbS9HZWIUcnVzdFRMU1JTQUNBRZEUY3JsMHYGCCsGAQUFBWEB
BGowaDAmBggrBgEFBQcwAYYaaHROcDovL3NOYXR1cy5nZW90cnVzdC5]b20wPgYI
KwYBBQUHMAKGMmhOdHAGLY9j YWN1cnRzLmdb3RydXNOLmNvbSOHZWIOUCnVzdFRM
U1JTQUNBRzEuY3JOMAWGA1UdEWEB/wQCMAAwggF/BgorBgEEAdZ5AgQCBIIBbwSC
AWsBaQB2ANdt fRDRp/V3ws fpX9cAv/mCyTNaZeHQswFzF8DIXWL3AAABmZN6mMICA
AAQDAECWRQIhAP2iFoMQVt8WqzPSnPa53zCnZhoVGIECc7nTdNQhyz6YSAiBSSGDD
Or4E5G0qsZxv24NrFb7NQwts2qjHad4RILYXulQB3AMIXfldFGaNF7n843rkKQQevH
wiFaIr9/1bWtdprzD1LNAAABmZNG6mMAAAAQDAEgWRgIhALMLPRWEL/88+eUolUms
VA5hBZoBef5M0jvwLdBWU3BPAIEA7AFtYx0ulzDTIUwIagWFIN2NBeB1b3QZeb+]
LEAXhPAAdgCUTKkOH+uzB74HzGSQmqBh1AcfTXzgCAT9yZ31VNy4Z2AAAAZMTepjQ
AAAEAWBHMEUCIQCPcVnVd7XJolGLas/St0SoUuS4pWATUQFN]jbLfZ5wg3AIgWrdd
R/8ZouPMu+Dr300bfMGj516FxCbyGOjwHTSZA2IwDQYJIKoZIhvcNAQELBQADgQEB
ABwibqLXTz1VM+R5JqzgnMWvIVmEVUxNGs+xTT5kxqWmRSm123wluU30jzneXjCJ
MX1XsBFFKO5d2BhoKVjpkW1pVrHbU76gmx0BG6TrMKn8BKZ3WA2Mz4FvMawlAvmB
w2i00NmXf69/4MVFz6Vzhv1kRBCzXWBarsYxVyFX5Bj0wVTv2LCfqYgnVIabWFoh
FbIFLqzbBUUL/nr4Dy24tPsr73E]jplbfIn005RUIIOKEIGidTVNN8XdNPRZQCSq
y27hL3NQbADch9H1+VAK570u0G2ce7F9/PC2tqH4LQ+stjBPrIlNhYmuzdr8id/z
V6ZXRMsV1fc1lTQYo01lZag=

Server certificate

subject=C = MY, L = Putrajaya, 0 = KEMENTERIAN BELIA DAN SUKAN, CN = www.kbs.gov.my
issuer=C = US, 0 = DigiCert Inc, OU = www.digicert.com, CN = GeoTrust TLS RSA CA Gl
No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: RSA-PSS

Server Temp Key: X25519, 253 bits

SSL handshake has read 2257 bytes and written 392 bytes
Verification error: unable to verify the first certificate
New, TLSv1.3, Cipher is TLS_AES 256 _GCM_SHA384

Server public key is 2048 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

No ALPN negotiated

Early data was not sent
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Verify return code: 21 (unable to verify the first certificate)

DONE
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HTTP Response Evidence

IPv4 HTTP (port 80)
HTTP Status 0

Connected IP

Connect Time 0ms

TTFB 0ms

Total Time 8003.01 ms

Error Failed to connect to kbs.gov.my port 80 after 8002 ms: Timeout was reached

IPv4 HTTPS (port 443)

HTTP Status 200
Connected IP 202.75.6.253
Connect Time 4.66 ms
TTFB 199.92 ms
Total Time 199.96 ms

Response Headers:

"HTTP/2 200",

"server: nginx",

"date: Fri, 06 Mar 2026 09:23:16 GMT",

"content-type: text/html; charset=utf-8",

"vary: Accept-Encoding",

"set-cookie: 3d5c4c221af1b313e88fb01053fc4cda=1ehpvk07db3g52je92d1od7253; path=/; secure; HttpOnly",
"x-xss-protection: 1; mode=block",

"x-content-type-options: nosniff",

"strict-transport-security: max-age=31536000",

"content-security-policy: ; frame-ancestors 'self'",

"x-frame-options: SAMEORIGIN",

"referrer-policy: strict-origin-when-cross-origin",

"cross-origin-opener-policy: same-origin",

"expires: Wed, 17 Aug 2005 00:00:00 GMT",

"last-modified: Fri, 06 Mar 2026 09:23:16 GMT",

"cache-control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0",
"pragma: no-cache",

"content-security-policy: default-src 'self' https: data: 'unsafe-inline' 'unsafe-eval'; frame-ancestors *;",
"x-content-type-options: nosniff",

"x-frame-options: ALLOW-FROM *",

"x-xss-protection: 1; mode=block",

"referrer-policy: no-referrer-when-downgrade",

"permissions-policy: geolocation=(), camera=(), microphone=()",
"strict-transport-security: max-age=31536000; includeSubDomains; preload",
"permissions-policy: geolocation=(self)"

Connectivity Test Evidence

Test Result
TCP Connect IPv4 - port 80 000 0.000000 0.000000
TCP Connect IPv4 - port 443 000 0.004319 0.000000
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Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2202:4780:5e:2789::1
Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0
IPv6 Routes

2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium

feB80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static
76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
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