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IPv6 Readiness Report

komunikasi.gov.my — komunikasi.gov.my

Scan to verify

Category: Government ¢ Generated: 13 Jun 2026, 18:45 MYT + Last Checked: 13 Jun 2026, 00:56 MYT < Verification ID: b544aff6-7542-4607-90ce-b5d7445714e2
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/b544aff6-7542-4607-90ce-b5d7445714e2

X IPV6-ONLY READINESS

3 2 % Website: X Not Ready

No IPv6 Support DNS: X Not Ready
Email: X Not Ready

Non-Compliant

MGv6C-1.0

IPV4 ADDRESSES
203.217.179.111

Network Information (WHOIS / RDAP)

IPv4 Network

Organization KPKK

Country MY

ASN AS17564

ASN Name GITN-PCN-AS-AP - GITN (M) Sdn. Bhd., MY

Network (CIDR) 203.217.179.120/30

Web Services (35%) 0/8
# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.
7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 1/5
# CHECK RESULT DETAIL

1 NS Has AAAA Record FAIL No nameserver has an AAAA record.

2 NS Reachable via IPv6 FAIL No nameserver is reachable over IPv6.

3 NS Answers Queries via IPv6 FAIL Nameserver does not answer queries over IPv6.

4 DNSSEC Validated PASS DNSSEC fully validated.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent PASS DS record found at parent zone.

7 RRSIG Valid PASS RRSIG signatures are current and valid.
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# CHECK RESULT DETAIL
8 Signing Algorithm INFO RSASHA256
Email Services (25%) 4/6
# CHECK RESULT DETAIL
1 MX Record Exists PASS MX record found.
2 MX Server Has IPv6 PASS MX server has AAAA record.
3 SMTP Reachable via IPv6 FAIL SMTP is not reachable over IPv6.
4 STARTTLS over IPv6 FAIL STARTTLS not available over IPv6.
5 SPF Record PASS SPF record found.
6 DKIM Selector INFO No common DKIM selector found.
7 DMARC Record PASS DMARC record found.
IPv4 Baseline (15%) 2/3
# CHECK RESULT DETAIL
1 A Record PASS 203.217.179.111
2 HTTP over IPv4 FAIL HTTP is not accessible over IPv4.
3 HTTPS over IPv4 PASS HTTPS (port 443) responds over IPv4 — 43ms TTFB.
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Audit Trail & Evidence Record

Verification ID b544aff6-7542-4607-90ce-b5d7445714e2

Domain komunikasi.gov.my

Check Mode Scheduled

Status Completed

Started 13 Jun 2026, 00:55:33 MYT

Finished 13 Jun 2026, 00:56:17 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/b544aff6-7542-4607-90ce-b5d7445714e2

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash d49ce63d5e67542b0e23c574701b0b415c45df984c101d74b119f7a3c151c509
http_headers 64abef4la913faee321ca®b4f8d516c4af5d0dad8dc7bfaed623abcf5eld10aasd
dns_responses c080c01b2f0485175c6656172d81983bed9e8397a7ecabc3f651723226a85b6b
tls_handshake 1c7f2aae9e054efc3634bc99ee44552068e53bd9f49f3ced@d29ed5fbla93ad27
connectivity_log 8119d1a681a0cfe0455b99602464f7df5cd87alb2ba377d054c0202eb670481c
dns_resolution_times 224f9e0fcd51d7107eelc3e36T1b61e9c94590f3323b820da48blcac5c6badca

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT DYNAMIC Tue May 26 13:00:45 UTC 2026 x86 64
Hostname srv1440888

Php Version 8.3.31

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 8.59 10.9 12.32 23.04 +3.7
Google IPv4 48.2 68 44.42 48.65 -3.8
Google IPV6 34.56 46.94 39.97 49.13 +5.4
Cloudflare IPv4 26.59 27.79 22.82 22.86 -3.8
Cloudflare IPv6 38.63 52.05 46.49 62.19 +7.9
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DNS Evidence

A

k

; Got answer:
; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 7883
; flags: qr rd ra ad; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

; ANSWER SECTION:
omunikasi.gov.my.[J300JIN[JAJ203.217.179.111

DS

komunikasi.gov.my.[]86368[JINDS[57364 8 2 A68C80771110D67A2557FA23906BBC44956B974E9E361EF48FIDBADO 4727FA67
komunikasi.gov.my.[J86368[INODS[]57364 8 1 E190672E67D9CD9179DC33AE549A1232B2512175

;5 Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 12897
flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: @, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232

; ANSWER SECTION:

MX

; Got answer:
; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 36251
; flags: qr rd ra ad; QUERY: 1, ANSWER: 5, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:

komunikasi.gov.my.[]3000INIMXJ10 ALT3.ASPMX.L.GOOGLE.COM.
komunikasi.gov.my.[J300JINOMX]1 ASPMX.L.GOOGLE.COM.
komunikasi.gov.my.[]300INOMX]5 ALT1.ASPMX.L.GOOGLE.COM.
komunikasi.gov.my.[J300JINJMX]10 ALT4.ASPMX.L.GOOGLE.COM.
komunikasi.gov.my.[J300JINJMX[]5 ALT2.ASPMX.L.GOOGLE.COM.

NS

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 58857
; flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 3

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:

komunikasi.gov.my.[]300JIN[NS[Jorion.komunikasi.gov.my.
komunikasi.gov.my.[J3000INNS[prime.komunikasi.gov.my.

TXT

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 19964

;3 flags: gr rd ra ad; QUERY: 1, ANSWER: 3, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:

komunikasi.gov.my.[3600INJTXT[]"v=spfl ip4:103.8.147.12/30 ip4:219.92.54.177/32 ip4:103.156.82.32/29 ip4:103.156.83.32/29 include:_spf.google.com ~all"

komunikasi.gov.my.[]36000INOTXT]"MS=ms21610124"

komunikasi.gov.my.[]3600INJTXT[]"google-site-verification=EGgvvdVsAu-SN6tAt7ghjtbgmYHORQhKSZISYn2mOv8"

AAAA

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 3533

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 AUTHORITY SECTION:

komunikasi.gov.my.[]300JINJSOA[Jprime.komunikasi.gov.my. rangkaian.komunikasi.gov.my. 2026061111 1200 7200 1209600 300

RRSIG

prime.komunikasi.gov.my. rangkaian.komunikasi.gov.my. 2026061111 1200 7200 12096600 300
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SOA 8 3 300 20260711053119 20260611053119 50656 komunikasi.gov.my. izdZV9p6kmYMfdmxkVmYP76/vrOrCwpuQjba3NGG8ic5hMXWPBa/rien
FnbrskDUqosc+aWJLObOCkpnsbSKOHVMgqvbbpXf2rlEUOSZDgf4ioio W1Y2WsIGrqaTspgb6xoU2CmAvnFPFOhSk9fYOnmE]j3suK05hqIi9LVof r50=

DNSKEY

Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 50963
;3 flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: ©, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:

komunikasi.gov.my.[]268[JIN[JDNSKEY[]257 3 8 AwEAAbpeWaCQukcgUGolvLnEdd4N72+ZY1Lv91Rx5cTaYaIpPrQQwzsB TkV21leW3EDVVim6efmImYuCclPeuXbbdMgMBZ6eyhIKf77KNkmBOfCHh

pUKdGNisDLwOBSnq5739s0ZY81RNGIOAEVMx0dQo60I1QBrOINy+DeS2 v1JUo3Sphiq9KYDbvY1vOsMBZFOR1pyFkg6QfvCr6/CDzhluj8MrwTEm
XODYbyi1SNKDG3JKKtpabYTGMZ6vLt8nbU02nyRbvgC3wYBt766YND1s XGUnlua5STauPOCbAjQszMCLQ5F1jB+jvC81FC4ArZRXOkWHy72h+W] 8YU3a0s+jNs=
komunikasi.gov.my.[J268[INODNSKEY[J256 3 8 AwEAAZrIHXbFRs2rJ7gpBO7M5R6HNGs]//8N5t60F0i0rr3JqxHczMEI ugxkbjyz1XKBexvOm85k26KDDMyd4iGuDGriwntLdxvN850sRFIcmcH1G

h9/CWAw4XFsVpYelgSSuKasd0C/2150nhkcrZIlkkenvD8T99GYxskd6p YoN8LmWX

DNSSEC_VALIDATION

; fully validated
komunikasi.gov.my.[J268JINJSOA[Jprime.komunikasi.gov.my. rangkaian.komunikasi.gov.my. 2026061111 1200 7200 1209600 300

komunikasi.gov.my.[J268[JINJRRSIG[JSOA 8 3 300 20260711053119 20260611053119 50656 komunikasi.gov.my. izdZV9p6kmYMfdmxkVmYP76/vrOrCwpuQjba3NGG8ic5hMXWPBa/rien
FnbrskDUqosc+aWJLObOCkpnsbSKOHVMgqvbbpXf2rlEUOSZDgf4ioio W1Y2WsIGrqaTspgb6xoU2CmAvnFPFOhSk9fYOnmE]j3suK05hqIi9LVof r50=
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TLS Handshake Evidence

IPV4 Connection
IP Used 203.217.179.111

IP Version 4

depth=2 OU = GlobalSign ECC Root CA - R5, 0 = GlobalSign, CN = GlobalSign

verify return:1

depth=1 C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign ECC OV SSL CA 2018

verify return:1

depth=0 C = MY, ST = Putrajaya, L = Putrajaya, 0 = Kementerian Komunikasi, CN = *.komunikasi.gov.my

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:C = MY, ST = Putrajaya, L = Putrajaya, 0 = Kementerian Komunikasi, CN = *.komunikasi.gov.my

i:C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign ECC OV SSL CA 2018
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Jan 29 08:05:28 2026 GMT; NotAfter: Mar 2 08:05:27 2027 GMT

MIIFZTCCBOugAwIBAgIMbkZWcZoUxD2kMYfcMA0oGCCqGSM49BAMDMFAXCzAJIBgNYV
BAYTAKJFMRkwFwYDVQQKEXBHbGI1YWxTaWduIG52LXNhMSYwJAYDVQQDEXx1HbGI1
YWxTaWduIEVDQyBPViBTUOwgQOEgMjAxODAeFwOyNjAxMjkwODAIM]jhaFwOyNzAz
MDIwODA1MjdaMHQxCzAJBgNVBAYTAk1ZMRIWEAYDVQQIEw1QdXRyYWpheWEXEjAQ
BgNVBACTCVB1dHIhamF5YTEfMBOGA1IUEChMWS2VtZW50ZXJIpYW4gS29tdwW5pa2Fz
aTECMBOGA1UEAWWTKi5rb211bmlrYXNpLmdvdi5teTB2MBAGBYqGSM49AgEGBSUB
BAAiA2IABLKJufLg+a8IZPn2tUOUiomhvIbhZPWxfo2UjLsoIBweq31MojPt4hQk
TGm9VIy1igSA1VZk8qiGvuFnAUOeUOTHNCiqoDFEWU/v2Bev+H4fycrgviMcVN4j
lcxYMSa6ka0CA2gwggNkMA4GA1UdDWEB/wQEAWIHgDAMBgNVHRMBAT8EAjAAMIGO
Bgg rBgEFBQCBAQSBYTB/MEQGCCSGAQUFBZACh jhodHRwOi8vc2VjdXJ1Lmdsb23h
bHNpZ24uY29tL2NhY2VydC9nc2VjY292c3NsY2EyMDE4LmNydDA3Bgg rBgEFBQCw
AYYraHROcDovL29jc3AuZ2xvYmFsc2lnbi5jb20vZ3N1Y2NvdnNzbGNhMjAxODBW
BgNVHSAETZzBNMEEGCSsGAQQBoDIBFDAOMDIGCCSGAQUFBWIBFiZodHRwczovL3d3
dy5nbG9iYWxzaWduLmNvbS9yZXBvc210b315LzAIBgZngQwBAgIwPwYDVROfBDgw
NjAQoDKgMIYuaHROcDovL2NybC5nbG9iYWxzaWduLmNvbS9nc2VjY292c3NsY2Ey
MDE4LmNybDAXBgNVHREEKjAoghMgLmtvbXVuaWthc2kuz292Lm15ghFrb211bmlr
YXNpLmdvdi5teTAdBgNVHSUEF j AUBgg rBgEFBQcDAQY IKwYBBQUHAWIWHWYDVRO j
BBgwFoAUWHUOdSr+YYCqkEABrtboBOZuPOgwHQYDVROOBBYEFJwrOPKF j4pCSVcM
mkH4Yb0578iwMIIBhgYKKwYBBAHWeQIEAgSCAXYEggFyAXAAdgAcn2gs6fruRW1Q
+BuWiofd2zIQ2EzmyLLjglIKxMIZnwAAAZwIyUJGAAAEAWBHMEUCIQD64BBe60Eg
3/D45FI5ImHhbJ915KtONn5bEO6CSgBwgXwIgCXn5AxwkKB5tODOMcMknz/vCsgpvr
axtmAOhSo5+dmKAAfwCOykcL rN5q86IGsKR6hLdG/h/Gv5U+JeabTuQCSPPG6AAA
AZwIyUGBAAgAAAUAAguZ7wQDAEgWRgIhAOcygH4miekZeRMzxvHht rk47A3wZROu
qvRaytwtHxzuAiEAsCimkRGAPhi06+8v6ArvI+N28jHx3tgj fmCOMF87jJEAdQBM
Y9yY5Zwdq4j2H0093q6Pq0SjN3t fm5TD+6GC/MG+IgAAAZWIYT9IAAAEAWBGMEQC
IBhDXqza+7kbaCNAZ32k/Ra2SrDgLII+DVY8s3/kiWYyAiBDHerz6TsSHvCc2Avd2
htpGmj EwhbxPx fE8gnvpvgPAUDAKBggqhkj OPQQDAWNOADBLAjEA1YV7GviRZi/9
9w7IXG4VoctcOt1RKPhwutmpbrB2xgHTjqky4R5VGRMj IMT3g4ZgAjBFN4k1Bwy I
b+TYoFvOrYWPMu/hSndogKlsxkP6xrzW2fnFR4Alct3zsM6azndYYfg=

1 s:C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign ECC OV SSL CA 2018
i:0U = GlobalSign ECC Root CA - R5, 0 = GlobalSign, CN = GlobalSign
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Nov 21 00:00:00 2018 GMT; NotAfter: Nov 21 00:00:00 2028 GMT

MIIDAjCCAomgAwIBAGINAe5fIpVCSQX5AZGo3DAKBggqhkjOPQQDAZBQMSQWIgYD
VQQLExtHbGIiYWxTaWduIEVDQyBSb290IENBICOGUjUXEZARBgNVBAoTCkdsbh2Jh
bFNpZ24xEzARBgNVBAMTCkdsb2JhbFNpZ24wHhcNMTgxMTIXMDAWMDAwWWhCNMjgx
MTIxMDAwMDAWWjBQMQswCQYDVQQGEwICRTEZMBCGATUEChMQR2xvYmFsU21nbiBu
dilzYTEmMCQGA1UEAXMdR2xvYmFsU21nbiBFQOMgT1YgUINMIENBIDIWMTgwdjAQ
BgcghkjOPQIBBgUrgQQAIgNiAATDORGNZSPh1uG7q6bQA11PTe0ZD/ xx44Q1Faml
BM4eLeN+wfgwalsbkjzARCMIsi/fnQeKNtKATgNMNOHTmV3VfwGbocj6+22HVWZu
VeX/VeIGoWhlu7Lja/NDE7RsXaCjggEpMIIBITAOBgNVHQ8BAf8EBAMCAYYWEQYD
VROTAQH/BAgwBgEB/wIBADAdBgNVHQ4EFgQUWHUOAS r+YYCGKEABrtboBOZuPOgw
HwYDVROjBBgwFoAUPeYpSJvgB8ohREom3m7e00PQn1kwPgYIKwYBBQUHAQEEM]Aw
MC4GCCsGAQUFBzABhiJodHRwOi8vb2NzcDIuZ2xvYmFsc21nbi5jb20vem9vdHI1
MDYGA1UdHwWQVMCOWK6APoCeGIWhOdHABLY9j cmwuZ2xvYmFsc2lnbi5jb20vem9v
dC1yNS5j cmwwRwYDVROgBEAWPj A8BgRVHSAAMDQwMgYIKwYBBQUHAGEWImhOdHBZ
0i8vd3d3Lmdsb2JhbHNpZ24uY29tL3J1cG9zaXRvcnkvMAoGCCqGSM49BAMDA2CA
MGQCMC41zZGQw5mpNZBmztq8huxKf9/tRUISyLI4q6YU+i2fjF2FRBNAG4EBMLjA
7dkSOWIwL9qYBOAPhsLmVOLhknrzHZVvtqzg7NQaIV18BEIDZQgK3g]xYZzADjHSH
5uk4mCdw

Server certificate
subject=C = MY, ST = Putrajaya, L = Putrajaya, 0 = Kementerian Komunikasi, CN = *.komunikasi.gov.my
issuer=C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign ECC OV SSL CA 2018

No client certificate CA names sent

National IPv6 Readiness Monitor — https://ipv6.my6.my
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Peer signing digest: SHA384

Peer signature type: ECDSA

Server Temp Key: X25519, 253 bits

SSL handshake has read 2571 bytes and written 399 bytes
Verification: 0K

New, TLSv1.3, Cipher is TLS_ AES 256 GCM_SHA384
Server public key is 384 bit

Secure Renegotiation IS NOT supported
Compression: NONE

Expansion: NONE

No ALPN negotiated

Early data was not sent

Verify return code: 0 (ok)

DONE

National IPv6 Readiness Monitor — https://ipv6.my6.my Page 9 of 10



IPv6 Readiness Report

komunikasi.gov.my — Government

Generated: 13 Jun 2026, 18:45 MYT

Last Checked: 13 Jun 2026, 00:56 MYT

HTTP Response Evidence

IPv4 HTTP (port 80)
HTTP Status
Connected IP
Connect Time
TTFB
Total Time

Error

IPv4 HTTPS (port 443)
HTTP Status
Connected IP
Connect Time
TTFB

Total Time

Response Headers:

[
"HTTP/1.1 400 Bad Request",

"Date: Fri, 12 Jun 2026 16:48:12 GMT",

"Connection: close",
"Content-Length: 1414",

"Content-Type: text/html; charset=UTF-8"

Connectivity Test Evidence

Test
TCP Connect IPv4 - port 80

TCP Connect IPv4 - port 443

Test Node Network Evidence

Node Profile

Egress Connectivity
IPv4 Egress

IPv6 Egress

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6

IPv6 Routes

0

203.217.179.111

7.47 ms

0 ms

10002.61 ms

Operation timed out after 10002 milliseconds with 0 bytes received

400

203.217.179.111

7.16 ms

40.59 ms

40.63 ms

dual stack

unreachable

2a02:4780:5e:2789::1

2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium
feB80::/64 dev eth® proto kernel metric 256 pref medium

default via 2a02:4780:5e::1 dev ethO® proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static

76.13.221.0/24 dev eth@ proto kernel scope link src 76.13.221.142

National IPv6 Readiness Monitor — https://ipv6.my6.my
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301 0.006104 0.014308
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