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IPv6 Readiness Report

komunikasi.gov.my — komunikasi.gov.my

Category: Government ¢ Generated: 20 Apr 2026, 21:23 MYT ¢ Last Checked: 07 Mar 2026, 01:07 MYT < Verification ID: a73d46df-4047-4d4f-a015-984fd7003ff3
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/a73d46df-4047-4d4f-a015-984fd7003ff3

X IPV6-ONLY READINESS
(o)
3 2 Yo Website: X Not Ready

Partial Support DNS: X Not Ready
Email: X Not Ready

Non-Compliant

MGv6C-1.0

IPV4 ADDRESSES
203.217.179.111

Network Information (WHOIS / RDAP)

IPv4 Network

Organization KPKK

Country MY

ASN AS17564

ASN Name GITN-PCN-AS-AP GITN M Sdn. Bhd., MY

Network (CIDR) 203.217.179.110/31

Web Services (35%) 0/8
# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.
7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 1/5
# CHECK RESULT DETAIL

1 NS Has AAAA Record FAIL No nameserver has an AAAA record.

2 NS Reachable via IPv6 FAIL No nameserver is reachable over IPv6.

3 NS Answers Queries via IPv6 FAIL Nameserver does not answer queries over IPv6.

4 DNSSEC Validated PASS DNSSEC fully validated.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent PASS DS record found at parent zone.

7 RRSIG Valid PASS RRSIG signatures are current and valid.

8 Signing Algorithm INFO RSASHA256
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Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

PASS

PASS

FAIL

FAIL

PASS

INFO

PASS

RESULT

PASS

FAIL

PASS

DETAIL

MX record found.

MX server has AAAA record.

SMTP is not reachable over IPv6.

STARTTLS not available over IPv6.

SPF record found.

No common DKIM selector found.

DMARC record found.

DETAIL

203.217.179.111

HTTP is not accessible over IPv4.

HTTPS (port 443) responds over IPv4 — 39ms TTFB.
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Audit Trail & Evidence Record

Verification ID
Domain

Check Mode
Status

Started

Finished

Test Node Profile
Engine Version
MGvV6C Version

Audit URL

Integrity Verification

v INTEGRITY VERIFIED

Algorithm

Root Hash
http_headers
dns_responses
tls_handshake
connectivity_log

dns_resolution_times

a73d46df-4047-4d4f-a015-984fd7003ff3
komunikasi.gov.my

Manual

Completed

07 Mar 2026, 01:06:41 MYT

07 Mar 2026, 01:07:39 MYT

dual stack

2.0.0

1.0.0

https://ipv6.my6.my/audit/a73d46df-4047-4d4f-a015-984fd7003ff3

hmac-sha256-v1

d8cb0dcad0df93c4ef3cf8c7b209d6a8ffc70ad5bd992ed4dbeebc6526766bd9
974ba57e0bbb4ffb18312fc5ee349aea0686b7bf1f97462540f14b2fa0ae5969
bdb103baee90725068807178a12918074d719a4d002394812d97487c4d35775e
1c7f2aae9e054efc3634bc99ee44552068e53bd9f49f3ce0d29ed5fblad3ad27
0a470234db0ad7a259b602c08a1181120f30bbc8c65991ac5401796Tb5dd8640

0f140894d3ch2c22703eef4d211ebe715ff2ee0e53c08baaa7ce09797e607486

Test Node Identity

Os Linux srv1440888 6.8.0-101-generic #101-Ubuntu SMP PREEMPT_DYNAMIC Mon Feb 9 10:15:05 UTC 2026 x86 64
Hostname srv1440888
Php Version 8.3.30

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 6.95 18.52 6.98 7.98 0
Google IPv4 17.16 35.06 32.79 34.06 +15.6
Google IPv6 29.94 33.96 28.07 29.99 -1.9
Cloudflare IPv4 18.01 27.61 10.65 29 -7.4
Cloudflare IPV6 48.62 59.35 46.91 59.47 -1.7
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DNS Evidence

A

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 11650
;3 flags: qr rd ra ad; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:
komunikasi.gov.my.[]300JIN[JA[J203.217.179.111

DS

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 40819
; flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:

komunikasi.gov.my.[J21600INJDS[J57364 8 1 E190672E67D9CD9179DC33AE549A1232B2512175
komunikasi.gov.my.[J21600[INDS[]57364 8 2 A68C80771110D67A2557FA23906BBC44956B974E9E361EF48FID8ADO 4727FA67

MX

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 42764
;3 flags: gr rd ra ad; QUERY: 1, ANSWER: 5, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:

komunikasi.gov.my.[J3000INMX(5 ALT2.ASPMX.L.GOOGLE.COM.
komunikasi.gov.my.[J3000INOMXJ5 ALT1.ASPMX.L.GOOGLE.COM.
komunikasi.gov.my.[]3000INIMXJ10 ALT3.ASPMX.L.GOOGLE.COM.
komunikasi.gov.my.[J300JINJMX]1 ASPMX.L.GOOGLE.COM.
komunikasi.gov.my.[300JINJMX]10 ALT4.ASPMX.L.GOOGLE.COM.

NS

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 30867
; flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:
komunikasi.gov.my.[J299JIN[NS[Jprime.komunikasi.gov.my.
komunikasi.gov.my.[J2990IN[NS[Jorion.komunikasi.gov.my.

TXT

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 409
;3 flags: gr rd ra ad; QUERY: 1, ANSWER: 3, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:

komunikasi.gov.my.[J3600INJTXT[]"google-site-verification=EGgvvdVsAu-SN6tAt7qhjtbgmYHORQhKSZISYn2mOv8"

komunikasi.gov.my.[]36000INJTXT"v=spfl ip4:103.8.147.12/30 ip4:219.92.54.177/32 ip4:103.156.82.32/29 ip4:103.156.83.32/29 include: spf.google.com ~all"
komunikasi.gov.my.[]36000INJTXT["MS=ms21610124"

AAAA

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 48428
; flags: qr rd ra ad; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 AUTHORITY SECTION:

komunikasi.gov.my.[]300JIN[JSOA[Jprime.komunikasi.gov.my. rangkaian.komunikasi.gov.my. 2026022702 1200 7200 1209600 300

RRSIG

prime.komunikasi.gov.my. rangkaian.komunikasi.gov.my. 2026022702 1200 7200 12096600 300
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SOA 8 3 300 20260329062152 20260227062152 50656 komunikasi.gov.my. SG/zXW3KMo6isjV6XvsYvsGAmGo81nrs5Ay6kow2r5ubowlsMkK3kAw+
XeN6uUsD99zx1zGj jFpcIG3vuww8gKMrhLlnuLB4Zr/VnIh7jHRVp8Rb pLbDH4i8Av+OGTORGS+XXr73pVubbbZfz5yWpUlm+IPRGchsMgjJsq6x OAk=

DNSKEY

; communications error to 8.8.8.8#53: timed out

;5 Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 3190

; flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:

komunikasi.gov.my.[J300JIN[DNSKEY[]256 3 8 AwEAAZrIHXbFRs2rJ7gpBO7M5R6HNGsj//8N5t60F0i0rr3JqxHczMEI uqxkbjyz1XKBexvOm85k26KDDMyd4iGuDGriwntLdxvN850sRFIcmcH1G
h9/CWAw4XFsVpYelgSSuKasd0C/2150nhkcrZIkkenvD8T99GYxskd6p YoNSLmWX

komunikasi.gov.my.[J3000INDNSKEY[]257 3 8 AwEAAbpeWaCQukcgUGolvLnEdd4N72+ZY1Lv91Rx5cTaYaIpPrQQwzsB TkV21eW3EDVVim6efmImYuCclPeuXbbdMgMBZ6eyhIKf77KNkmBOfCHh
pPUKdGNisDLwOBSnq5739s0ZY81RNGIOAEVMx0dQo60I1QBrOINy+DeS2 v1JUo3Sphiq9KYDbvY1vOsMBZFOR1pyFkg6QfvCr6/CDzhluj8MrwTEm
X0DYbyilSNKDG3JKKtpabYTGMZ6vLt8nbU02nyRbvgC3wYBt766YND1s XGUnlua5STauPOCbAjQszMC1Q5f1jB+jvC81Fc4ArZRx0OkWHy72h+W1] 8YU3a0s+jNs=

DNSSEC_VALIDATION

; fully validated
komunikasi.gov.my.[]3000INJSOA[prime.komunikasi.gov.my. rangkaian.komunikasi.gov.my. 2026022702 1200 7200 1209600 300

komunikasi.gov.my.[J300JINJRRSIGJSOA 8 3 300 20260329062152 20260227062152 50656 komunikasi.gov.my. SG/zXW3KMo6isjV6XvsYvsGAmGo81nrs5Ay6koOw2 r5ubowUsMkK3kAw+
XeN6uUsD99zx12Gj jFpcIG3vuww8gKMrhL1nuLB4Zr/VnIh7jHRVp8Rb pLbDH41i8Av+0GTORGS+XXr73pVubbbZfz5yWpUlm+IPRGchsMgjJsqbx OAk=
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TLS Handshake Evidence

IPV4 Connection
IP Used 203.217.179.111

IP Version 4

depth=2 OU = GlobalSign ECC Root CA - R5, 0 = GlobalSign, CN = GlobalSign

verify return:1

depth=1 C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign ECC OV SSL CA 2018

verify return:1

depth=0 C = MY, ST = Putrajaya, L = Putrajaya, 0 = Kementerian Komunikasi, CN = *.komunikasi.gov.my

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:C = MY, ST = Putrajaya, L = Putrajaya, 0 = Kementerian Komunikasi, CN = *.komunikasi.gov.my

i:C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign ECC OV SSL CA 2018
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Jan 29 08:05:28 2026 GMT; NotAfter: Mar 2 08:05:27 2027 GMT

MIIFZTCCBOugAwIBAgIMbkZWcZoUxD2kMYfcMA0oGCCqGSM49BAMDMFAXCzAJIBgNYV
BAYTAKJFMRkwFwYDVQQKEXBHbGI1YWxTaWduIG52LXNhMSYwJAYDVQQDEXx1HbGI1
YWxTaWduIEVDQyBPViBTUOwgQOEgMjAxODAeFwOyNjAxMjkwODAIM]jhaFwOyNzAz
MDIwODA1MjdaMHQxCzAJBgNVBAYTAk1ZMRIWEAYDVQQIEw1QdXRyYWpheWEXEjAQ
BgNVBACTCVB1dHIhamF5YTEfMBOGA1IUEChMWS2VtZW50ZXJIpYW4gS29tdwW5pa2Fz
aTECMBOGA1UEAWWTKi5rb211bmlrYXNpLmdvdi5teTB2MBAGBYqGSM49AgEGBSUB
BAAiA2IABLKJufLg+a8IZPn2tUOUiomhvIbhZPWxfo2UjLsoIBweq31MojPt4hQk
TGm9VIy1igSA1VZk8qiGvuFnAUOeUOTHNCiqoDFEWU/v2Bev+H4fycrgviMcVN4j
lcxYMSa6ka0CA2gwggNkMA4GA1UdDWEB/wQEAWIHgDAMBgNVHRMBAT8EAjAAMIGO
Bgg rBgEFBQCBAQSBYTB/MEQGCCSGAQUFBZACh jhodHRwOi8vc2VjdXJ1Lmdsb23h
bHNpZ24uY29tL2NhY2VydC9nc2VjY292c3NsY2EyMDE4LmNydDA3Bgg rBgEFBQCw
AYYraHROcDovL29jc3AuZ2xvYmFsc2lnbi5jb20vZ3N1Y2NvdnNzbGNhMjAxODBW
BgNVHSAETZzBNMEEGCSsGAQQBoDIBFDAOMDIGCCSGAQUFBWIBFiZodHRwczovL3d3
dy5nbG9iYWxzaWduLmNvbS9yZXBvc210b315LzAIBgZngQwBAgIwPwYDVROfBDgw
NjAQoDKgMIYuaHROcDovL2NybC5nbG9iYWxzaWduLmNvbS9nc2VjY292c3NsY2Ey
MDE4LmNybDAXBgNVHREEKjAoghMgLmtvbXVuaWthc2kuz292Lm15ghFrb211bmlr
YXNpLmdvdi5teTAdBgNVHSUEF j AUBgg rBgEFBQcDAQY IKwYBBQUHAWIWHWYDVRO j
BBgwFoAUWHUOdSr+YYCqkEABrtboBOZuPOgwHQYDVROOBBYEFJwrOPKF j4pCSVcM
mkH4Yb0578iwMIIBhgYKKwYBBAHWeQIEAgSCAXYEggFyAXAAdgAcn2gs6fruRW1Q
+BuWiofd2zIQ2EzmyLLjglIKxMIZnwAAAZwIyUJGAAAEAWBHMEUCIQD64BBe60Eg
3/D45FI5ImHhbJ915KtONn5bEO6CSgBwgXwIgCXn5AxwkKB5tODOMcMknz/vCsgpvr
axtmAOhSo5+dmKAAfwCOykcL rN5q86IGsKR6hLdG/h/Gv5U+JeabTuQCSPPG6AAA
AZwIyUGBAAgAAAUAAguZ7wQDAEgWRgIhAOcygH4miekZeRMzxvHht rk47A3wZROu
qvRaytwtHxzuAiEAsCimkRGAPhi06+8v6ArvI+N28jHx3tgj fmCOMF87jJEAdQBM
Y9yY5Zwdq4j2H0093q6Pq0SjN3t fm5TD+6GC/MG+IgAAAZWIYT9IAAAEAWBGMEQC
IBhDXqza+7kbaCNAZ32k/Ra2SrDgLII+DVY8s3/kiWYyAiBDHerz6TsSHvCc2Avd2
htpGmj EwhbxPx fE8gnvpvgPAUDAKBggqhkj OPQQDAWNOADBLAjEA1YV7GviRZi/9
9w7IXG4VoctcOt1RKPhwutmpbrB2xgHTjqky4R5VGRMj IMT3g4ZgAjBFN4k1Bwy I
b+TYoFvOrYWPMu/hSndogKlsxkP6xrzW2fnFR4Alct3zsM6azndYYfg=

1 s:C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign ECC OV SSL CA 2018
i:0U = GlobalSign ECC Root CA - R5, 0 = GlobalSign, CN = GlobalSign
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Nov 21 00:00:00 2018 GMT; NotAfter: Nov 21 00:00:00 2028 GMT

MIIDAjCCAomgAwIBAGINAe5fIpVCSQX5AZGo3DAKBggqhkjOPQQDAZBQMSQWIgYD
VQQLExtHbGIiYWxTaWduIEVDQyBSb290IENBICOGUjUXEZARBgNVBAoTCkdsbh2Jh
bFNpZ24xEzARBgNVBAMTCkdsb2JhbFNpZ24wHhcNMTgxMTIXMDAWMDAwWWhCNMjgx
MTIxMDAwMDAWWjBQMQswCQYDVQQGEwICRTEZMBCGATUEChMQR2xvYmFsU21nbiBu
dilzYTEmMCQGA1UEAXMdR2xvYmFsU21nbiBFQOMgT1YgUINMIENBIDIWMTgwdjAQ
BgcghkjOPQIBBgUrgQQAIgNiAATDORGNZSPh1uG7q6bQA11PTe0ZD/ xx44Q1Faml
BM4eLeN+wfgwalsbkjzARCMIsi/fnQeKNtKATgNMNOHTmV3VfwGbocj6+22HVWZu
VeX/VeIGoWhlu7Lja/NDE7RsXaCjggEpMIIBITAOBgNVHQ8BAf8EBAMCAYYWEQYD
VROTAQH/BAgwBgEB/wIBADAdBgNVHQ4EFgQUWHUOAS r+YYCGKEABrtboBOZuPOgw
HwYDVROjBBgwFoAUPeYpSJvgB8ohREom3m7e00PQn1kwPgYIKwYBBQUHAQEEM]Aw
MC4GCCsGAQUFBzABhiJodHRwOi8vb2NzcDIuZ2xvYmFsc21nbi5jb20vem9vdHI1
MDYGA1UdHwWQVMCOWK6APoCeGIWhOdHABLY9j cmwuZ2xvYmFsc2lnbi5jb20vem9v
dC1yNS5j cmwwRwYDVROgBEAWPj A8BgRVHSAAMDQwMgYIKwYBBQUHAGEWImhOdHBZ
0i8vd3d3Lmdsb2JhbHNpZ24uY29tL3J1cG9zaXRvcnkvMAoGCCqGSM49BAMDA2CA
MGQCMC41zZGQw5mpNZBmztq8huxKf9/tRUISyLI4q6YU+i2fjF2FRBNAG4EBMLjA
7dkSOWIwL9qYBOAPhsLmVOLhknrzHZVvtqzg7NQaIV18BEIDZQgK3g]xYZzADjHSH
5uk4mCdw

Server certificate
subject=C = MY, ST = Putrajaya, L = Putrajaya, 0 = Kementerian Komunikasi, CN = *.komunikasi.gov.my
issuer=C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign ECC OV SSL CA 2018

No client certificate CA names sent
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Peer signing digest: SHA384

Peer signature type: ECDSA

Server Temp Key: X25519, 253 bits

SSL handshake has read 2571 bytes and written 399 bytes
Verification: 0K

New, TLSv1.3, Cipher is TLS_ AES 256 GCM_SHA384
Server public key is 384 bit

Secure Renegotiation IS NOT supported
Compression: NONE

Expansion: NONE

No ALPN negotiated

Early data was not sent

Verify return code: 0 (ok)

DONE
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HTTP Response Evidence

IPv4 HTTP (port 80)
HTTP Status
Connected IP
Connect Time
TTFB
Total Time

Error

IPv4 HTTPS (port 443)
HTTP Status
Connected IP
Connect Time
TTFB

Total Time

Response Headers:

[
"HTTP/1.1 400 Bad Request",

"Date: Fri, 06 Mar 2026 09:08:50 GMT",

"Connection: close",
"Content-Length: 1414",

"Content-Type: text/html; charset=UTF-8"

Connectivity Test Evidence

Test
TCP Connect IPv4 - port 80

TCP Connect IPv4 - port 443

Test Node Network Evidence

Node Profile

Egress Connectivity
IPv4 Egress

IPv6 Egress

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6

IPv6 Routes

0

203.217.179.111

6.11 ms

0 ms

10002.87 ms

Operation timed out after 10002 milliseconds with 0 bytes received

400

203.217.179.111

4.97 ms

29.85 ms

29.92 ms

dual stack

76.13.221.142

2a02:4780:5e:2789::1

2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium
feB80::/64 dev eth® proto kernel metric 256 pref medium

default via 2a02:4780:5e::1 dev ethO® proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static

76.13.221.0/24 dev eth@ proto kernel scope link src 76.13.221.142
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Result
301 0.005123 0.011962

301 0.006555 0.042019
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