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✗
Non-Compliant

MGv6C-1.0

51%
Partial Support

IPV6-ONLY READINESS

Website: ✗ Not Ready

DNS: ✓ Ready

Email: ✓ Ready

IPV4 ADDRESSES

13.35.37.114

13.35.37.96

13.35.37.29

13.35.37.104

Network Information (WHOIS / RDAP)

IPv4 Network

Organization Amazon.com, Inc.

Country US

ASN AS16509

ASN Name AMAZON-02 - Amazon.com, Inc., US

Network (CIDR) 13.35.0.0/16

Web Services (35%) 0 / 8

# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.

7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 3 / 5

# CHECK RESULT DETAIL

1 NS Has AAAA Record PASS Nameserver has IPv6 address.

2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.

3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

7 RRSIG Valid FAIL No valid RRSIG found.
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# CHECK RESULT DETAIL

8 Signing Algorithm INFO No DNSKEY record found.

Email Services (25%) 5 / 6

# CHECK RESULT DETAIL

1 MX Record Exists PASS MX record found.

2 MX Server Has IPv6 PASS MX server has AAAA record.

3 SMTP Reachable via IPv6 PASS SMTP port 25 responds over IPv6.

4 STARTTLS over IPv6 FAIL STARTTLS not available over IPv6.

5 SPF Record PASS SPF record found.

6 DKIM Selector INFO No common DKIM selector found.

7 DMARC Record PASS DMARC record found.

IPv4 Baseline (15%) 3 / 3

# CHECK RESULT DETAIL

1 A Record PASS 13.35.37.114, 13.35.37.96, 13.35.37.29, 13.35.37.104

2 HTTP over IPv4 PASS HTTP (port 80) responds over IPv4 — 126ms TTFB.

3 HTTPS over IPv4 PASS HTTPS (port 443) responds over IPv4 — 30ms TTFB.
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Audit Trail & Evidence Record

Verification ID fdcf0421-6e78-4891-930e-09db99adc476

Domain alrajhibank.com.my

Check Mode Manual

Status Completed

Started 07 Mar 2026, 01:00:00 MYT

Finished 07 Mar 2026, 01:00:14 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/fdcf0421-6e78-4891-930e-09db99adc476

Integrity Verification

✓ INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 0d6be6ba96ca94a07e2f9c1a4274a062affe91113d10ded26cbb10c0225c5600

http_headers c06277c26250b881c2ab9f4e8a52c8d78eeb5d263c8bf0a1d644836f0647bf0b

dns_responses f6ea53d1b07f4c2b4744623c977932b33d5c7908bd7d583fb9f883c958b4d874

tls_handshake 8ae68b13d86a41b2e3af6b0b829bd1805b62972c182bdb6255d787af8aafbf8b

connectivity_log 57aca01046db0256eba5a82f4c08e2a298c6850cf53960085fb1353467ce30dc

dns_resolution_times f556e7972b6b1daba846dfb3bdfcf68d37321e9fd56f02b4b26d98e3a74449ba

Test Node Identity

Os Linux srv1440888 6.8.0-101-generic #101-Ubuntu SMP PREEMPT_DYNAMIC Mon Feb 9 10:15:05 UTC 2026 x86_64

Hostname srv1440888

Php Version 8.3.30

Server Ipv4 76.13.221.142

Server Ipv6 2a02:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)

System Default 7.6 9.69 12.75 15.24 +5.2 

Google IPv4 22.42 34.05 30.12 36.67 +7.7 

Google IPv6 35.27 45.31 27.64 64.83 -7.6 

Cloudflare IPv4 24.15 25.28 30.8 32.3 +6.7 

Cloudflare IPv6 29.61 33.54 35.88 44.79 +6.3 
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DNS Evidence

A

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 18046
;; flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512
;; ANSWER SECTION:
alrajhibank.com.my.	60	IN	A	18.67.181.129
alrajhibank.com.my.	60	IN	A	18.67.181.6
alrajhibank.com.my.	60	IN	A	18.67.181.59
alrajhibank.com.my.	60	IN	A	18.67.181.79

DS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 27647
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512
;; AUTHORITY SECTION:
com.my.			1800	IN	SOA	b.nic.my. hostmaster.nic.my. 2026018479 1800 900 604800 3600

MX

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 33303
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512
;; ANSWER SECTION:
alrajhibank.com.my.	3600	IN	MX	0 alrajhibank-com-my.mail.protection.outlook.com.

NS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 17551
;; flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512
;; ANSWER SECTION:
alrajhibank.com.my.	3600	IN	NS	ns-229.awsdns-28.com.
alrajhibank.com.my.	3600	IN	NS	ns-1997.awsdns-57.co.uk.
alrajhibank.com.my.	3600	IN	NS	ns-1255.awsdns-28.org.
alrajhibank.com.my.	3600	IN	NS	ns-558.awsdns-05.net.

TXT

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 22325
;; flags: qr rd ra; QUERY: 1, ANSWER: 10, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512
;; ANSWER SECTION:
alrajhibank.com.my.	3600	IN	TXT	"google-site-verification=HOlYjvHVIW4-8DjADc3XKUrwf97zMibtx5RrDtvnxWI"
alrajhibank.com.my.	3600	IN	TXT	"v=spf1 include:spf.protection.outlook.com include:mail.zendesk.com include:amazonses.com include:sendgrid.net 
include:spf_c.oraclecloud.com include:spf_a.oracle.com mx a" " ip4:210.19.39.194/32  ip4:175.143.74.172/32 -all"
alrajhibank.com.my.	3600	IN	TXT	"MS=67B630AEF72CD129336316CAE1EDE330A22893B0"
alrajhibank.com.my.	3600	IN	TXT	"atlassian-domain-verification=yc7jH2Nnc4UTwUyjFa0tEH7F5oEWSKmv0r4bIo7nhuzOZW2KqSOd7YVAZ7dOali5"
alrajhibank.com.my.	3600	IN	TXT	"MS=ms56623478"
alrajhibank.com.my.	3600	IN	TXT	"yz+Fmrz+PjF4aiccr5u8d++ZE2h0dmkDk/JiVGYmHmdxkliIHl6d3ZETQQ4F51KMoksxzqgG7Mg+CYhJ97leaw=="
alrajhibank.com.my.	3600	IN	TXT	"apple-domain-verification=w1Sgp9uY1fLuAYcW"
alrajhibank.com.my.	3600	IN	TXT	"atlassian-sending-domain-verification=33ecbd29-8b5b-4f19-a6c4-6e4d12b04e7f"
alrajhibank.com.my.	3600	IN	TXT	"hffunrvepes03p9g5pj2d5u1nn"
alrajhibank.com.my.	3600	IN	TXT	"globalsign-domain-verification=-zn9Aq79Aj2tb8B_tW0eV4vsl_Wke2OyI916K2URYR"

AAAA

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 11954
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1
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;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512
;; AUTHORITY SECTION:
alrajhibank.com.my.	900	IN	SOA	ns-558.awsdns-05.net. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400

RRSIG

ns-558.awsdns-05.net. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400

DNSKEY

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 23927
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512
;; AUTHORITY SECTION:
alrajhibank.com.my.	900	IN	SOA	ns-558.awsdns-05.net. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400

DNSSEC_VALIDATION

; unsigned answer
alrajhibank.com.my.	900	IN	SOA	ns-558.awsdns-05.net. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400
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TLS Handshake Evidence

IPV4 Connection

IP Used 13.35.37.114

IP Version 4

depth=2 C = US, O = Amazon, CN = Amazon Root CA 1
verify return:1
depth=1 C = US, O = Amazon, CN = Amazon RSA 2048 M04
verify return:1
depth=0 CN = www.alrajhibank.com.my
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:CN = www.alrajhibank.com.my
   i:C = US, O = Amazon, CN = Amazon RSA 2048 M04
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Jul  7 00:00:00 2025 GMT; NotAfter: Aug  5 23:59:59 2026 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 1 s:C = US, O = Amazon, CN = Amazon RSA 2048 M04
   i:C = US, O = Amazon, CN = Amazon Root CA 1
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Aug 23 22:26:35 2022 GMT; NotAfter: Aug 23 22:26:35 2030 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
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Y23EpwesrKiQzkHzmvSH67PVW4ycbPy08HVZnBxZ5NrlGG9bwXR3fNTaz+c+Ej6c
5AnwI3qkOFgSkg3Y75cdFz6pO/olK+e3AqygAcv0WjzmkDPuBjssuZjCHMC56oH3
GJkV29Di2j5prHJbwZjG1inU
-----END CERTIFICATE-----
 2 s:C = US, O = Amazon, CN = Amazon Root CA 1
   i:C = US, ST = Arizona, L = Scottsdale, O = "Starfield Technologies, Inc.", CN = Starfield Services Root Certificate Authority - G2
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: May 25 12:00:00 2015 GMT; NotAfter: Dec 31 01:00:00 2037 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200

Connected IP 13.35.37.29

Connect Time 17.11 ms

TTFB 49.33 ms

Total Time 49.42 ms

Response Headers:

{
    "0": "HTTP/1.1 301 Moved Permanently",
    "1": "Server: CloudFront",
    "2": "Date: Fri, 06 Mar 2026 09:00:14 GMT",
    "3": "Content-Type: text/html",
    "4": "Content-Length: 167",
    "5": "Connection: keep-alive",
    "6": "Location: https://alrajhibank.com.my/",
    "7": "X-Cache: Redirect from cloudfront",
    "8": "Via: 1.1 2686fe70a7b808ce187711c4cced6f2e.cloudfront.net (CloudFront)",
    "9": "X-Amz-Cf-Pop: SIN2-P11",
    "10": "X-Amz-Cf-Id: l4c_7C7tePH6tJy8esilhg6KFahdNJh4dkpU9xmQ-JWL1Yhl-DH2Rg==",
    "11": "X-XSS-Protection: 1",
    "12": "X-Frame-Options: SAMEORIGIN",
    "13": "Referrer-Policy: same-origin",
    "14": "Content-Security-Policy: default-src https: data: 'unsafe-inline' 'unsafe-eval'; object-src 'none'",
    "15": "X-Content-Type-Options: nosniff",
    "16": "Permissions-Policy: geolocation=(self), microphone=(self), camera=(self)",
    "18": "HTTP/2 200",
    "19": "server: CloudFront",
    "20": "content-type: text/html",
    "21": "content-length: 2502",
    "22": "last-modified: Mon, 02 Mar 2026 01:52:56 GMT",
    "23": "x-amz-server-side-encryption: AES256",
    "24": "accept-ranges: bytes",
    "25": "date: Fri, 06 Mar 2026 09:00:12 GMT",
    "26": "etag: \"4815507951e7094d36e0fb206c0d7c7c\"",
    "27": "x-cache: Error from cloudfront",
    "28": "via: 1.1 4a3b15cbba636a79a4bfae8a49b9417e.cloudfront.net (CloudFront)",
    "29": "x-amz-cf-pop: SIN2-P11",
    "30": "x-amz-cf-id: 0l48jKLI-jLH8tUqtS73ObsJi-u9wDRhUkJtOho2mCU12wDjaqBNYg==",
    "31": "age: 3",
    "32": "x-xss-protection: 1",
    "33": "x-frame-options: SAMEORIGIN",
    "34": "referrer-policy: same-origin",
    "35": "content-security-policy: default-src https: data: 'unsafe-inline' 'unsafe-eval'; object-src 'none'",
    "36": "x-content-type-options: nosniff",
    "37": "strict-transport-security: max-age=31536000; includeSubDomains",
    "38": "permissions-policy: geolocation=(self), microphone=(self), camera=(self)"
}

IPv4 HTTPS (port 443)

HTTP Status 200

Connected IP 13.35.37.114

Connect Time 7.6 ms

TTFB 34.25 ms

Total Time 34.28 ms

Response Headers:

[
    "HTTP/2 200",
    "server: CloudFront",
    "content-type: text/html",
    "content-length: 2502",
    "last-modified: Mon, 02 Mar 2026 01:52:56 GMT",
    "x-amz-server-side-encryption: AES256",
    "accept-ranges: bytes",
    "date: Fri, 06 Mar 2026 09:00:12 GMT",
    "etag: \"4815507951e7094d36e0fb206c0d7c7c\"",
    "x-cache: Error from cloudfront",
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    "via: 1.1 68203a043549f8c5af4f3da28709bcf6.cloudfront.net (CloudFront)",
    "x-amz-cf-pop: SIN2-P11",
    "x-amz-cf-id: _d2bdSQMAuQJJdsKV811aFPpYdun7cp5lUUYnZgNgPs8mgcTPSwDsQ==",
    "age: 3",
    "x-xss-protection: 1",
    "x-frame-options: SAMEORIGIN",
    "referrer-policy: same-origin",
    "content-security-policy: default-src https: data: 'unsafe-inline' 'unsafe-eval'; object-src 'none'",
    "x-content-type-options: nosniff",
    "strict-transport-security: max-age=31536000; includeSubDomains",
    "permissions-policy: geolocation=(self), microphone=(self), camera=(self)"
]

Connectivity Test Evidence

Test Result

TCP Connect IPv4 → port 80 301 0.008838 0.017895

TCP Connect IPv4 → port 443 200 0.008303 0.066612

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress unreachable

IPv6 Egress 2a02:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0 proto kernel metric 256 pref medium
fe80::/64 dev eth0 proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev eth0 proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth0 proto static 
76.13.221.0/24 dev eth0 proto kernel scope link src 76.13.221.142 
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