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X IPV6-ONLY READINESS

4 7 % Website: X Not Ready

Partial Support DNS: v Ready
Email: X Not Ready

Non-Compliant

MGv6C-1.0

IPV4 ADDRESSES
202.75.6.8

Network Information (WHOIS / RDAP)

IPv4 Network

Organization GITN Sdn. Bhd.

Country MY

ASN AS17564

ASN Name GITN-PCN-AS-AP GITN M Sdn. Bhd., MY

Network (CIDR) 202.75.4.0/22

Web Services (35%) 0/8
# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.
7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 4/5
# CHECK RESULT DETAIL

1 NS Has AAAA Record PASS Nameserver has IPv6 address.

2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.

3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.

4 DNSSEC Validated PASS DNSSEC fully validated.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent PASS DS record found at parent zone.

7 RRSIG Valid PASS RRSIG signatures are current and valid.

8 Signing Algorithm INFO RSASHA256
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Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

PASS

PASS

FAIL

FAIL

PASS

INFO

PASS

RESULT

PASS

PASS

FAIL

DETAIL

MX record found.

MX server has AAAA record.

SMTP is not reachable over IPv6.

STARTTLS not available over IPv6.

SPF record found.

No common DKIM selector found.

DMARC record found.

DETAIL

202.75.6.8

HTTP (port 80) responds over IPv4.

HTTPS is not accessible over IPv4.
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Audit Trail & Evidence Record

Verification ID
Domain

Check Mode
Status

Started

Finished

Test Node Profile
Engine Version
MGvV6C Version

Audit URL

Integrity Verification

v INTEGRITY VERIFIED

Algorithm

Root Hash
http_headers
dns_responses
tls_handshake
connectivity_log

dns_resolution_times

feac6f0e-4978-42d5-9bf4-e5e52278fd4b
audit.gov.my

Manual

Completed

07 Mar 2026, 01:02:04 MYT

07 Mar 2026, 01:02:27 MYT

dual stack

2.0.0

1.0.0

https://ipv6.my6.my/audit/feac6f0e-4978-42d5-9bf4-e5e52278fd4b

hmac-sha256-v1

b07944159ef6636886fb2e6e7d032d1a3d00c76468a0c82b953adf23aac2c116
86d4b3f861f582efbfled72ca230ce8e403f77df48e93b347ac84e1c5c94661f
b6500849091079761c2bcde399238da3f64efadlba5e846a30fe9cc2f5c88274
542c8af094daabc0a2538212cbdf3fdb72eaafde08adb5e4d5a1064314a873bb
ff73afe77cfa5285f0a7b08a774eb8520974307f01143c33d36ach946d57e191

8b6c27d0b142c9a74ca314b675e28fe916€9007b2cf22a976e6ed20fc45cb06f

Test Node Identity

Os Linux srv1440888 6.8.0-101-generic #101-Ubuntu SMP PREEMPT_DYNAMIC Mon Feb 9 10:15:05 UTC 2026 x86 64
Hostname srv1440888
Php Version 8.3.30

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 9.82 17.38 8.76 8.83 -1.1
Google IPv4 33.26 41.31 27.41 30.28 -5.9
Google IPv6 29.91 37.96 30.05 37.89 +0.1
Cloudflare IPv4 19.95 20 19.96 20.09 0
Cloudflare IPv6 7.93 41.06 9.95 18.16 +2
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DNS Evidence

A

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 22650
;3 flags: qr rd ra ad; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512
;3 ANSWER SECTION:
audit.gov.my.[036000IN[AJ202.75.6.8

DS

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 63040
; flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:

audit.gov.my.[JJ216000INDS[J7465 8 1 7E5DDDOD5B26D96ABE9E2426F857A48361D309C0
audit.gov.my.[JJ216000INDS[J7405 8 2 B298F407658BB33C18E9C2F19F074FD2FA22885C2477598E43B5B24C B67F96CF

MX

;3 Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 46282
;3 flags: gr rd ra ad; QUERY: 1, ANSWER: 5, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:

my . (J03000INOMXJ5 altl.aspmx.l.google.com.
audit.gov.my.[JJ3000INOMX0O5 alt2.aspmx.l.google.com.
audit.gov.my.[JJ3000IN[MXJ16 alt4.aspmx.l.google.com.
.my.[JO03000INOMX01 aspmx.l.google.com.
.my.[JO03000INOMX]10 alt3.aspmx.l.google.com.

audit.gov.

< <

audit.go
audit.go

<

<

NS

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 58651
; flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:
audit.gov.my.[JJ36000INNS[Jdns2.gitn.net.my.
audit.gov.my.[J036000ININS[Jdns1l.gitn.net.my.

TXT

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 44009
;3 flags: gr rd ra ad; QUERY: 1, ANSWER: 5, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:

audit.gov.my.[J03000INOTXT[]"8NQWwfESbj8vilkBIhnalkk6m@FhZjAgqKshDxzr43u="

audit.gov.my.[J03000INOTXTO"v=spfl ip4:103.8.147.12/30 ip4:219.92.54.177/32 ip4:103.156.82.32/29 ip4:103.156.83.32/29 include: spf.google.com ~all"
audit.gov.my.[J03000INOTXTO"_globalsign-domain-verification=ww641CJ9ZvXSjx0xdaxeMjoNYVMAznXaudPTBC2SUN"

my . J03000INJTXTO"google-site-verification=ebMkMNCV-LmoLxoDt_JFfM8eRAPhOOemu4QejGeOUjg"

my . (03000INJTXT[]"MS=ms35589190"

< <

audit.gov.
audit.gov.

<

<

AAAA

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 65137
;3 flags: qr rd ra ad; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 AUTHORITY SECTION:

audit.gov.my.[JJ18000INJSOA[Jdns1l.gitn.net.my. root.dnsl.gitn.net.my. 2026030502 3600 900 3600000 3600
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RRSIG

dnsl.gitn.net.my. root.dnsl.gitn.net.my. 2026030502 3600 900 3600000 3600
SOA 8 3 3600 20260404173015 20260305163015 8454 audit.gov.my. dTFYNObJI98dko2wOfyUzzS1Z/nVE8dfAONHOAI9YEV)Zz0ID5bT/NmK52
MpOHhm7FZjDdoeesmMhEa5Vn/e0FwtDpOCMVSICIg0g5h5XwI8KfIz2b 61dX41fwu3/FIIKTZWKOENXzBMaP7N2VzNLtLx6ch6vb59chlrNW24XL G34=

DNSKEY

Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 44090
;3 flags: gr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:

audit.gov.my.[J03578INIDNSKEY[]256 3 8 AwEAAcBhbzRzGyvS1ROgzuH3ZJdWRI4VgkMwUsClnXMYgpPmrVudzEal LXKW/f30XZJAUG161L04mpIIViCbabbchEK2yF9bOcsDYiZHZ51re®3F
VZ+1P358FXtGmvIRKh2p87B6uJtUOBZCSgqCt/1V23AGsgOmat8iFZXR p4JINXEHD

audit.gov.my.[J35780INIDNSKEY(]257 3 8 AwEAAbUepkZz30UeylWSSJywwMeBbUHBpXQU+6+VUqW8cuBv7gMLTKItV EnpAuIXsdH2uMEnAeptbYABRvSRKOXUKS5H4ui1RLANhZDHGSBALOEYS
1t104mdxuInL/zhaebTvIQqynBtF7NDDKfZTe4I/qcXFbiDpDd4YEMHK VOyFznpZ/7XHjW/mBw9yFtbNkwuC3cuh+EVrlyyxoUK8KDy7hwDnuYa6
CcQBOXDMZI39x7E5tRh+G/Z0jHqQNDQ12QWa92dSKeVQYTvUd12PNbarD eEuL4K/VA4M2WTraRPIOHKY+EeZJ4DgScEJe24QIXmaFhj59I5dgkPCN /YGTZoaPnNk=

DNSSEC_VALIDATION

; fully validated
audit.gov.my.[JJ35780IN[JSOA[Jdns1l.gitn.net.my. root.dnsl.gitn.net.my. 2026030502 3600 900 3600000 3600

audit.gov.my.[035780INJRRSIGJSOA 8 3 3600 20260404173015 20260305163015 8454 audit.gov.my. dTFYNObI98dk02wOfyUzzS1Z/nVE8dfAONHOAI9YEV]Zz0ID5bT/NmK52
MpOHhm7FZjDdoeesmMhEa5Vn/e0FwtDpOCMVSICIg0g5h5XwI8KfIz2b 61dX41fwu3/FIIKTZWKOENXzBMaP7N2VzNLtLx6ch6vb59chlrNW24XL G34=
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TLS Handshake Evidence

IPV4 Connection
IP Used 202.75.6.8

IP Version 4

depth=2 OU = GlobalSign Root CA - R3, 0 = GlobalSign, CN = GlobalSign

verify return:1

depth=1 C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign RSA 0OV SSL CA 2018

verify return:1

depth=0 C = MY, ST = Putrajaya, L = Putrajaya, 0 = Jabatan Audit Negara, CN = *.audit.gov.my

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:C = MY, ST = Putrajaya, L = Putrajaya, 0 = Jabatan Audit Negara, CN = *.audit.gov.my

i:C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign RSA OV SSL CA 2018
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Apr 14 07:26:11 2025 GMT; NotAfter: May 16 07:26:10 2026 GMT

MIIGmjCCBYKgAWIBAgIMbC4btzm4cAJ4WgL2MAOGCSqGSIb3DQEBCWUAMFAXCZATD
BgNVBAYTAkJFMRkwFwYDVQQKEXBHbG91iYWxTaWduIG52LXNhMSYwJAYDVQQDEX1H
bG91iYWxTaWduIFITQSBPViBTUOWgQOEgMjAxODAeFwOYNTAOMTQWNZI2MTFaFwOy
NjAIMTYwNzI2MTBaMGOxCzAJBgNVBAYTAK1ZMRIWEAYDVQQIEwLQdXRyYWpheWEx
EjAQBgNVBACTCVB1dHIhamF5YTEdMBSGA1UEChMUSMFiYXRhbiBBdWRpdCBOZWdh
cmExFzAVBgNVBAMMDiouYXVkaXQuZ292Lm15MIIBI jANBgkqhkiGOwOBAQEFAAQC
AQ8AMIIBCgKCAQEAWNjue4NBNb/YmvbvOD5SNnHTmWHpasCwaVPeb2n0hoXIoh35d
rYmGTnBmxjo®iJbNsKoIRtxP97D+IBbtdYDOjUjt19SY7dD7s66POT70TRhXix1Q
2vdi8g731WCAQ+Mc fL+ZR7DULV1xplxvGPbLcO1DVZXZ01xabT6tUuZ1XvMLUlGC YTIwMTQuY3JsMCcGALUdEQQgMB6CDiou
YXVkaXQuz292Lm15ggxhdWRpdC5nb3YubXkwHQYDVRO1BBYwFAYIKwYBBQUHAWEG
CCsGAQUFBWMCMB8GA1UdIwQYMBaAFPjvf/LNeGeo3m+PJI218YCcDArPrMBOGA1Ud
DgQWBBRU17q2CMX9PF+hPoDOEGUSP3sC/DCCAXOGCisGAQQB1NkCBAIEGGFtBIIB
aQFnAHYAGYbUxyiqb/66A294Kk0Bkar0LXIxD670XXBBLSVMx9QAAAGWMZEQKQAA
BAMARZBFAiEAMZL+I6PxMawTyxSj21JFgCClZut+mFOCwcAYIMMHT1ACIE]I3Kp8
yC27h4ouxbTwxoW7MA+rON77/r3TZIL+cttEAHUAZBHEbKQS7KeJHKICLgC8q080
B9QeNSer6v7VA819z fAAAAGWMZEQHgAABAMARjBEALBB+tDfQwXtwu5ytATdqtJo
aD3Xs7/aISFVfbX27PAgBQIgKAm/atKnmyuMTbbnFcFv61PKAUMH8PgUSfdWJoIR
Az0AdgBInJtp3h187Pw23s2HZKa4W68Kh4AZOVVS++nrKd34wwAAAZYZzMRANAAAE
AwBHMEUCICk+yKOWOcZFKda8gGdWTAUGq18Za0k14IstmvVUKzZWBALEA/Ktn3HMZ
zX+3cDGHjLA1fB510tVedrailr/kjv7Xk5kwDQYIKoZIhvcNAQELBQADgGEBABBZ
zV1mhH9+veKkssghwzmiV5cZehvHHXK1rnXyOPRsgsDLwWXDfH1ggly1GsqpTcTyp
eHR5KiTtYDVDs6v2s0+WPsy4z6aQie/HLMvsY59LQb/8QINIHS ] iWbgHXNOtY31d
Ye8ZDJtaO0F/85W1Sr8hoGnaml516QIM7YuH79Hrsai7db8POXh23q66XHe j yMmo+
OPV8BPX+2YCYda9k64Uj02/XmITqts7zj6KO4H18ywuX04NwsaIdFuehOwFDLY 1
AirY9nyvVYzVBnmYvNx9GgbZPIWOCN598ddPvjSQOK8VU/zomB4CCCZxqfZDkOt0
XPxYwjkfV10fwXxxcEU=

1 s:C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign RSA OV SSL CA 2018
i:0U = GlobalSign Root CA - R3, 0 = GlobalSign, CN = GlobalSign
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Nov 21 00:00:00 2018 GMT; NotAfter: Nov 21 00:00:00 2028 GMT

MIIETjCCAzagAwIBAgINAe5fIh38YjvUMzqFVzANBgkghkiGOwOBAQsFADBMMSAW
HgYDVQQLExdHbGI1iYWxTaWduIFJvb3QgQOEgLSBSMzETMBEGAIUEChMKR2xvYmFs
U21nbj ETMBEGALUEAXMKR2xvYmFsU21nbjAeFwOx0DExMj EwMDAWMDBaFw@yODEX
Mj EwMDAwWMDBaMFAxCzAJBgNVBAYTAkJFMRkwFwYDVQQKEXBHbGO1iYWxTaWduIG52
LXNhMSYwJAYDVQQDEXx1HbG91iYWxTaWduIFITQSBPViBTUOWgQOEgMjAXODCCASIwW
DQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAKdaydUMGCEAT9WXD+uu3Vxoa2uP
UGATeoHL1+60imGUSyZ59gSnKvuk21la77qCk8HuKf1UfRSNhDW5xUTo1JAgv]jOH3
idaSz6+zpz8w7bXfIa7+9UQX/dhj2S/TgVprX9NHsKzyqzskeU8fxy7quRU6fBhM
ab01IFkIXinDY+YuRluglJIBIDrnw9UqhCS98NE3QVADFB1V5Bs6i0BDXSEPouVql
1VWIMdIbPYa+oewNEtssmSStR8IVA+Z6cLVwzMONLKWMj sIYPILILnNVBhBWKOCq
08VS++XFBdZpaFwGue5RieGKDkFNm5KQConpFmvv73W+eka440eKHRwupO8CAWEA
Aa0CASkwggETMA4GA1UdDWEB/wWQEAWIBhjASBgNVHRMBAf8ECDAGAQH/AGEAMBOG
A1UdDgQWBBT473/yzXhngN5vj ySNiPGHAWKz62zAfBgNVHSMEGDAWGBSPSEt/qC5F
JK5NUPpjmove4t0bvDA+Bgg rBgEFBQcBAQQYMDAWLYY IKwYBBQUHMAGGImhOdHAG
Ly9vY3NwMi5nbG91iYWxzaWduLmNvbS9yb290cjMwNgYDVROFBCBWLTAroCmgJ4Yl
aHROcDovL2NybC5nbG9iYWxzaWduLmNvbS9yb290LXIzLmNybDBHBgNVHSAEQDA+
MDwGBFUdIAAwWNDAYBggrBgEFBQcCARYmaHROCHM6ELY93d3cuzZ2xvYmFsc2lnbi5j
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b20vcmVwb3NpdG9yeS8wDQYIKoZIhvcNAQELBQADggEBAIMQyC1fQoruC2bbmANz
EdSIh1IoU4r7rd/9c446ZwTbwlMUcBQJIfMPg+NccmBqixD7b6QD]jynCy8SIwIVbb
0615X0oFYC20UgDX1b10d65pHBT9ZjQCxQNgQmIYaumxtf4z1s4DfjGRzNpZ5eW10
6r/4ngGPoJVpjemEuun11Ig423g7mNA2eymwOlIYKN5SQwCuaifIFI6GlazhgDEw
fpolu4usBCOMMQDo8dIm7A9+040rkjgTHY+GzYZSR+YOfFukAj6KYXwidINalFMz
hriSqHKvof1Shx8xpfywgVcvzfTO3PYkz6fiNIBonf6q8amaEsybwMbDgKWwIX7e
SPY=

Server certificate

subject=C = MY, ST = Putrajaya, L = Putrajaya, 0 = Jabatan Audit Negara, CN = *.audit.gov.my
issuer=C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign RSA OV SSL CA 2018
No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: RSA-PSS

Server Temp Key: X25519, 253 bits

SSL handshake has read 3345 bytes and written 378 bytes

Verification: 0K

New, TLSv1.3, Cipher is TLS AES 128 GCM SHA256

Server public key is 2048 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

No ALPN negotiated
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 302

Connected IP 202.75.6.8

Connect Time 10 ms

TTFB 10.86 ms

Total Time 30.49 ms

Error Recv failure: Connection reset by peer

Response Headers:

[
"HTTP/1.0 302 Moved Temporarily",
"Location: https://audit.gov.my/",
"Server: BigIP",
"Connection: Keep-Alive",
"Content-Length: 0"

IPv4 HTTPS (port 443)

HTTP Status 0

Connected IP 202.75.6.8

Connect Time 14.57 ms

TTFB 0 ms

Total Time 36.14 ms

Error Recv failure: Connection reset by peer

Connectivity Test Evidence

Test Result
TCP Connect IPv4 - port 80 302 0.006650 0.016496
TCP Connect IPv4 - port 443 000 0.005388 0.000000

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2a202:4780:5e:2789::1
Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0
IPv6 Routes

2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium

feB80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static
76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142

National IPv6 Readiness Monitor — https://ipv6.my6.my Page 10 of 10



