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IPv6 Readiness Report

ksn.gov.my — ksn.gov.my

Scan to verify

Category: Government ¢ Generated: 13 Jun 2026, 18:40 MYT « Last Checked: 13 Jun 2026, 00:50 MYT < Verification ID: 8fa76807-711b-477f-a909-fd7e5e5fald7
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/8fa76807-711b-477f-a909-fd7e5e5fald7

X IPV6-ONLY READINESS

3 5% Website: X Not Ready

No IPv6 Support DNS: v Ready
Email: X Not Ready

Non-Compliant

MGv6C-1.0

IPV4 ADDRESSES
150.242.182.131

Network Information (WHOIS / RDAP)

IPv4 Network

Organization GITN Sdn. Bhd.

Country MY

ASN AS17564

ASN Name GITN-PCN-AS-AP - GITN (M) Sdn. Bhd., MY

Network (CIDR) 150.242.180.0/22

Web Services (35%) 0/8
# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.
7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 4/5
# CHECK RESULT DETAIL

1 NS Has AAAA Record PASS Nameserver has IPv6 address.

2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.

3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.

4 DNSSEC Validated PASS DNSSEC fully validated.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent PASS DS record found at parent zone.

7 RRSIG Valid PASS RRSIG signatures are current and valid.
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# CHECK

8 Signing Algorithm

Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

INFO

RESULT

FAIL

FAIL

FAIL

FAIL

FAIL

INFO

FAIL

RESULT

PASS

PASS

PASS

DETAIL

RSASHA256

DETAIL

No MX record found in DNS.

MX server has no IPv6 address.

SMTP is not reachable over IPv6.

STARTTLS not available over IPv6.

No SPF record found.

No common DKIM selector found.

No DMARC record found.

DETAIL
150.242.182.131

HTTP (port 80) responds over IPv4 — 287ms TTFB.

HTTPS (port 443) responds over IPv4 — 246ms TTFB.
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Audit Trail & Evidence Record

Verification ID
Domain

Check Mode
Status

Started

Finished

Test Node Profile
Engine Version
MGvV6C Version

Audit URL

Integrity Verification

v INTEGRITY VERIFIED

Algorithm

Root Hash
http_headers
dns_responses
tls_handshake
connectivity_log

dns_resolution_times

8fa76807-711b-477f-a909- fd7e5e5fald7
ksn.gov.my

Scheduled

Completed

13 Jun 2026, 00:50:02 MYT

13 Jun 2026, 00:50:12 MYT

dual stack

2.0.0

1.0.0

https://ipv6.my6.my/audit/8fa76807-711b-477f-a909-fd7e5e5fald7

hmac-sha256-v1

7d644f4fc5cdf671e839dede65d1f8b27¢394174c46b00df710ac1565928c703
34366bfc539ae3e5ebaa64797d9397909cdfffd5bf263db199387d19e4487e3f
680828af6bld0e5dce41c94fc47132402e67085b1cf87b4bc5f166c5ce2448c1
9cd40c1f7f27efbbd73c9841748529ce3e7€02897120df34ceb8295528d9f618
4256384e588487b5e188f69d54aff25727eb28150e597e7b4df5bfd83868c 36

4cd07ad8689e1db45c90b121c787d078293186ac2ed7 fedf82512b29fh094818

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT DYNAMIC Tue May 26 13:00:45 UTC 2026 x86 64
Hostname srv1440888

Php Version 8.3.31

Server lpv4 76.13.221.142

Server Ipv6 —

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 20.04 21.17 10.14 20.95 -9.9
Google IPv4 50.21 66.55 41.98 60.53 -8.2
Google IPV6 48.32 52.72 42.71 43.49 -5.6
Cloudflare IPv4 12.01 27.88 9.92 20.55 -2.1
Cloudflare IPv6 22.2 31.71 24.52 41.72 +2.3
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DNS Evidence

A

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 7303

;; flags: qr rd ra ad; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL:

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:
ksn.gov.my.[JJ38400JINJAJ150.242.182.131

DS

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 44466

;; flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL:

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:

ksn.gov.my.[J086397[JINJDS[]1069 8 2 03DE662BA2E314728939A4FD7A31CA472F71B8ED341C9BA4089B1471 5D233C5D
ksn.gov.my.[J0863970INDS1669 8 1 1753351F85E0C059460FA3F9FE77FD3139C102CE

MX

;3 Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 50594

;3 flags: qr rd ra ad; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL:

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 AUTHORITY SECTION:

ksn.gov.my.[J036000INJSOA[Jdnsl.gitn.net.my. root.dnsl.gitn.net.my. 2025110579 10800 3600 604800 38400

NS

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 14892

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
ksn.gov.my.[JJ384000ININS[Jdns1.gitn.net.my.
ksn.gov.my.[J0384000INONSdns2.gitn.net.my.

TXT

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 13659

;5 flags: qr rd ra ad; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
33 ANSWER SECTION:

ksn.gov.my.[J036000INOTXTO" globalsign-domain-verification=ul-Vk7MRzaAEZFYs0Si2fnoVcUe-bh1WVTAs2540e-"

AAAA

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 43477

;3 flags: gr rd ra ad; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 AUTHORITY SECTION:

ksn.gov.my.[J036000IN[SOAJdns1l.gitn.net.my. root.dnsl.gitn.net.my. 2025110579 10800 3600 604800 38400

RRSIG

dnsl.gitn.net.my. root.dnsl.gitn.net.my. 2025110579 10800 3600 604800 38400
SOA 8 3 38400 20260709175329 20260609165329 42309 ksn.gov.my. 01S2pTnYOUuyZBGuUFv2+iqH2rEsDVB/02]jvW4]j7KuyFgHxyZZE3tAsd
w+9ac8EeHfZj3PgQ7UhoPTPZP+ywJKTVBVSDKYhBSwca/QI1fB1+MWa2 GAjwt2GLSTfN+cINfk2sfVfZA4I5iR/bQbde3wORTc900S1+NFGbQbPO fZs=
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; flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1
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DNSKEY

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 34235
;3 flags: gr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
ksn.gov.my.[J038397INIDNSKEY[]256 3 8 AwEAAbhvFDfUlBAbd0®2nODEOMIVUWOSces9iyj7Mox10hKIrSN9jxK7 YN537G5RCG1g+Ggnl9tTrvI+rXaynImgRXy7GpXxuY6is2aGpFvX2tKX

U23773j5srQdK/pjxoYTzC8DpgCVIeaA85LhgH+1t+1SGFglIY9/ZDmtS Bh8tOy8v
ksn.gov.my.[JJ38397[JINIDNSKEY[]257 3 8 AwEAAaqTrx1PplI5om0+Rm6RcMV8I3GoHOqXRROebOOTBCCOM+Z1n0Da ZtSov+S3dcBUfpoFcsIiiBT0aY34LryWerJ2wdXCLK1gomvvSgL1vkWR

130mVA01SAhgVj09DnACugdiEfa2U6/8+yUid0cTh2jkoQqz1vloThGb 51X8Px9AR1ITIUtI/VZvIb2yuP11ZQE6uq4hqINx9CmIOQUHCDWrkRwKm
fCelY02et3J14BTIOh40j4DeQvIr+Cn7VNtZtHOU9wavLcKG66x02X+ 3dyNVhmSBh/Nbin11D24wVFmnnQCtWfiWEMIHNmM3jgeYAMu9TiUFRofL +SbUXjE2hhE=

DNSSEC_VALIDATION

; fully validated
ksn.gov.my.[J038397(JINJSOA[Jdns1l.gitn.net.my. root.dnsl.gitn.net.my. 2025110579 10800 3600 604800 38400
ksn.gov.my.[J038397INJRRSIGJSOA 8 3 38400 20260709175329 20260609165329 42309 ksn.gov.my. 01S2pTnYOUuyZBGuUFv2+iqH2rEsDVB/02]jvW4j7KuyFgHxyZZE3tAsd

w+9ac8EeHfZj3PgQ7UhoPTPZP+ywJKTVBVSDKYhBSwca/QJ1fB1+MWa2 GAjwt2GLSTfN+cINTk2sfVfZA415iR/bQbde3wORTc900S1+NFGbQbPO fZs=
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TLS Handshake Evidence

IPV4 Connection
IP Used 150.242.182.131

IP Version 4

depth=0 C = MY, ST = PUTRAJAYA, L = PUTRAJAYA, 0 = JABATAN PERDANA MENTERI,

verify error:num=20:unable to get local issuer certificate
verify return:1

depth=0 C = MY, ST = PUTRAJAYA, L = PUTRAJAYA, 0 = JABATAN PERDANA MENTERI,

verify error:num=21:unable to verify the first certificate
verify return:1

depth=0 C = MY, ST = PUTRAJAYA, L = PUTRAJAYA, 0 = JABATAN PERDANA MENTERI,

verify return:1
CONNECTED (00000016)

Certificate chain

CN

CN

CN

www.ksn.gov.my

www.ksn.gov.my

www.ksn.gov.my

0 s:C = MY, ST = PUTRAJAYA, L = PUTRAJAYA, 0 = JABATAN PERDANA MENTERI, CN = www.ksn.gov.my

i:C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign RSA OV SSL CA 2018
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256

v:NotBefore: Nov 5 06:31:22 2025 GMT; NotAfter: Dec 7 06:31:21 2026 GMT

MIIGrzCCBZegAwIBAgIMPaR5BBwWrXoE9sZ70MAOGCSqGSIb3DQEBCWUAMFAXCZAD
BgNVBAYTAkJFMRkwFwYDVQQKEXBHbGI1iYWxTaWduIG52LXNhMSYwJAYDVQQDEX1H
bG91iYWxTaWduIFITQSBPViBTUBWgQOEgMjAxODAeFwOYNTEXMDUWNjMxMjJaFwy
Nj EyMDcwNjMxMj FaMHAxCzAJBgNVBAYTAk1ZMRIWEAYDVQQIEw1QVVRSQUpBWUEX
EjAQBgNVBACTCVBVVFIBSkFZQTEgMB4GA1UEChMXSkFCQVRBTiBQRVIEQUSBIELF
T1RFUkkxFzAVBgNVBAMTDnd3dy5rc24uzZ292Lm15MIIBIjANBgkghkiGOwOBAQEF
AAOCAQBAMIIBCKCAQEAUGZ6aGWmurjndLbXBi7Lb6hLoKps3fUpRhMwjMa8myZC
MMAPZ821ZNVq3bnXh08+nEZRPuMwpkx4WEgXbN5ATuIZL/2eBIKIZzINOjTOI8i4t
apn0019CQsp7el9zM1Fn047VfjnRi0IP7EDq17bFijm2dBLse+nWQ+jd3b1QGel0
jhumb4rRO6EsZoh7kN+Dxz0c41I10V3NQ1ZW7CHIVMRX/BFySFUID1cXEsK2LAVFI
Rkgqgs44g/H/08M7+5rKLDmrOE6ZhYWGkgbYFCIwJaaKo5A6HYR2cj6XB3PxgZ95v
79D7J4vHALY3r0ZQi7VfA+3r7Ew]0xdQK/4p9wF fAwIDAQAB04IDZzCCA2MwDgYD
VROPAQH/BAQDAgWgMAWGA1UdEWEB/wQCMAAWGY4GCCsGAQUFBWEBBIGBMH8WRAY T
KwYBBQUHMAKGOGhOdHA6LY9zZWN1cmUuZ2xvYmFsc21lnbi5jb20vY2FjZXJ0L2dz
cnNhb3Zzc2xjYTIwMTguY3JOMDcGCCsGAQUFBzABhitodHRwOi8vb2NzcC5nbGI1
YWxzaWduLmNvbS9nc3JzYW92c3NsY2EyMDE4MFYGA1UdIARPMEOWQQYJKwYBBAGY
MgEUMDQwMgYIKwYBBQUHAgEWImhOdHBZ0i8vd3d3Lmdsb2JhbHNpZ24uY29tL3J1
cG9zaXRvcnkvMAgGBmeBDAECAjA/BgNVHR8EODA2MDSgMgAwhi50dHRw0i8vY3Js
Lmdsb2JhbHNpZ24uY29tL2dzcnNhb3Zzc2xjYTIwMTquY3JsMDsGA1UdEQQOMDKC
Dnd3dy5rc24uz292Lm15ghRwZXJ1dHVzYW4ua3NuLmdvdi5SteYIKa3NuLmdvdi5t
eTAdBgNVHSUEF jAUBgg rBgEFBQcDAQYIKwYBBQUHAWIWHWYDVRO j BBgwFoAU+09/
851476jeb48kjYjxhwMCs+swHQYDVROOBBYEFHMIIOt3GpiUx1zGmpJ4LoYjlvSE
MIIBewYKKwYBBAHWeQIEAgSCAWSEggFnAWUAdQCUTKOH+uzB74HzGSQmgBh1ACTT
XzgCAT9yZ31VNy4Z2AAAAZpStoOGAAAEAWBGMEQCIHeC62V9a5MUSC35FegeMIT]
tPuqBg3wALzkPTRdaCv9AiAclYecjwxsKBWbSCfhnia+4vIyz6Hf13MLIlwWWTel
HAB1AMs49xWJ fIShRF9bwd37yW7ymlnNRwppBYWwyxTDFFjnAAABm1K212cAAAQD
AEYWRAIgFtYmwRGMIksx+1CYfOWbtIK/GgyKpLzf0OYOuKLCIYGQCIFgOkAwhqmew
SeeaiisemZEeD49Naj f IKRBTswZ4SvCDAHUAw] F+VOUZoOXufzjespBB68FCIVoi
v3/Vtal2mtkOUsOAAAGaUraM3gAABAMARjBEAIAZOfISARMrc2WRbd4rV7DiSIpe
7fQTt4bImVFYHfVWSAIgZ9rtLATIas7KOM+z7xg1]1hiC4yzXzEAISTgnyY+N+usw
DQYJKoZIhvcNAQELBQADggEBAKQRmYuShfalL1lLTDyc9smR1Q7usa6UmEVPdITnpK
LUVwWUb21+eQABjgrinXwV0qSI2I3EhY99tn4u09Mz3UxwbUbeU/oyyt+e/fE2avK
TuUND+0nr272VFLKIPtxIL54mgobVBAQq8kDMVAGEec/aSDXsy rXQavqgtyulw3qgs
NB70DLidksZZ1psOh7HG6A01zIcz KW56 rfKmwiHpT4XTvBWTp+0Z40pORLGfHVQ
A3zMU675Gg/v1PSCXi6XzSh8puqrHZiaNFyWajFYZLRV31INH51izM/vUgi4sqYId
10ApApx1nYdJ1zwOCzE3h/3TrGMN83k3VBrqJTjz7+R2x1o=

Server certificate

subject=C = MY, ST = PUTRAJAYA, L = PUTRAJAYA, 0 = JABATAN PERDANA MENTERI, CN = www.ksn.gov.my

issuer=C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign RSA OV SSL CA 2018
No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: RSA-PSS

Server Temp Key: X25519, 253 bits

SSL handshake has read 2376 bytes and written 405 bytes
Verification error: unable to verify the first certificate
New, TLSv1.2, Cipher is ECDHE-RSA-AES256-GCM-SHA384

Server public key is 2048 bit

Secure Renegotiation IS supported

Compression: NONE

Expansion: NONE

No ALPN negotiated

SSL-Session:
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Protocol

Cipher
Session-ID: E6215EFF77EB8DAOOFF4EOB7E9E618BD63537A6357F8A6DC57DO3E629D18CEAB

: TLSv1.2

: ECDHE-RSA-AES256-GCM-SHA384

Session-ID-ctx:

Master-Key: 87EB1CA983576E9BBAFO13F2EB67B8B8C247B34156BF124EA8C637EF76D1FC1264566E9FFF331D3E7BC64DFES64E9C65

PSK identity: None
PSK identity hint: None
SRP username: None

TLS session ticket

TLS session ticket:

8d
5e
ds
53
4e
01
06
bf
ad
84
c9
7d

0000 - d5
0010 - 7d
0020 - ab
0030 - 53
0040 - d7
0050 - dl1
0060 - 83
0070 - ac
0080 - 34
0090 - 47
00a0 - c8
00b0 - d7
Start Time:
Timeout

98
29
30
af
c6
65
fd
la
cc
5¢c
e6
17

cO
de
33
fd
a3
72
17
68
01
76
43
e8

lifetime

5e
0c
56
el
cl
3d
13
9d
00
55
ec
b3

1781283011
1 7200 (sec)

87
3f
22
d8
4d
bo
od

2d
9d
8a
ce
b7
41
eb
9c

hint:

60-68
39-78
d6-8e
a8-36
13-0f
49-af
0f-5d
2d-14
e8-99
37-d9
a7-ab
95-6d

Verify return code: 21 (unable to
Extended master secret:

yes

7200 (seconds)

09 9e
c2 al
c6 9f
a7 39
Oe 02
a9 fb
e8 lc
3d fo
18 f4
bc a4
38 19
30 43

verify the first certificate)

9d
95
01
77
eb
ff
4a
c7
el
85
c3
c7

National IPv6 Readiness Monitor — https://ipv6.my6.my
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73
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200

Connected IP 150.242.182.131
Connect Time 5.46 ms

TTFB 248.28 ms

Total Time 248.33 ms

Response Headers:

"HTTP/1.1 200 OK",

"Date: Fri, 12 Jun 2026 16:50:25 GMT",

"Server: Apache/2.4.52 (Ubuntu)",

"Set-Cookie: 221140486b431e384120e06e2fac7430=a6dk2d9bnl4pOrkit4ie8l7esd; path=/; HttpOnly",
"x-frame-options: SAMEORIGIN",

"referrer-policy: strict-origin-when-cross-origin",

"cross-origin-opener-policy: same-origin",

"Expires: Wed, 17 Aug 2005 00:00:00 GMT",

"Last-Modified: Fri, 12 Jun 2026 16:50:25 GMT",

"Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0",

"Pragma: no-cache",

"Content-Type: text/html; charset=utf-8",

"Set-Cookie: cookiesessionl=678B2890F83131D11E37079F489D7196;Expires=Sat, 12 Jun 2027 16:50:11 GMT;Path=/;HttpOnly"

IPv4 HTTPS (port 443)

HTTP Status 200

Connected IP 150.242.182.131
Connect Time 8.05 ms

TTFB 285.47 ms

Total Time 285.5 ms

Response Headers:

"HTTP/1.1 200 OK",

"Date: Fri, 12 Jun 2026 16:50:25 GMT",

"Server: Apache/2.4.52 (Ubuntu)",

"Set-Cookie: 221140486b431e384120e06e2fac7430=3rhtr29s8m7qmfjs80ck8r8sfc; path=/; HttpOnly",
"x-frame-options: SAMEORIGIN",

"referrer-policy: strict-origin-when-cross-origin",

"cross-origin-opener-policy: same-origin",

"Expires: Wed, 17 Aug 2005 00:00:00 GMT",

"Last-Modified: Fri, 12 Jun 2026 16:50:25 GMT",

"Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0",

"Pragma: no-cache",

"Content-Type: text/html; charset=utf-8",

"Set-Cookie: cookiesessionl=678B2890369CCF4DB294102F63F6D6AB;Expires=Sat, 12 Jun 2027 16:50:12 GMT;Path=/;HttpOnly"

Connectivity Test Evidence

Test Result
TCP Connect IPv4 - port 80 403 0.005504 0.098081
TCP Connect IPv4 - port 443 000 0.006095 0.000000
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Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2202:4780:5e:2789::1
Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0
IPv6 Routes

2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium

feB80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static
76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
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