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IPV6-ONLY READINESS
A 78

Partial Support

Website: v Ready
DNS: v Ready
Email: X Not Ready

Partially Compliant

MGv6C-1.0

IPV6 ADDRESSES IPV4 ADDRESSES

172.66.164.131
104.20.28.94

2606:4700:10::6814:1c5e
2606:4700:10: :ac42:a483

Network Information (WHOIS / RDAP)

IPv6 Network IPv4 Network

Organization Cloudflare, Inc. Cloudflare, Inc.

Country us us
ASN AS13335 AS13335
ASN Name CLOUDFLARENET - Cloudflare, Inc., US CLOUDFLARENET - Cloudflare, Inc., US

Network (CIDR)

2606:4700::/32

172.64.0.0/13

Web Services (35%) 8/8

# CHECK RESULT DETAIL

1 AAAA Record PASS 2606:4700:10::6814:1c5e, 2606:4700:10::ac42:a483

2 Globally Routable IPv6 PASS All addresses are globally routable.

3 HTTP over IPv6 PASS HTTP (port 80) responds over IPv6 — 120ms TTFB.

4 HTTPS over IPv6 PASS HTTPS (port 443) responds over IPv6 — 82ms TTFB.

5 IPv6-Only Reachability PASS Site is fully reachable via IPv6-only.

6 TLS Certificate Valid (IPV6) PASS Certificate Vé”d — issued by C = GB, O = Sectigo Limited, CN = Sectigo Public Server Authentication CA
OV R36, expires Oct 8 23:59:59 2026 GMT

7 Dual-Stack (IPv4 + IPv6) PASS Domain has both A and AAAA records.

8 HTTP/3 (QUIC) PASS Alt-Svc: h3 header detected.

DNS & DNSSEC (25%) 3/5

# CHECK RESULT DETAIL

1 NS Has AAAA Record PASS Nameserver has IPv6 address.

2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.

3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

National IPv6 Readiness Monitor — https://ipv6.my6.my Page 1of 15



IPv6 Readiness Report

swinburne.edu.my — Education

Generated: 30 Jul 2026, 07:50 MYT
Last Checked: 04 Jul 2026, 03:53 MYT

# CHECK

7 RRSIG Valid

8 Signing Algorithm

Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

FAIL

INFO

RESULT

PASS

FAIL

FAIL

FAIL

PASS

INFO

PASS

RESULT

PASS

PASS

PASS

DETAIL

No valid RRSIG found.

No DNSKEY record found.

DETAIL

MX record found.

MX server has no IPv6 address.

SMTP is not reachable over IPv6.
STARTTLS not available over IPv6.

SPF record found.

DKIM selector found: selector2._domainkey

DMARC record found.

DETAIL

172.66.164.131, 104.20.28.94

HTTP (port 80) responds over IPv4 — 101ms TTFB.

HTTPS (port 443) responds over IPv4 — 72ms TTFB.
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Audit Trail & Evidence Record

Verification ID 29ad095a-8e14-43c7-9a20-93243e790606

Domain swinburne.edu.my

Check Mode Manual

Status Completed

Started 04 Jul 2026, 03:53:15 MYT

Finished 04 Jul 2026, 03:53:21 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/29ad095a-8el4-43c7-9a20-93243e790606

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 9ddf301b3e4cbef0d8829a872946352e9db4de2f40b00c313244c2babc19c507
http_headers 8539f64c559afda3f2422aabbbdal7b46ec3932af6dc6b7e389ed9016aellfOa
dns_responses edb453dabc609d2a908164bbe8364117092€79285302ca20dc899132231e7288
tls_handshake fcce6fd02al159981b25ec3bd3a8e865fa825b503532161edcf6105e241c43cl
connectivity_log ce58f91e255all7cbcf8ee8c4841d328c03ec49b8aa83ca883927db78be06567
dns_resolution_times a9f67bc8fbe1234e6e78681ef7d8a73556d8060b67c132blef590acc7999f12e

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT DYNAMIC Tue May 26 13:00:45 UTC 2026 x86 64
Hostname srv1440888

Php Version 8.3.32

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 9.88 20.68 9.98 20.27 +0.1
Google IPv4 39.88 40.79 20.95 21.86 -18.9
Google IPv6 33.19 34.39 20.5 33.8 -12.7
Cloudflare IPv4 20.49 20.92 9.92 21.21 -10.6
Cloudflare IPv6 28.16 30.99 29.53 35.56 +1.4
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DNS Evidence

A

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 34242
;3 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
swinburne.edu.my.[]300JIN[JA[]104.20.28.94
swinburne.edu.my.[J3000INJA]172.66.164.131

DS

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 14543
;3 flags: gr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

edu.my.[0027990INJSOAJe.nic.my. hostmaster.nic.my. 2026052757 1800 900 604800 3600

MX

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 40567
;5 flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:

swinburne.edu.my.[J3000INJMX(]50 swinburne-edu-my.mail.protection.outlook.com.
swinburne.edu.my.[J300[JINJMX[J0 swinburnesarawak.in.tmes-sg.trendmicro.com.

NS

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 51306
;3 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

33 ANSWER SECTION:
swinburne.edu.my.[]86400INNS[Jachiel.ns.cloudflare.com.
swinburne.edu.my.[]86400INNS[Jerin.ns.cloudflare.com.

TXT

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 28764
; flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: 0, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:

swinburne.edu.my.[J3000INJTXT]"v=spfl include:spf.tmes.trendmicro.com include:spf.tmes-sg.trendmicro.com include:spf.protection.outlook.com

include:spf.watermarkinsights.com include:eskerondemand.com include:servers.mcsv.net ip4:58.26.207.18 ip4:58.26.207.29 ip4:58.26.207.250 " "ip4:159.183.168.142

ip4:167.89.6.85 -all"
swinburne.edu.my.[]3000INJTXT"brevo-code:36e1956fe2ddd61lad47cclfeb68228821"
swinburne.edu.my.[(3000INJTXT("google-site-verification=dDjcPtQD3L2b2Dzgiq90CKet358A2Ivgir2M0_36ev4"

AAAA

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 13303
;5 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

33 ANSWER SECTION:
swinburne.edu.my.[]300[JINJAAAA[]2606:4700:10: :ac42:a483
swinburne.edu.my.[]300[INJAAAA[J2606:4700:10: :6814: 1c5e

RRSIG

National IPv6 Readiness Monitor — https://ipv6.my6.my

Page 5 of 15



IPv6 Readiness Report

swinburne.edu.my — Education

Generated: 30 Jul 2026, 07:50 MYT
Last Checked: 04 Jul 2026, 03:53 MYT

achiel.ns.cloudflare.com. dns.cloudflare.com. 2408531427 10000 2400 604800 1800

DNSKEY

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 42771
;5 flags: gqr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;3 AUTHORITY SECTION:

swinburne.edu.my.[]1796[JINJSOA[Jachiel.ns.cloudflare.com. dns.cloudflare.com. 2408531427 10000 2400 604800 1800

DNSSEC_VALIDATION

; unsigned answer

swinburne.edu.my.[]1796[JIN[JSOA[Jachiel.ns.cloudflare.com. dns.cloudflare.com. 2408531427 10000 2400 604800 1800
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TLS Handshake Evidence

IPV4 Connection
IP Used 172.66.164.131

IP Version 4

depth=2 C = GB, 0 = Sectigo Limited, CN = Sectigo Public Server Authentication Root R46

verify return:1

depth=1 C = GB, 0 = Sectigo Limited, CN = Sectigo Public Server Authentication CA OV R36

verify return:1

depth=0 C = MY, ST = Sarawak, 0 = SWINBURNE UNIVERSITY OF TECHNOLOGY, CN = *.swinburne.edu.my

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:C = MY, ST = Sarawak, 0 = SWINBURNE UNIVERSITY OF TECHNOLOGY, CN = *.swinburne.edu.my

i:C = GB, 0 = Sectigo Limited, CN = Sectigo Public Server Authentication CA 0V R36
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Oct 13 00:00:00 2025 GMT; NotAfter: Oct 8 23:59:59 2026 GMT

MIIHMTCCBZmgAWIBAGIQML1FjUlq20IdzKq/EgakBzANBgkqhkiGIwOBAQsFADBgG
MQswCQYDVQQGEwJHQj EYMBYGA1UEChMPU2VjdGlnbyBMaWlpdGVkMTcwNQYDVQQD twaI®@sXU40pkqPmzcinIKSMBOGA1Ud
DgQWBBS/A4w/qobKo308Aw7kBOSkJILXK9jA0BgNVHQ8BAf8EBAMCBaAWDAYDVROT
AQH/BAIWADAdBgNVHSUEF j AUBgg rBgEFBQCDAQY IKwYBBQUHAWIWSGYDVROGBEMW
QTA1BgwrBgEEAbIXAQIBAWQwITAjBggrBgEFBQcCARYXaHROCHMELY9zZWNOaWdy
LmNvbS9DUFMwCAYGZ4EMAQICMFQGA1UdHWRNMESwSaBHOEWGQ2hOdHAGLY 9] cmwu
c2VjdGlnby5jb20vU2VjdGlnb1B1YmxpY1NlcnZlckF1dGhlbnRpY2F0aW9uQOFP
V1IzNi5jcmwwgYQGCCsGAQUFBwEBBHgwdjBPBggrBgEFBQcwAoZDaHROcDovL2Ny
dC5zZWNOaWdvLmNvbS9TZWNOaWdvUHVibGljU2VydmVyQXV0aGVudGljYXRpb25D
QUIWUjM2LmNydDAjBggrBgEFBQcwAYYXaHROcDovL29j c3Auc2VjdGlnby5jb20w
LwYDVRORBCgwJoISKi5zd21luYnVybmUuZWR1Lm15ghBzd21luYnVybmUuZWR1Lm15
MIIBfQYKKwYBBAHWeQIEAgSCAWOEggFpAWCAdgDYCVU71E96/8gWGW+UT4WrsPj8
XodVJg8V0OS5yu®VLFAAAAZNncy 1XxMAAAEAWBHMEUCIB10ikLfYhdBVBAGQVHOj4wV
78dr37zfP12GPkJqanNKAiEAlyLh2yaX7eAmLZDiVP56vVRNS8MISy9/6Q0mGmb8
28QAdgCvZ497V7B03Y+m2X72Lqj rgQrHcWDwIF5V1gwv54WHOgAAAZNCy 1ynAAAE
AWBHMEUCIFUDIpYjGG7hkoz1u6K/Igj4pGxKVkdXY70kszq+h1tuAiEA+OPGPIKH
TXQR2fT++IUHBi0Be6UGi6RqUCDHjZclwpQAdQCsqzBwbOvshDHOEILOKVBRHKIk
Q7HypoxPPCs7px4CwwAAAZncy1xOAAAEAWBGMEQCID/gjZ/W5]je7vGcxMEGNmaX+
Nn5+aRXnDrbTVetLHnVvAiAhDBTnAD5a7mb52ss1XKDc92EsBj IJUgDHXFSjXFnp
KTANBgkghkiG9wOBAQsFAAOCAYEAJENGPAK1IOQKO4bpbrTxpsv1DEPD2VUztDDR
Wt4+B2IN3d4J7B1z4AAsxBnYJ0xBw]jaSBGGMvVIp7Lvu7xxcvRQ120PbSIweONiV
OWDewljnjdorvD2VYShGKMbOyBI8LLZzZzBSjKQqh1ZTM36KQMYtye2jtcdnUpxffM
IxKsjxXHYmC56w2V3IXyQCT+Staay+Cm77x6jYPpuIClySTk7BPSGjzMkjDXNQLR
HsW/KAw/eks7T50LYdH8FdxJ1UAcsalL.7ubDOXeYkfQNzXwqbD27krK1lmZsaaoXqL
pIwoU+IbPF91d30P4ZfNSH2J1HC] rEtK5IomirQvGCSi9dDE4WCRwE1c1BD11dUD
UVR2RgAOKXhVgaIy2g3jMOEW7L8gI+0eX2IfGX131yLIWjPRfmalqBLftaY1kR1g
eWxH/7XE05tF+hhr76cqc6hX7Lx47WkPSOIDp1MPvpwZIKrb@FBd1kAGAYdgoBbP
cjrMo9hC2kkiIW0gqsp7RQOwdaGsB

----- END CERTIFICATE-----

1 s:C =GB, 0 = Sectigo Limited, CN = Sectigo Public Server Authentication CA 0V R36
i:C = GB, 0 = Sectigo Limited, CN = Sectigo Public Server Authentication Root R46
a:PKEY: rsaEncryption, 3072 (bit); sigalg: RSA-SHA384
v:NotBefore: Mar 22 00:00:00 2021 GMT; NotAfter: Mar 21 23:59:59 2036 GMT

MIIGTDCCBDSgAWIBAGIQLBo8dulD3d3/GRsxiQrtcTANBgkghkiGIwOBAQWFADBF
MQswCQYDVQQGEwJHQj EYMBYGALUEChMPU2VjdGlnbyBMaW1lpdGVKMTYwNAYDVQQD
Ey1TZWNOaWdvIFB1YmxpYyBTZXJ2ZXIgQXV0aGVudGljYXRpb24gUm9vdCBSNDYw
HhcNMj EwMz T yMDAWMDAwWh cNMz YwMz IxMjM10TUSWjBgMQswCQYDVQQGEwIHQjEY
MBYGA1UEChMPU2VjdGlnbyBMaW1pdGVKMTcwNQYDVQQDEY5TZWNOaWdvIFB1Ymxp
YyBTZXJ2ZXIgQXV0aGVudGljYXRpb24gQOEGT1YgUjM2MIIBojANBgkqhkiGIwoB
AQEFAAOCAYBAMIIBigKCAYEApkMtJI3R06j00fceIOM52B7K+TyMeGcv2BQ5AVC3]
1Yt76TvHIu/nNe22W/RIXX9rWUD/2GE6GF5x0V4bsY7K31eJ8E7+KzG/TGboySfD
u+F52jqQBbY620fhYjMeiAbLIO2+FqwHeMBuIrUtcX8b2RCxF358TBONHVcCAXZc
FYgZndZCeXxjuca7pJJ20LLUnXtgXcjAEL1vY4WvbReWOWomkeZyNGdmpTcFs5Y+s
yy6LtE5Z0cji9I9NINnReox2RWVYEXpA1ChZ4gqN+ZpVSIQOHBo rVFbBKyhdZyEX
9ZgNSNtBRwxqwIzJePJhYd4ZUhO1lvk+/uP3nwDkOp95q/j7naXNCSVESnrHPypaB
WRKO66nKfPRP1i9mIKIOhMAYfS8giFRTcdglL24Ycilj7ecAKITrhOVbjwoul4WH+x
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bt47u68ZFCD/ac55I0DNHkCpaPruj6e9Rmr7K46wZDAYXUEAqB7tGG/ jd6JAA+H2
044CV98NRsU213f1kScIZntNAgMBAAG] ggGBMIIBfTATfBgNVHSMEGDAWgBRWCc1hk
1fmSGrASKgRieaFAFYghSTAdBgNVHQ4EFgQU42Z0u3BojSxdTgemSo+bNyKcgpIw
DgYDVROPAQH/BAQDAgGGMBIGA1UdEWEB/WQIMAYBAT8CAQAWHQYDVROTBBYWFAYT
KwYBBQUHAWEGCCsGAQUFBwMCMBsGA1UdIAQUMBIwBgYEVROGADAIBgZngQwBAgIw
VAYDVROTBEOWSzBJoEegRYZDaHROcDovL2NybC5zZWNOaWdvLmNvbSOTZWNOawWdv
UHVibG1jU2VydmVyQXV0aGVudGljYXRpb255b290U] Q2LmNybDCBhAYIKwYBBQUH
AQEEeDB2ME8GCCsGAQUFBzAChkNodHRw0i8vY3JOLNNTY3RpZ28uY29tLINLY3Rp
729QdWJsaWNTZXJ2ZXIBdXRoZW50aWNhdGlvb1JIvb3RSNDYucDdjMCMGCCsGAQUF
BzABhhdodHRw0i8vb2NzcC5zZWNOaWdvLmNvbTANBgkqhkiGOwOBAQwWFAAOCAQEA
BZXWDHWC3cubb/e1I1kzi81PFiK/ZUoHO9ufmVOrc50bYH/XKkWUexSPqRkwKFKr
7r80uG+p7VNB8rifX6uopgKAgsvZtZsq7iAFwO4To6vNcxeBt1Eush3cQ4b8nbQR
MQLChgEAqwhuXp9P48T4QEBSksYav7+aFjNySsLY1PzNqVM3RNwvBdvp6vgDtGwe
Xx1KQZVuuNVIaoYyls8swhxDeSHKpRdxRauTLZ+pl+wGvyOpnrLEIGSz9mOEmfbod
e/XopR2NGgaHJ6bIjyxPu6UtyQGI26En7UAE0ZACrHzO6NX2]j TAYOE6NeB6XuobE
WLK825ZRmvglcURG1BrV24tGHHTgxCe8M30G1pUSMTKQ2dkglj ZVY t+gKdFtWELZ
MuRdi+X3XsrR8LFz+aLUiDRfQqhmw3RxjIyVKvvu9UPYY1lnsvxYmFnUSeM+2qlz/
iPUry+xDY9MC6+Ih1eKTO94VKdFVp7LXH42+wvU+171Ro1Q2mK2N/nBLVBwaIhib
QXw4VYKwB86Bc6eS61iqsc94KEgD/U4Vs jmgfhK+Xp4NM+VYzTTa3QeV3p8x0OMOcw
q1p80ZFA+0Bcz3FYWpDIe5jONWKIwOhXsTyPY/HeZUV59akskSOSRSmD fe8wIDPX
58uB9/71ud0G3x0pxQAcffPOayKavNwDTwaUfI34cEw=

2 5:C = GB, 0 = Sectigo Limited, CN = Sectigo Public Server Authentication Root R46
i:C = US, ST = New Jersey, L = Jersey City, 0 = The USERTRUST Network, CN = USERTrust RSA Certification Authority
a:PKEY: rsaEncryption, 4096 (bit); sigalg: RSA-SHA384
v:NotBefore: Mar 22 00:00:00 2021 GMT; NotAfter: Jan 18 23:59:59 2038 GMT

MIIGLTCCBH2gAwIBAgIRANI/u8HeNZ5SFq1hSVhgmcQwDQYJKoZIhvcNAQEMBQAW

IPV6 Connection

IP Used 2606:4700:10::6814:1c5e

IP Version 6

depth=2 C = GB, 0 = Sectigo Limited, CN = Sectigo Public Server Authentication Root R46

verify return:1

depth=1 C = GB, 0 = Sectigo Limited, CN = Sectigo Public Server Authentication CA OV R36

verify return:1

depth=0 C = MY, ST = Sarawak, O = SWINBURNE UNIVERSITY OF TECHNOLOGY, CN = *.swinburne.edu.my

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:C = MY, ST = Sarawak, 0 = SWINBURNE UNIVERSITY OF TECHNOLOGY, CN = *.swinburne.edu.my

i:C = GB, 0 = Sectigo Limited, CN = Sectigo Public Server Authentication CA 0V R36
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Oct 13 00:00:00 2025 GMT; NotAfter: Oct 8 23:59:59 2026 GMT

MITHMTCCBZmgAwIBAgIQML1FjUlq20IdzKq/EgakBzANBgkghkiGOwOBAQsFADBg
MQswCQYDVQQGEwJHQj EYMBYGALUEChMPU2V]jdGlnbyBMaW1pdGVkMTcwNQYDVQQD twaI®@sXU40pkgPmzcinIKSMBOGA1Ud
DgQWBBS/A4w/qobKo308Aw7kBOSkILXK9jA0BgNVHQ8BAT8EBAMCBaAWDAYDVROT
AQH/BAIWADAdBgNVHSUEF j AUBgg rBgEFBQCDAQY IKwYBBQUHAWIWSGYDVROGBEMW
QTA1BgwrBgEEAbIXAQIBAWQwITAjBggrBgEFBQcCARYXaHROCHM6LY9zZWNOaWdv
LmNvbS9DUFMwCAYGZ4EMAQICMFQGALUdHWRNME swSaBHOEWGQ2hOdHAGLY9j cmwu
c2VjdGlnby5jb20vU2VjdGlnb1B1YmxpY1NlcnZlckF1dGhlbnRpY2F0awW9uQOFP
V1IzNi5jcmwwgYQGCCsGAQUFBWEBBHgwdjBPBggrBgEFBQcwAoZDaHROcDovL2Ny
dC5zZWNOaWdvLmNvbS9TZWNOawWdvUHVibGljU2VydmVyQXV0aGVudGljYXRpb25D
QUIWU;jM2LmNydDAjBgg rBgEFBQcwAYYXaHROcDovL29j c3Auc2VjdGlnby5jb20w
LwYDVRORBCgwJ0oISKi5zd21luYnVybmUuZWR1Lm15ghBzd21luYnVybmUuZWR1Lm15
MIIBfQYKKwYBBAHWeQIEAgSCAWOEggFpAWCAdgDYCVU71E96/8gWGW+UT4WrsPj8
XodVJg8V0S5yuOVLFAAAAZNncy 1XMAAAEAWBHMEUCIB10ikLfYhdBV8AGQVbOj 4wV
78dr37zfP12GPkJqanNKALiEAlyLh2yaX7eAmLZDiVP56vVvRNS8MISy9/6Q0mGmb8
28QAdgCvZ4g7V7B03Y+m2X72Lqj rgQrHcWDwIF5V1gwv54WHOgAAAZNncy1lynAAAE
AWBHMEUCIFUDIpYjGG7hkoz1u6K/Igj4pGxKVkdXY70kszq+h1tuAiEA+OPGPIKH
TXQR2fT++IUHBi0Be6UGi6RqUCDHjZclwpQAdQCsqzBwbOvshDHOEILOKVSRHKIk
Q7HypoxPPCs7px4CwwAAAZNncy1XOAAAEAWBGMEQCID/gjZ/W5]je7vGCXMEGNmgX+
Nn5+aRXnDrbTVetLHnVvAiAhDBTnAD5a7mb52ss1XKDc92EsBjIJUgDHXFSjXFnp
KTANBgkqhkiG9wOBAQsFAAOCAYEAJENGPAK1I0QK04bpbrTxpsv1DEPD2VUZtDDR
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Wt4+B2IN3d4J7B1z4AAsxBnYJI0xBw]jaSBGGMvVIp7Lvu7xxcvRQ120PbSIweONiV
OWDewljnjdOrvD2VYSbGKMb9yBI8LLzzBSjKQqh1ZTM36KQMYtye2jtcdnUpxffM
IxKsjxXHYmC56w2V3IXyQCT+Staay+Cm77x6jYPpuIClySTk7BPSGjzMkjDXNQLR
HsW/KAw/eks7T50LYdH8FdxJLUAcsaL7ubDOXeYkfQNzXwqbD27krK1mZsaaoXqL
pIwoU+IbPF91d30P4ZfNSH2J1HC] rEtK5IomirQvGCSi9dDE4WCcRw81c1BD11dUD
UVR2RgAOKXhVgaIly293jMOEW7L8gI+0eX2IfGX131yLIWjPRfmalgBLftaY1kR1lg
eWxH/7XE05tF+hhr76cqc6hX7Lx47WkPSOIDp1MPvpwZIKrb@FBdLkAGAYdgoBbP
cjrMo9hC2kkiIW0qsp7RQOwdaGsB

1 s:C =GB, 0 = Sectigo Limited, CN = Sectigo Public Server Authentication CA OV R36
i:C = GB, 0 = Sectigo Limited, CN = Sectigo Public Server Authentication Root R46
a:PKEY: rsaEncryption, 3072 (bit); sigalg: RSA-SHA384
v:NotBefore: Mar 22 00:00:00 2021 GMT; NotAfter: Mar 21 23:59:59 2036 GMT

MIIGTDCCBDSgAwWIBAQIQLB0o8dulD3d3/GRsxiQrtcTANBgkghkiGOwOBAQwFADBT
MQswCQYDVQQGEwJIHQj EYMBYGALUEChMPU2V]jdGlnbyBMaW1pdGVkMTYwNAYDVQQD
Ey1TZWNOaWdvIFB1YmxpYyBTZXJ2ZXIgQXV0aGVudG1;jYXRpb24gUmavdCBSNDYw
HhcNMj EwMz IyMDAWMDAWWhCNMzYwMzIxMjM10TUSWjBgMQswCQYDVQQGEwWIHQ EY
MBYGA1UEChMPU2VjdGlnbyBMaWlpdGVKMTcwNQYDVQQDEY5TZWNOaWdvIFB1Ymxp
YyBTZXJ2ZXIgQXV0aGVudGljYXRpb249QOEgT1YgUjM2MIIBojANBgkqhkiGOwOB
AQEFAAOQCAYBAMIIBigKCAYEApkMtJI3R06j00fceIOM52B7K+TyMeGcv2BQ5AVC3]
1Yt76TvHIu/nNe22W/RIXX9rWUD/2GE6GF5x0V4bsY7K31eJ8E7+KzG/TGboySfD
u+F52jqQBbY620fhYjMeiAbLIO2+FqwHeMBuIrUtcX8b2RCxF358TBONHVccAXZc

FYgZndZCeXxjuca7pJJ20LLUnXtgXcjAELvY4WvbReWOW6mkeZyNGdmpTcFs5Y+s

yy6LtE5Z0cji9I9NINNReox2RWVyEXpA1ChZ4gqN+ZpVSIQOHBo rVFbBKyhdZyEX
9ZgNSNtBRwxqwIzJePIhYd4ZUhO1vk+/uP3nwDkOp95q/j7naXNCSVESnrHPypaB
WRKO66nKfPRP19mIKIOhMdYfS8giFRTcdgL24Ycilj7ecAKITrhOVbjwouJ4wH+x
bt47u68ZFCD/ac55I0DNHkCpaPruj6e9Rmr7K46wZDAYXUEAQB7tGG/jd6IAA+H2
044CV98NRsU213f1kScIZntNAgMBAAG] ggGBMIIBfTAfBgNVHSMEGDAWgBRWCc1hk
1fmSGrASKgRieaFAFYghSTAdBgNVHQ4EFQQU42Z0u3BojSxdTgemSo+bNyKcgpIw
DgYDVROPAQH/BAQDAgGGMBIGA1UdEWEB/WQIMAYBAT8CAQAWHQYDVRO1BBYWFAYT
KwYBBQUHAWEGCCsGAQUFBwMCMBsGA1UdTAQUMBIwWBgYEVROGADAIBgZngQwBAgIw
VAYDVROfBEOwSzBJoEegRYZDaHROcDovL2NybC5zZWNOaWdvLmNvbSOTZWNOaWdv
UHVibG1jU2VydmVyQXV0aGVudGljYXRpb255b290Uj Q2LmNybDCBhAYTKWYBBQUH
AQEEeDB2ME8GCCsGAQUFBzAChkNodHRw0i8vY3JOLNN1Y3RpZ28uY29tL1INLY3Rp
729QdWJsaWNTZXJ2ZXIBdXRoZW50aWNhdGlvb1JIvb3RSNDYucDdjMCMGCCsGAQUF
BzABhhdodHRw0i8vbh2NzcC5zZWNOaWdvLmNvbTANBgkqhkiGO9wOBAQwFAAOCAQEA
BZXWDHWC3cubb/e1I1kzi81PFiK/ZUoHO9ufmVOrc50bYH/XKkWUexSPqRkwKFKr
7r80uG+p7VNB8rifX6uopgKAgsvZtZsq7iAFw04To6vNcxeBt1Eush3cQ4b8nbQR
MQLChgEAqwhuXp9P48T4QEBSksYav7+aFjNySsLY1PzNqVM3RNwvBdvp6vgDtGwe
x1KQZVuuNVIaoYyls8swhxDeSHKpRdxRauTLZ+pl+wGvyOpnrLEIGSz9mOEmfbod
e/XopR2NGgaHJ6bIjyxPu6UtyQGI26En7UAE0ZACrHzO6NX2]j TAYOE6NeB6XuobE
WwLKO25ZRmvglcURG1BrvV24tGHHTgxCe8M30G1pUSMTKQ2dkgljZVYt+gKdFtWELZ
MuRdi+X3XsrR8LFz+aLUiDRfQqhmw3RxjIyVKvvu9UPYY1lnsvxYmFnUSeM+2qlz/
iPUry+xDY9MC6+Ih1eKT094VKdFVp7LXH42+wvU+171Ro1Q2mK2N/nBLVBwaIhib
QXw4VYKwB86Bc6eS61qsc94KEgD/U4Vs jmgfhK+Xp4NM+VYzTTa3QeV3p8x0OMOcw
q1p80ZFA+0Bcz3FYWpDIe5jONWKIwOhXsTyPY/HeZUV59akskSOSRSmD fe8wIDPX
58uB9/71ud0G3x0pxQAcffPOayKavNwDTwaUfI34cEw=

»»»»» END CERTIFICATE-----

2 s:C = GB, 0 = Sectigo Limited, CN = Sectigo Public Server Authentication Root R46
i:C = US, ST = New Jersey, L = Jersey City, 0 = The USERTRUST Network, CN = USERTrust RSA Certification Authority
a:PKEY: rsaEncryption, 4096 (bit); sigalg: RSA-SHA384
v:NotBefore: Mar 22 00:00:00 2021 GMT; NotAfter: Jan 18 23:59:59 2038 GMT

MIIGLTCCBH2gAwIBAgIRANI/u8HeNZ5SFq1hSVhgmcQwDQYJKoZIhvcNAQEMBQAW
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 403
Connected IP 104.20.28.94
Connect Time 28.19 ms
TTFB 115.97 ms
Total Time 116.62 ms

Response Headers:

"HTTP/1.1 301 Moved Permanently",
"Date: Fri, 03 Jul 2026 19:53:21 GMT",
"Content-Type: text/html; charset=UTF-8",
"Connection: keep-alive",
"Location: https://swinburne.edu.my/",
"X-Content-Type-Options: nosniff",
“Server: cloudflare",
"CF-RAY: al586f95e82b40c5-SIN",
"alt-svc: h3=\":443\"; ma=86400",
"HTTP/2 301",
: "date: Fri, 03 Jul 2026 19:53:21 GMT",
"content-type: text/html; charset=UTF-8",
"location: https://www.swinburne.edu.my/",
"strict-transport-security: max-age=15552000; includeSubDomains; preload",
"x-content-type-options: nosniff",

server: cloudflare",

"cf-ray: al586f963e9ef8fe-SIN",
"alt-svc: h3=\":443\"; ma=86400",
"HTTP/2 403",
"date: Fri, 03 Jul 2026 19:53:21 GMT",
"content-type: text/html; charset=UTF-8",
"content-length: 5219",
"accept-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch,

Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-
Version-List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"25": "cf-mitigated: challenge",

"26": "content-security-policy: default-src 'none'; script-src 'nonce-131GIEUnE6mO32suPbglLeW' ‘'unsafe-eval' https://challenges.cloudflare.com; script-src-attr
‘none'; style-src 'unsafe-inline'; img-src 'self' https://challenges.cloudflare.com; connect-src 'self' https://challenges.cloudflare.com; frame-src 'self
https://challenges.cloudflare.com blob:; child-src 'self' https://challenges.cloudflare.com blob:; worker-src blob:; form-action http: https:; base-uri 'self'",

"27": "server: cloudflare"

"28": "critical-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-
Version-List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"29": "cross-origin-embedder-policy: require-corp"

"30": "cross-origin-opener-policy: same-origin",

"31": "cross-origin-resource-policy: same-origin"

"32": "origin-agent-cluster: ?1"

"33": "permissions-policy: accelerometer=(),camera=(),clipboard-read=(),clipboard-
write=(),geolocation=(),gyroscope=(),hid=(),magnetometer=(),microphone=(),payment=(),publickey-credentials-get=(),screen-wake-lock=(),serial=(),sync-
xhr=(),usb=(),xr-spatial-tracking=*",

"34": “"referrer-policy: same-origin",

"35": "server-timing: chlray;desc=\"al586f967e4c87e9\"",

"36": "x-content-type-options: nosniff",

"37": "x-frame-options: SAMEORIGIN",

"38": "strict-transport-security: max-age=15552000; includeSubDomains; preload",

"39": "cf-ray: al586f967e4c87e9-SIN",

"40": "alt-svc: h3=\":443\"; ma=86400"

IPv6 HTTP (port 80)

HTTP Status 403

Connected IP 2606:4700:10: :ac42:a483
Connect Time 29.05 ms

TTFB 118.63 ms

Total Time 119.68 ms

Response Headers:

"HTTP/1.1 301 Moved Permanently",
"Date: Fri, 03 Jul 2026 19:53:21 GMT",
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"Content-Type: text/html; charset=UTF-8",
"Connection: keep-alive",

"Location: https://swinburne.edu.my/",
"X-Content-Type-Options: nosniff",
"Server: cloudflare",

"CF-RAY: al586f94aa059c6f-SIN",

"alt-svc: h3=\":443\"; ma=86400",

"HTTP/2 301",

"date: Fri, 03 Jul 2026 19:53:21 GMT",
"content-type: text/html; charset=UTF-8",
"location: https://www.swinburne.edu.my/"

strict-transport-security: max-age=15552000; includeSubDomains; preload",
x-content-type-options: nosniff",

"server: cloudflare",

"cf-ray: al586f950ed3cde2-SIN",

"alt-svc: h3=\":443\"; ma=86400",

HTTP/2 403",

"date: Fri, 03 Jul 2026 19:53:21 GMT",
"content-type: text/html; charset=UTF-8",
"content-length: 5240",

"accept-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch,

Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-
Version-List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"25": "cf-mitigated: challenge",

"26": "content-security-policy: default-src 'none'; script-src 'nonce-5Z0g5zETvFs5g1sHgu0GSh' ‘'unsafe-eval' https://challenges.cloudflare.com; script-src-attr
'none'; style-src ‘'unsafe-inline'; img-src 'self' https://challenges.cloudflare.com; connect-src 'self' https://challenges.cloudflare.com; frame-src 'self
https://challenges.cloudflare.com blob:; child-src 'self' https://challenges.cloudflare.com blob:; worker-src blob:; form-action http: https:; base-uri 'self'",

"27": "server: cloudflare",

"28": "critical-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-
Version-List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"29": "cross-origin-embedder-policy: require-corp"

"30": "cross-origin-opener-policy: same-origin",

"31" cross-origin-resource-policy: same-origin",

"32": "origin-agent-cluster: ?1"

"33": "permissions-policy: accelerometer=(),camera=(),clipboard-read=(),clipboard-
write=(),geolocation=(),gyroscope=(),hid=(),magnetometer=(),microphone=(),payment=(),publickey-credentials-get=(),screen-wake-lock=(),serial=(),sync-
xhr=(),usb=(),xr-spatial-tracking=*",

"34": "referrer-policy: same-origin",

"35": "server-timing: chlray;desc=\"al586f95492dc662\"",

"36": "x-content-type-options: nosniff",

"37": "x-frame-options: SAMEORIGIN",

"38": "strict-transport-security: max-age=15552000; includeSubDomains; preload"

"39": "cf-ray: al586f95492dc662-SIN",

"40": "alt-svc: h3=\":443\"; ma=86400"

IPv4 HTTPS (port 443)

HTTP Status 403
Connected IP 104.20.28.94
Connect Time 16.59 ms
TTFB 76.22 ms
Total Time 76.9 ms

Response Headers:

"HTTP/2 301",

"date: Fri, 03 Jul 2026 19:53:21 GMT",
"content-type: text/html; charset=UTF-8",
"location: https://www.swinburne.edu.my/",
"strict-transport-security: max-age=15552000; includeSubDomains; preload",
"x-content-type-options: nosniff",
"server: cloudflare",

"cf-ray: al586f96bf71820d-SIN",

"alt-svc: h3=\":443\"; ma=86400",

"HTTP/2 403",

"date: Fri, 03 Jul 2026 19:53:21 GMT",
"content-type: text/html; charset=UTF-8",
"content-length: 5219",

"accept-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-

Version-List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",
"15": "cf-mitigated: challenge",
nygns

"content-security-policy: default-src 'none'; script-src 'nonce-WvlarAEhp04zDbimPOw7Y®' ‘'unsafe-eval' https://challenges.cloudflare.com; script-src-attr

‘none'; style-src ‘'unsafe-inline'; img-src 'self' https://challenges.cloudflare.com; connect-src 'self' https://challenges.cloudflare.com; frame-src 'self
https://challenges.cloudflare.com blob:; child-src 'self' https://challenges.cloudflare.com blob:; worker-src blob:; form-action http: https:; base-uri 'self'",
"17": "server: cloudflare"
"18":

"critical-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-
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Version-List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",
nyg
"20": "cross-origin-opener-policy: same-origin",

"cross-origin-embedder-policy: require-corp",

"21": "cross-origin-resource-policy: same-origin",
oo
"23": "permissions-policy: accelerometer=(),camera=(),clipboard-read=(),clipboard-

"origin-agent-cluster: 71",

write=(),geolocation=(),gyroscope=(),hid=(),magnetometer=(),microphone=(),payment=(),publickey-credentials-get=(),screen-wake-lock=(),serial=(),sync-
xhr=(),usb=(),xr-spatial-tracking=*",

"24": “"referrer-policy: same-origin",

"25": "server-timing: chlray;desc=\"al586f96fe479b93\"",

"26": "x-content-type-options: nosniff",

"27": "x-frame-options: SAMEORIGIN",

"28" strict-transport-security: max-age=15552000; includeSubDomains; preload",

"29": "cf-ray: al586f96fe479b93-SIN",

"30": "alt-svc: h3=\":443\"; ma=86400"

IPv6 HTTPS (port 443)

HTTP Status 403

Connected IP 2606:4700:10: :ac42:a483
Connect Time 19.64 ms

TTFB 78.49 ms

Total Time 78.58 ms

Response Headers:

"HTTP/2 301",
"date: Fri, 03 Jul 2026 19:53:21 GMT",
"content-type: text/html; charset=UTF-8",
"location: https://www.swinburne.edu.my/",
"strict-transport-security: max-age=15552000; includeSubDomains; preload",
"x-content-type-options: nosniff",
"server: cloudflare",
"cf-ray: al586f958cfcd176-SIN",
"alt-svc: h3=\":443\"; ma=86400",
"HTTP/2 403",
"11": “"date: Fri, 03 Jul 2026 19:53:21 GMT"
"12": "content-type: text/html; charset=UTF-8"
"13": "content-length: 5240",
"14": "accept-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-
Version-List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",
"15": "cf-mitigated: challenge",

"16": "content-security-policy: default-src 'none'; script-src 'nonce-CqzTnEfSHHNB7L1jy835c8' 'unsafe-eval' https://challenges.cloudflare.com; script-src-attr
‘none'; style-src 'unsafe-inline'; img-src 'self' https://challenges.cloudflare.com; connect-src 'self' https://challenges.cloudflare.com; frame-src 'self
https://challenges.cloudflare.com blob:; child-src 'self' https://challenges.cloudflare.com blob:; worker-src blob:; form-action http: https:; base-uri 'self'",

"17": "server: cloudflare",

"18": "critical-ch: Sec-CH-UA-Bitness, Sec-CH-UA-Arch, Sec-CH-UA-Full-Version, Sec-CH-UA-Mobile, Sec-CH-UA-Model, Sec-CH-UA-Platform-Version, Sec-CH-UA-Full-
Version-List, Sec-CH-UA-Platform, Sec-CH-UA, UA-Bitness, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform-Version, UA-Platform, UA",

"19": "cross-origin-embedder-policy: require-corp"
"20": "cross-origin-opener-policy: same-origin"
"21": "cross-origin-resource-policy: same-origin",

"22": "origin-agent-cluster: ?1"

"23": "permissions-policy: accelerometer=(),camera=(),clipboard-read=(),clipboard-
write=(),geolocation=(),gyroscope=(), hid=(),magnetometer=(),microphone=(),payment=(),publickey-credentials-get=(),screen-wake-lock=(),serial=(),sync-
xhr=(),usb=(),xr-spatial-tracking=*",

"24": "referrer-policy: same-origin",

"25": "server-timing: chlray;desc=\"al586f95c8776494\"",

"26": "x-content-type-options: nosniff"

"27" x-frame-options: SAMEORIGIN",

"28": "strict-transport-security: max-age=15552000; includeSubDomains; preload"

"29": "cf-ray: al586f95c8776494-SIN",

"30": "alt-svc: h3=\":443\"; ma=86400"

Connectivity Test Evidence

Test Result
TCP Connect IPv4 - port 80 301 0.009649 0.038656
TCP Connect IPv6 - port 80 301 0.007687 0.032909
TCP Connect IPv4 - port 443 301 0.006835 0.032448
TCP Connect IPv6 - port 443 301 0.008400 0.038651
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Test Node Network Evidence

Node Profile dual stack

Egress Connectivity
IPv4 Egress 76.13.221.142

IPv6 Egress 2202:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium
feB80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static

10.6.101.0/24 dev wgd scope link

10.6.102.0/24 dev wg0 scope link

76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
172.29.0.0/24 dev wg0 scope link
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