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IPv6 Readiness Report

citigroup.com — citigroup.com

Scan to verify

Category: Banking * Generated: 13 Jun 2026, 18:46 MYT ¢ Last Checked: 13 Jun 2026, 00:48 MYT « Verification ID: b32aaldc-afac-4576-be99-11c8b81ba5ce
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/b32aaldc-afac-4576-be99-11c8b81ba5ce

X IPV6-ONLY READINESS

2 8% Website: X Not Ready

No IPv6 Support DNS: X Not Ready
Email: X Not Ready

Non-Compliant

MGv6C-1.0

IPV4 ADDRESSES

104.96.178.165
104.94.222.171

Network Information (WHOIS / RDAP)

IPv4 Network

Organization Akamai Technologies, Inc.

Country us

ASN AS33905

ASN Name AKAMAI-AMS - Akamai International B.V., NL

Network (CIDR) 104.64.0.0/10

Web Services (35%) 0/8
# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.
7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 0/5
# CHECK RESULT DETAIL

1 NS Has AAAA Record FAIL No nameserver has an AAAA record.

2 NS Reachable via IPv6 FAIL No nameserver is reachable over IPv6.

3 NS Answers Queries via IPv6 FAIL Nameserver does not answer queries over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

7 RRSIG Valid FAIL No valid RRSIG found.

National IPv6 Readiness Monitor — https://ipv6.my6.my Page 1 of 11



IPv6 Readiness Report

citigroup.com — Banking

Generated: 13 Jun 2026, 18:46 MYT
Last Checked: 13 Jun 2026, 00:48 MYT

# CHECK

8 Signing Algorithm

Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

INFO

RESULT

PASS

FAIL

FAIL

FAIL

PASS

INFO

PASS

RESULT

PASS

PASS

PASS

DETAIL

No DNSKEY record found.

DETAIL

MX record found.

MX server has no IPv6 address.

SMTP is not reachable over IPv6.

STARTTLS not available over IPv6.

SPF record found.

No common DKIM selector found.

DMARC record found.

DETAIL
104.96.178.165, 104.94.222.171

HTTP (port 80) responds over IPv4 — 323ms TTFB.

HTTPS (port 443) responds over IPv4 — 238ms TTFB.
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Audit Trail & Evidence Record

Verification ID b32aaldc-afac-4576-be99-11c8b81ba5ce

Domain citigroup.com

Check Mode Scheduled

Status Completed

Started 13 Jun 2026, 00:48:40 MYT

Finished 13 Jun 2026, 00:48:46 MYT

Test Node Profile ipv6 only

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/b32aaldc-afac-4576-be99-11c8b81lba5ce

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash b147e743d7906d458c33968233a0ac204776814d6f08a5c1909d93ch149fba73
http_headers aae00c31027bc28a9e75b75089b81fd6d415¢c19b55e03claf50646b2a27282eb
dns_responses ed9d283b693087bd738d5¢cbd6312f5c91b10593af179f6acec7faf8d5762aa91
tls_handshake eadbelca93dea5def5badac5c80fa0d37619c5eelefcd85021d98cca7204f9af
connectivity_log bf5944abdcaae683723e81684dad3f56ce06c3e42a840bad67ad3c3776d15e7d
dns_resolution_times 69ddbd4a78074d301dec059811560c4b9cebadf735e4084a19fedc259fd9cde6

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT DYNAMIC Tue May 26 13:00:45 UTC 2026 x86 64
Hostname srv1440888

Php Version 8.3.31

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 6.9 19.83 6.04 17.39 -0.9
Google IPv4 20.88 23.33 22.32 26.08 +1.4
Google IPv6 32.89 35.97 32.89 33.59 0
Cloudflare IPv4 24 25.01 24.19 29.76 +0.2
Cloudflare IPv6 29.8 32.73 38.88 42.35 +9.1
National IPv6 Readiness Monitor — https://ipv6.my6.my Page 3 of 11



IPv6 Readiness Report Generated: 13 Jun 2026, 18:46 MYT
citigroup.com — Banking Last Checked: 13 Jun 2026, 00:48 MYT

. Page 4 of 11
National IPv6 Readiness Monitor — https://ipv6.my6.my



IPv6 Readiness Report

citigroup.com — Banking

Generated: 13 Jun 2026, 18:46 MYT
Last Checked: 13 Jun 2026, 00:48 MYT

DNS Evidence

A

Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 55838
flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

ANSWER SECTION:

citigroup.com.[JJ36000INJA]1064.96.178.165
citigroup.com.[JJ36000INJA]104.94.222.171

DS

Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 64713
flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

AUTHORITY SECTION:

com. [J00884[JIN[JSOA[Ja.gtld-servers.net. nstld.verisign-grs.com. 1781282893 1800 900 604800 900

MX

Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 43598
flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

ANSWER SECTION:

citigroup.com.[JJ18000INOMX]5 mx-b.mail.citi.com.
citigroup.com.[JJ18000INMX]5 mx-a.mail.citi.com.

NS

Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 54578
flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

ANSWER SECTION:

citigroup.com.[J36000ININS[ns2.nsroot2.com.
citigroup.com.[JJ36000ININS[ns1l.nsrootl.com.

TXT

; Truncated, retrying in TCP mode.
; Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 62076

; flags: qr rd ra; QUERY: 1, ANSWER: 16, AUTHORITY: 0, ADDITIONAL: 1

OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

ANSWER SECTION:

citigroup.
citigroup.
citigroup.
citigroup.
citigroup.
citigroup.
citigroup.
citigroup.

com.[J036000INJTXT]"google-site-verification=a5KdIF5qvy80En1101MuPZkvHZiN39w_Sc_wqwWtJZDI"
com.[J036000INJTXT]"google-site-verification=aFfLeCV8R5d0_bwkfnkyLB-RaRNaZ vYRC yM z6rSM"
com.[J036000INJTXT"google-site-verification=fFBk708T6VrNiFf8tgKZCw8v1ZRvagtVZ1l-EnvQc0zY"
com.[JJ36000INJTXT"google-site-verification=jyExexYbIS1-RPnkFRcw-mDH aR3jJH71dDGXCNVAUQ"

com.[J036000INJTXT]"cisco-ci-domain-verification=4ff6832706517f60b04d042675c64a5525964fb03eleb52365349b8b765063df"
com.[J036000INOTXT]"paloaltonetworks-site-verification=3882d978b07397802d48b9068f445c4de7b6e8fc234da8251d8d77cc0e055342"

com.[J036000INJTXT]"v=spfl a:1._spf.citigroup.com a:2. spf.citigroup.com include:spf-00123c01.pphosted.com redirect=extl. spf.citigroup.com"

com.[JJ36000INOTXT]"postman-domain-

verification=b0973f7c46e67edf55bb3d7f0de30d91ae3c1329d2512ad912375d873557ec111f5e579af0d3e0903d8ff7cflebfb3c9e219bbdbf12203912f850ab59087acee"

citigroup.
citigroup.
citigroup.
citigroup.
citigroup.
citigroup.
citigroup.
citigroup.

com. [JJ36000INITXT[]"MS=ms92288257"
com.[J036000INJTXT]"MS=617A9E7598377F278D9D3B8CEBB893E897E4391D"

com.[JJ3600INIJTXT" facebook-domain-verification=2amgbctg7cv6hq@dxq4tf107b3ydzn"
com.[J036000INJTXT"globalsign-domain-verification=5333822B44304398DE567C2747872C29"
com.[JJ36000INOTXT]"webexdomainverification.9L49]=8ea68d0a-1e43-4ae8-9f61-f0dc3alba394"
com.[J036000INJTXT"google-site-verification=B2RTefeDQDD6q_dj0f22I7ncFCBM1hsO0uR29V5rbbo"
com.[J036000INJTXT]"google-site-verification=Lu5ecxuGzVLD5x0gdMcF244K0FnquxxCegkBp8DUUBY"
com.[JJ3600INJTXT[]"google-site-verification=W1loZvZ4pAy7ASU5vtQdbelLvsM-BLaTkQqUKHKEfkKw8"
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AAAA

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 41126
;3 flags: gr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

citigroup.com.[JJ35970INJSOA[ns1l.nsrootl.com. hostmaster.citi.com. 2021103026 3600 300 2419200 3600

RRSIG

nsl.nsrootl.com. hostmaster.citi.com. 2021103026 3600 300 2419200 3600

DNSKEY

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 59989
;3 flags: gqr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

citigroup.com.[JJ35970INJSOA[ns1l.nsrootl.com. hostmaster.citi.com. 2021103026 3600 300 2419200 3600

DNSSEC_VALIDATION

; unsigned answer
citigroup.com.[JJ35970INJSOA[Jns1.nsrootl.com. hostmaster.citi.com. 2021103026 3600 300 2419200 3600
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TLS Handshake Evidence

IPV4 Connection
IP Used 104.96.178.165

IP Version 4

depth=2 C = US, 0 = DigiCert Inc, OU = www.digicert.com, CN = DigiCert Global Root G2
verify return:1
depth=1 C = US, 0 = DigiCert Inc, CN = DigiCert EV RSA CA G2
verify return:1
depth=0 jurisdictionC = US, jurisdictionST = Delaware, businessCategory = Private Organization, serialNumber = 2154254, C = US, ST = New York, L = New York, 0 =
Citigroup Inc., CN = www.citi.com
verify return:1
CONNECTED (00000010)
Certificate chain
0 s:jurisdictionC = US, jurisdictionST = Delaware, businessCategory = Private Organization, serialNumber = 2154254, C = US, ST = New York, L = New York, 0 =
Citigroup Inc., CN = www.citi.com
i:C = US, 0 = DigiCert Inc, CN = DigiCert EV RSA CA G2
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Apr 10 00:00:00 2026 GMT; NotAfter: Oct 8 23:59:59 2026 GMT

MIIMejCCC2KgAwIBAgIQDFhOBc83RGKkCROOKn1ISKDANBgkghkiGOwOBAQsFADBE
MQswCQYDVQQGEwJVUzEVMBMGALUEChMMRG LnaUN1cnQgSW5 jMR4wWHAYDVQQDEXVE
aWdpQ2VydCBFViBSUOEGQOEGRz IwHhcNMj YWNDEWMDAWMDAWWh CNMj YXMDA4M M1
0TU5Wj CBXDETMBEGCY SGAQQBg j cBAGEDEwWIVUZEZMBCGCysGAQQBgj c8AGECEWhE
ZWxhd2FyZTEdMBsGALUEDwwUUHIpdmFOZSBPcmdhbm16YXRpb24XxEDAOBgNVBAUT
BzIXNTQyNTQxCzAJBgNVBAYTATVTMREWDWYDVQQIEwh0ZXcgWw9yazERMABGALUE
BXMITmV3IFlvcmsxFzAVBgNVBAOTDkNpdGlncm91cCBIbmMuMRUWEWYDVQQDEWX3
d3cuY210aS5jb206wggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWggEKAOIBAQDIat+5
0qIzn+LSN8vqt1QEePFNRrIMRYPwwNvS6/ZF21ifcYguVPNCaE1JuxPi6+nSKuOVo
pvDVw10OuxsXTtEs2gE4sd+jDy80pkMOhWrCYiDvVRzuGIafjgSPgC7LIYIn312tp
SyMIwr10/ELQOladRVPsxvQX4rrjyyhm4srObAiFM1i7Auvw40ilOFkyULDg/igv
OSYTfMXNFA7uyAXtp2FRP90kIm7Sy 1pRWZMI r1KPoY1sH5KHNbrcCY7+p6+LCrrOF
KjpLj9e7D9c61LM3SspfxNInonLjmTvFFjtpw6lUeEgMsdQGQxCCTTe/4bdu5gXd
gAzGohs FSELPAMj 5AgMBAAG] ggj IMITI4TAFBgNVHSMEGDAWGBRGT1C/mGidwW3sg
ddRZAX11ZpIyBjAdBgNVHQ4EFgQUDT44ZHwhaTKycHLFGrGIC13Dt fMwggWyBgNV
HREEggWpMIIFpYIMd3d3LmNpdGkuY29tgglhY2NpdHIhZGUUY29tghBhY2NpdHIh
ZGUuY29tLm14ggtiYW5hbWV4LmNVbYISYmxvZy5jaXRpZ3JIvdXAuY29tghVjYXJIl
ZXJzLmNpdGlncm91cC5jb22CCmNpdGkuY28uaWSCCGNpdGkuY29tggtjaXRpYmFu
ay5hZYI0Y210aWJhbmsuY28uaWSCDmNpdGLiYW5rLmNvLmtygg5jaXRpYmFuay5]
by50aII0Y210aWIhbmsuY28udWuCDGNpdGLiYW5 rLmNvbYIPY210aWJhbmsuY29t
LmNugg9jaXRpYmFuay5jb20uaGuCD2NpdGliYW5 rLmNvbS5zZ4IPY210aWIhbmsu
Y29tLnZuggtjaXRpYmFuay5jeoILY210aWIhbmsuaHWCC2NpdGliYW5rLnBsggt]
aXRpYmFuay5za4IRY210aWJhbmtvbmxpbmUucGyCDmNpdGlkaXJ1Y3QuY29tggpj
aXRpZnguY29tgg9jaXRpZnhwdWxzZS5jb22CDmNpdGLnb2xkLmNvLmtygg9jaXRp
729s57C5jb20uaGuCD2NpdGlnb2xkLmNvbS52Z4ILY210aWdvbGQucGyCDWNpdGLn
cm91cC5jb22CDGNpdGLncm91cC5qcIIPY210aWlhbmFnZXIuY29tghBjaXRpcGF5
LmNpdGkuY29tghRjaXRpdGhhbmt5b3VjYXIKLmNvbYIOY210aXRyYXZ1bC5jb22C
EGNpdG12ZWxvY210eS5jb22CHGV1cm9wZS5]jaXRpZ29sZC5jaXRpYmFuay5jb22C
DmZpbmRteWNpdGkuY29tghRob211b3duzZXJzdXBwb3JOLmNvbYIUaW52ZXNObWVu
dHMuY210aS5jb22CDGlwY1i5jaXRpLmNvbYISaXBilmNpdGliYW5 rLmNvLnVrghBp
cGIuY210aWJIhbmsuY29tgg9pcGIuY210aWIhbmsuZXWCDmlwYnVzLmNpdGkuY29t
giBpcGJ1c2NsaWVudGFwcHI1Y21hdGlvbi5jaXRpLmNvbYIbcmVjb2duaXRpb25w
cmIncmFtLmNpdGkuY29tgg9zZWN1cmUuY210aS5;jb22CEXVuaXZlcnNhbGNhemQu®0DKgMIYuaHROcDovL2NybDQUZGlnaWN1cnQuY29tLORpZ21DZXIORVZSUOFD
QUcyLmNybDBzBggrBgEFBQcBAQRNMGUWIAYIKwYBBQUHMAGGGGhOAHAGLYIVY3Nw
LmRpZ213jZXJ0LmNvbTA9Bgg rBgEFBQcwAoYxaHROcDovL2NhY2VydHMuZGlnaWN
cnQuY29tLORpZ21DZXJORVZSUOFDQUcYLmNydDAMBgNVHRMBAf8EAjAAMIIBTAYK
KwYBBAHWeQIEAgSCAWWEggFoAWYAdQDCMX5XRRmjRe5/0N6yKEHrx8ThWiK/ fowWl
rXaa2Q55zQAAAZ11Mo42AAAEAWBGMEQCIEOIMnf3nvnpf13VVaz9PAOLOBvVIg/Xd
CnZsB4TvIqQLAiAmIvA5xBZj4usvecYzTpltyGaVPKtdouCcpGZQRjCLCAB2ANdt
fRDRp/V3ws fpX9cAv/mCyTNaZeHQswFzF8DIxW13AAABNXUy j KUAAAQDAEcWRQIg
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D37nrZ0STDI50ohgYWtHL+Ixtf8Gh4]jpEK7Aff/zQWNYCIQDZCOKHCrC00J233tt8
JdZ34401rkcxmMdNE1VZzX7ZGQAB1AIR0Q4 f67MHVgfMZICaoGGUBXINTOAIBP3In
fVU3LhnYAAABNXUy j KUAAAQDAEYWRAIgMwW5fM3VYA7sM96/eb0d4h1ly1GRovdcu
aGn40XYe300CIBLOSVDBNY0X0yioffZ0qYF68tfq5ZBALbqqLweg02VMMABGCSqG
SIb3DQEBCWUAA4IBAQAWDgZY+c0o0s1IugqI7NjYycn70gfiwFFMkkvgYOYGkFpbD1
7buBOu1HA41w2YW5+XcK3qCKuImlBLSs7q06 INGbkjRw1xBEXEM8I3X9wN6FRKG7n
YEMO010170KC+WLaMX1V7fywuQEKgbFBGowIpJS4qmCG44TLdwnIe9p2J096CcRz]
DDNoscwpP+238+SIYUOYAKppT1t2GCIKUwIercqlog+1kGbpw+Re093RZ5r7+bTB
Q3MIyG+H+1PyyXeBOIwLOUO1Cww1BYZzvBeyxOmpVb48KpyG+d7itFvWemn2wR3bN
AjMLxY4Mv8v0XdzsvXAQ6YSGKrOpEhuU6j 5WwIHN4

1 s:C =US, 0 = DigiCert Inc, CN = DigiCert EV RSA CA G2
i:C = US, 0 = DigiCert Inc, OU = www.digicert.com, CN = DigiCert Global Root G2
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Jul 2 12:42:50 2020 GMT; NotAfter: Jul 2 12:42:50 2030 GMT

MIIFPDCCBCSgAWIBAgIQAWePH++II1XYsKcOa3uyIDANBgkghkiGOwOBAQsFADBh
MQswCQYDVQQGEwIVUzEVMBMGA1UEChMMRGLnaUN1cnQgSW5 jMRkwFwYDVQQLEXB3
d3cuZGlnaWNlcnQuY29tMSAwHgYDVQQDExdEaWdpQ2VydCBHbGI1iYWwgUm9vdCBH
MjAeFwOyMDA3MDIXMjQyNTBaFwOzMDA3SMDIXMjQyNTBaMEQxCzAJBgNVBAYTALVT
MRUWEWYDVQQKEwxEaWdpQ2VydCBJIbmMxHjAcBgNVBAMTFURpZ21DZXJOIEVWIFIT
QSBDQSBHMj CCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAKOeZsx/neTr
f4AMXJzOR2fITIDfN8AWUAu7hy4gI0Ovp708LAAHX2h3bbf8wl+pGMSxalK9ffDDCD
63FqqFBqE9eTmo3RkgQhlu55a04LsXRLcK6crkB000djdonybmhrfGrtBgYvbRat
xenkv0Sg4frhR14wYh4dnWOLOVRGhbt1G5Q19zm9CqM1q7L1UdAE+6d3a5++ppfG
cnWLmbEVECLHPAnb1+/iKauQpQlU1Mi+wEBNnjE5tK8Q778naXnF+DsedQJ7NEi+b
QoonTHEZz9ryeEcUHUQTv7nApa/zCqes51Xn1pMs4LZI3SVgbkTLj+RbBov/uiwTX
‘tkBEWawvZH8CAWEAAaOCAgswggTHMBOGA1UdDgQWBBRGT1C/mGidW3sgddRZAXT
ZpIyBjAfBgNVHSMEGDAWGBROI1QgGIXm427mD/ r6uRLtBhePOTAOBgNVHQ8BATEE
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 403

Connected IP

Connect Time 55.78 ms
TTFB 121.75 ms
Total Time 121.79 ms

Response Headers:

[

"HTTP/1.1 403 Forbidden",

"Server: AkamaiGHost",

"Mime-Version: 1.0",

"Content-Type: text/html",

"Content-Length: 363",

"Expires: Fri, 12 Jun 2026 16:48:45 GMT",
"Cache-Control: max-age=0, no-cache, no-store",
"Pragma: no-cache",

"Date: Fri, 12 Jun 2026 16:48:45 GMT",
"Connection: close"

IPv4 HTTPS (port 443)

HTTP Status 403

Connected IP

Connect Time 53.42 ms
TTFB 225.8 ms
Total Time 225.84 ms

Response Headers:

[

"HTTP/1.1 403 Forbidden",

"Server: AkamaiGHost",

"Mime-Version: 1.0",

"Content-Type: text/html",

"Content-Length: 363",

"Expires: Fri, 12 Jun 2026 16:48:45 GMT",
"Cache-Control: max-age=0, no-cache, no-store",
"Pragma: no-cache",

"Date: Fri, 12 Jun 2026 16:48:45 GMT",
"Connection: close"

Connectivity Test Evidence

Test

TCP Connect IPv4 - port 80

TCP Connect IPv4 - port 443

National IPv6 Readiness Monitor — https://ipv6.my6.my

104.96.178.165

104.96.178.165

Result
301 0.054762 0.121844

301 0.053027 0.234596

Page 10 of 11



IPv6 Readiness Report Generated: 13 Jun 2026, 18:46 MYT
citigroup.com — Banking Last Checked: 13 Jun 2026, 00:48 MYT

Test Node Network Evidence

Node Profile ipv6 only

Egress Connectivity
IPv4 Egress 76.13.221.142

IPv6 Egress unreachable

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0

IPv6 Routes
2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium

feB80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static
76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
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