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IPv6 Readiness Report

malaymail.com — malaymail.com

Category: News Portal ¢ Generated: 20 Apr 2026, 21:10 MYT < Last Checked: 07 Mar 2026, 01:18 MYT « Verification ID: 35dbc112-c5dd-44e8-8ecl-065a9ff37eec
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/35dbc112-c5dd-44e8-8ecl-065a9ff37eec

A IPV6-ONLY READINESS
O, .
8 2 Yo Website: v Ready
Partially Compliant
y P Partial Support DNS: v Ready
MGV6C-1.0 )
Email: X Not Ready

IPV6 ADDRESSES IPV4 ADDRESSES

2606:4700:20: :681a:8f4 104.26.9.244

2606:4700:20::681a:9f4 104.26.8.244

2606:4700:20: :ac43:445¢ 172.67.68.92

Network Information (WHOIS / RDAP)

IPv6 Network IPv4 Network
Organization Cloudflare, Inc. Cloudflare, Inc.
Country us us
ASN AS13335 AS13335
ASN Name CLOUDFLARENET - Cloudflare, Inc., US CLOUDFLARENET - Cloudflare, Inc., US
Network (CIDR) 2606:4700::/32 104.16.0.0/12
Web Services (35%) 8/8
# CHECK RESULT DETAIL
1 AAAA Record PASS 2606:4700:20::681a:8f4, 2606:4700:20::681a:9f4, 2606:4700:20::ac43:445c¢
2 Globally Routable IPv6 PASS All addresses are globally routable.
3 HTTP over IPv6 PASS HTTP (port 80) responds over IPv6 — 63ms TTFB.
4 HTTPS over IPv6 PASS HTTPS (port 443) responds over IPv6 — 80ms TTFB.
5 IPv6-Only Reachability PASS Site is fully reachable via IPv6-only.
6 TLS Certificate Valid (IPv6) PASS Certificate valid — issued by C = US, O = Google Trust Services, CN = WE1, expires May 17 00:09:23
2026 GMT
7 Dual-Stack (IPv4 + IPv6) PASS Domain has both A and AAAA records.
8 HTTP/3 (QUIC) PASS Alt-Svc: h3 header detected.
DNS & DNSSEC (25%) 3/5
# CHECK RESULT DETAIL
1 NS Has AAAA Record PASS Nameserver has IPv6 address.
2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.
3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.
4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.
5 Reverse DNS (PTR) FAIL No PTR record found.
6 DS Record at Parent FAIL No DS record at parent.
7 RRSIG Valid FAIL No valid RRSIG found.
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# CHECK

8 Signing Algorithm

Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

INFO

RESULT

PASS

PASS

FAIL

FAIL

PASS

INFO

PASS

RESULT

PASS

PASS

PASS

DETAIL

No DNSKEY record found.

DETAIL

MX record found.

MX server has AAAA record.

SMTP is not reachable over IPv6.
STARTTLS not available over IPv6.

SPF record found.

DKIM selector found: google._domainkey

DMARC record found.

DETAIL
104.26.9.244, 104.26.8.244, 172.67.68.92

HTTP (port 80) responds over IPv4 — 59ms TTFB.

HTTPS (port 443) responds over IPv4 — 72ms TTFB.
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Audit Trail & Evidence Record

Verification ID 35dbc112-c5dd-44e8-8ecl-065a9ff37eec

Domain malaymail.com

Check Mode Manual

Status Completed

Started 07 Mar 2026, 01:17:26 MYT

Finished 07 Mar 2026, 01:18:10 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/35dbcl12-c5dd-44e8-8ecl-065a9ff37eec

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash d254d312e9e107f7f40f1f2bec4edbcf00410e48bdfca®349275f19aaelde054
http_headers 6482419585ef07afd6b3b9589b316903bf782186e6ae6bfc2c1be91980d09132
dns_responses 29d0a484c3f4a00c9322eaddbabe02788660e54d522e82db8973a59c6ea506db
tls_handshake b1a02a30bd1b9a002e6ec9c369cd2cfff90b94475319250513331164c20788c0
connectivity_log 3cf5e257d906cabb15bc906f1135792352b122b5199dc40a8127e816c70a0414
dns_resolution_times 6ba8af5d918371ffdfeba50a76b318108a9e907b224ff7107b66f4daa7ee691e

Test Node Identity

Os Linux srv1440888 6.8.0-101-generic #101-Ubuntu SMP PREEMPT_DYNAMIC Mon Feb 9 10:15:05 UTC 2026 x86 64
Hostname srv1440888

Php Version 8.3.30

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 20.9 21.99 8.47 23.19 -12.4
Google IPv4 30.83 31.46 27.28 42 -3.6
Google IPv6 28.09 31.9 21.32 31.33 -6.8
Cloudflare IPv4 12.63 19.87 31.96 36.72 +19.3
Cloudflare IPv6 39.71 43.68 36.15 43.49 -3.6
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DNS Evidence

A

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 42451
;3 flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512
;3 ANSWER SECTION:
malaymail.com.[JJ300JIN[JA[]104.26.8.244
malaymail.com.[J3000INJA]104.26.9.244
malaymail.com.[JJ300JINJA]172.67.68.92

DS

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 19019
;3 flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 AUTHORITY SECTION:

com.[J009000IN[SOAJa.gtld-servers.net. nstld.verisign-grs.com. 1772788671 1800 900 604800 900

MX

;5 Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 3356
;3 flags: qr rd ra; QUERY: 1, ANSWER: 5, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

33 ANSWER SECTION:

malaymail.com.[J03000INOMX[]5 altl.aspmx.l.google.com.
malaymail.com.[JJ3000INMXJ1 aspmx.l.google.com.
malaymail.com.[J03000INOMX]10 alt3.aspmx.l.google.com.
malaymail.com.[JJ3000INMXJ10 alt4.aspmx.l.google.com.
malaymail.com.[JO3000INMX[]5 alt2.aspmx.l.google.com.

NS

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 13581
;3 flags: gr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:
malaymail.com.[J0J216000INNSart.ns.cloudflare.com.
malaymail.com.[JJ216000INNS[zara.ns.cloudflare.com.

TXT

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 23865
;5 flags: qr rd ra; QUERY: 1, ANSWER: 7, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

33 ANSWER SECTION:
malaymail.com.[J03000INJTXT[]"google-site-verification=L50dpegXXDmv7s-bc54acWwWlzoBHAbnnmN113c6hMKY"
malaymail.com.[JJ3000INJTXT[]"google-site-verification=BaTLLyEgngVAv70UjRL1V9tTHhpnCXUTVIdDaEgXQQs"
malaymail.com.[JO3000INJTXT]"google-site-verification=umcsgnyCUKeXo@UtsxTotVFIC2E_yERnNNJIVoaQUz0G4"
malaymail.com.[JO3000INJTXT[]"google-site-verification=hD4W_5Do-p7u_LF3ZZrsP7HMXGxEtaSZd_DkeIbjpJls"
malaymail.com.[JO3000INJTXT("v=spfl include:servers.mcsv.net ~all"
malaymail.com.[J03000INJTXT"google-site-verification=VT8NzHON_yNGZAg52mSYHZeDg7u_Zuz5BRCMg7N-40M"
malaymail.com.[JJ3000JINJTXT[]" facebook-domain-verification=hkfpbfs4opgdf22fyqldtz2rgbxxtu"

AAAA
;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 9457

;5 flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512
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;3 ANSWER SECTION:

malaymail.com.[JJ300IN[JAAAA[]2606:4700:20: :681a:9f4
malaymail.com.[J03000INJAAAA[]2606:4700:20: :ac43:445c
malaymail.com.[JJ300JIN[JAAAA[]2606:4700:20: :681a:8f4

RRSIG

art.ns.cloudflare.com. dns.cloudflare.com. 2397668711 10000 2400 604800 1800

DNSKEY

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 24896
; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 AUTHORITY SECTION:

malaymail.com.[JJ1800JIN[SOAJart.ns.cloudflare.com. dns.cloudflare.com. 2397668711 10000 2400 604800 1800

DNSSEC_VALIDATION

; unsigned answer
malaymail.com.[JOJ18000INJSOAJart.ns.cloudflare.com. dns.cloudflare.com. 2397668711 10000 2400 604800 1800
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TLS Handshake Evidence

IPV4 Connection
IP Used 104.26.9.244

IP Version 4

depth=2 C = US, 0 = Google Trust Services LLC, CN = GTS Root R4

verify return:1

depth=1 C = US, 0 = Google Trust Services, CN = WE1l

verify return:1

depth=0 CN = malaymail.com

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = malaymail.com

i:C = US, 0 = Google Trust Services, CN = WEL
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA256
v:NotBefore: Feb 15 23:09:30 2026 GMT; NotAfter: May 17 00:09:23 2026 GMT

MIIDqzCCA1GgAwIBAgIQNPOVtXMsvzUNipB2nnOWyTAKBggghkjOPQQDAjA7MQsw
CQYDVQQGEwIVUzEeMBWGALUEChMVR29vZ2x1IFRydXNOIFN1cnZpY2VzMQwwCgYD
VQQDEWNXRTEwHhcNMj YwM] E1IMjMwOTMwWhcNMj YwNTE3MDAWOTIZWjAYMRYwWFAYD
VQQDEw1tYWxheWlhaWwuY29tMFkwEwYHK0ZIZj0CAQYIK0oZIz]jODAQCcDQQAETXB7
S6eHCFzNC5MbwmTEqym819h6//ep7jF7EbKPuKny8Ej6hTR/XOGHTkH1AvVYeT2my
NBoUH7iGrsY/vmPjGqOCAlgwggJUMA4GA1UADWEB/wQEAWIHGDATBGNVHSUEDDAK
Bgg rBgEFBQCDATAMBGNVHRMBA f8EAj AAMBOGA 1UdDgQWBBRMCw j RW4km4VW+Bopz
83sM2rBd7DAfBgNVHSMEGDAWgBSQdA5I1Z8T/qMyp5nvZgH17zIP50DBeBggrBgEF
BQCcBAQRSMFAwJwYIKwYBBQUHMAGGG2hOdHAGLY9vVLNBraS5nb29nL3Mvd2UxLO5Q
MDA1BggrBgEFBQcwAoYZaHROcDovL2kucGtpLmdvb2cvd2UxLmNydDApBgNVHREE
1jAgggltYWxheWlhaWwuY29tgg8qLmlhbGF5bWFpbC5jbh20wEWYDVROGBAWWC jAT
BgZngQwBAgEWNgYDVROTBC8WLTAroCmgJ4Y1laHROcDovL2MucGtpLmdvb2cvd2Ux
Lzg1ZjFfLUSTcTB3LmNybDCCAQUGCisGAQQB1nkCBAIEGfYEQTMABQB2AJaXZLIV
WJet900HaDcIQnfp8Drv9qTzNm5GpD8PYqnGAAABNGPH5KAAAAQDAECWRQIhANCC
112wgFDgRsRxTWty5ANcs8TyeNY1PmEriv8SdAejAiBpZSB8oSMhusbdOP+EEeeY
3Kfrg5JyaDwhimKZ9itTPAB3AEmcm2neHXzs/DbezYdkprhbrwgHgBnRVVL76esp
3fjDAAABNGPH51AAAAQDAEgWRgIhAMMSHbC5uNVZiFX61AGddeo7FrrMAocIDYNR
hAJLwY+uAiEAg30u2TVOtGfncpAlxrmVbqVg+0Qj fHncC/5hHaRipzswCgYIKoZI
2 OEAWIDSAAWRQIhAPhWSWL6ZzMy9LVWOPAgBKIVh6wo+NL/x0oVte8IZ1/qg6AiAz
PNDUCHM6Uy7BdW3twDiVDo9zyrdHvgnFdlc2a7L64w==
»»»»» END CERTIFICATE-----
1 s:C =US, 0 = Google Trust Services, CN = WE1

i:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4

a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384

v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00:00 2029 GMT

MIICnzCCAiWgAWIBAQIQf/MZd5csIkp2FVOTttaF4zAKBggghkjOPQQDAZBHMQSW
CQYDVQQGEwJVUzEiMCAGALIUEChMZR29vZ2Xx1IFRydXNOIFNlcnZpY2VzIEXMQzEU
MBIGALUEAXMLRIRTIFJvb3QgUjQwHhcNMjMxMjEzMDkwMDAWWhCNM] kwMj TwMTQw
MDAWW;jA7MQswCQYDVQQGEwIVUzEeMBwGA1UEChMVR29vZ2x 1IFRydXNOIFNlcnZp
Y2VzMQwwCgYDVQQDEWNXRTEWWTATBgCcqhkjOPQIBBggqhkjOPQMBBWNCAARYZT r+
Z1dHTCEDhUDCR127WECPQMFcF4XGGTfn1XzthkubgdnXGhO1CgP4mMTG6J7/EFmP
LCaY9eYmJbsPAvpWo4H+MIH7MA4GA1UdDwWEB/wQEAwIBhjAdBgNVHSUEFjAUBggr
BgEFBQCDAQYIKwYBBQUHAWIWEQYDVROTAQH/BAgWBgEB/wIBADAJBGNVHQ4EFgQU
kHeSNWfE/6jMqeZ72YB5e8yT+TgwHwYDVROjBBgwFoAUgEZW63T/STaj1dj8tT7F
avCUHYwwNAYIKwYBBQUHAQEEKDAMMCQGCCsGAQUFBzAChhhodHRwOi8vaS5wa2ku
Z29vZy9yNC5j cnQwKwYDVROfBCQwWI jAgoB6gHIYaaHROcDovL2MucGtpLmdvb2cv
c19yNC5j cmwwEwYDVROgBAwWWC jAIBgZngQwBAgEWCgYIK0ZIzjOEAWMDaAAWZQIx
A0cCqlHW900VznX+ORGULcxAQXomvtgM8zItPZCuFQ8jSBIS]jz5keR0OvIaYsAmSYV
sQIwJonMaAFi54mrfhfoFNZEfuNMSQ6/bIBiNLiyoX46FohQvKeIoJ99cx7sUKFN
Tulw
-----END CERTIFICATE-----
2 s:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4

i:C = BE, 0 = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign Root CA

a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256

v:NotBefore: Nov 15 03:43:21 2023 GMT; NotAfter: Jan 28 00:00:42 2028 GMT
 jAUBgg rBgEFBQcDAQYIKwYBBQUHAWIWDWYDVROTAQH/BAUWAWEB/ zAd
BgNVHQ4EFgQUQE ZW63T/STaj 1dj8tT7FavCUHYwwHwYDVROj BBgwFOAUYHtmMGKUN
189qJUC99BMOOGP/8/UswNgYIKwYBBQUHAQEEK]jAoMCYGCCsGAQUFBzAChhpodHRw
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0i8vaS5wa2kuz29vZy9Inc3IxLmNydDAtBgNVHREEJ jAKMCKgIKAehhxodHRwOi8v
Yy5wa2kuZ29vZy9yL2dzcjEuY3JsMBMGA1UdIAQMMAowCAYGZ4EMAQIBMAOGCSGG
SIb3DQEBCWUAA4IBAQAYQrsPBtYDh5bjP20BDwmkoWhIDDkic574y04tfzHpn+c]
0dI2D4SseesQ6bDrarZ7C30ddLibZatoKiws3UL9xnELz4ct92vID24FfVbiIlhy
+SW6FoVHKNeWIPOGCbaM4C6uVdF5dTUsMVs/ZbzNnIdCp5Gxmx5ejvEau8otR/Cs
KkGN+hr/W5GvT1tMBjgWKZ1i4//emhA1JG1BbPzoLJQvyEotc031XjTaCzv8mEbep
8RqZ7a2CPsgRbuvTPBwcOMBBmuFeU88+FSBX6+71P0i18b4Z0QFqIwwMHfs/L6K1
vepuoxtGzi4CZ68zIpiqlUvSqTbFJjtbD4seiMHL

Server certificate

subject=CN = malaymail.com

issuer=C = US, 0 = Google Trust Services, CN = WEL
No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: ECDSA

Server Temp Key: X25519, 253 bits

SSL handshake has read 2832 bytes and written 395 bytes
Verification: OK

New, TLSv1.3, Cipher is TLS AES 256 GCM SHA384
Server public key is 256 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

No ALPN negotiated

IPV6 Connection
IP Used 2606:4700:20::681a:8f4

IP Version 6

depth=2 C = US, 0 = Google Trust Services LLC, CN = GTS Root R4

verify return:1

depth=1 C = US, 0 = Google Trust Services, CN = WE1l

verify return:1

depth=0 CN = malaymail.com

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = malaymail.com

i:C = US, 0 = Google Trust Services, CN = WEL
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA256
v:NotBefore: Feb 15 23:09:30 2026 GMT; NotAfter: May 17 00:09:23 2026 GMT

MIIDqzCCA1GgAwIBAgIQNPOVtXMsvzUNipB2nnOWyTAKBggghkjOPQQDAjA7MQsw
CQYDVQQGEwJVUzEeMBWGA1UEChMVR29vZ2x1IFRydXNOIFN1cnZpY2VzMQwwCgYD
VQQDEWNXRTEwHhcNMj YwM] E1MjMwOTMwWhcNMj YWNTE3MDAWOTIZWjAYMRYwWFAYD
VQQDEw1tYWxheWlhaWwuY29tMFkwEwYHK0ZIzj®CAQYIKoZIzjODAQCcDQQAETXB7
S6eHCFzNC5MbwmTEqym819h6//ep7jF7EbKPuKny8Ej6hTR/XOGHTkH1AvVYeT2my
NBoUH71iGrsY/vmPjGq0CAlgwggJUMA4GA1UdDWEB/wQEAWIHgDATBgNVHSUEDDAK
BggrBgEFBQcDATAMBgNVHRMBAfBEA j AAMBOGA1UdDgQWBBRMCw]j RW4km4VW+Bopz
83sM2rBd7DATBgNVHSMEGDAWgBSQA5I1Z8T/qMyp5nvZgH17zJP50DBeBggrBgEF
BQcBAQRSMFAwJwYIKwYBBQUHMAGGG2hOdHA6LY9vLNBraS5nb29nL3Mvd2UxLO5Q
MDA1BggrBgEFBQcwAoYZaHROcDovL2kucGtpLmdvb2cvd2UxLmNydDApBgNVHREE
IjAgggltYWxheWlhaWwuY29tgg8qLmlhbGF5bWFpbC5;jb20wEwYDVROgBAWWCjATL
BgZngQwBAgEWNgYDVROTBC8WLTAroCmgJ4YlaHROcDovL2MucGtpLmdvb2cvd2Ux
Lzg1ZjFfLUSTcTB3LmNybDCCAQUGCisGAQQB1nkCBAIEGTYEgTMABQB2A]aXZLIV
WJet900HaDcIQnfp8Drv9qTzNm5GpD8PYqnGAAABNGPH5KAAAAQDAECWRQIhANCC
112wgFDgRsRxTWty5ANcs8TyeNY1PmEriv8SdAejAiBpZSB8oSMhusbdOP+EEeeY
3Kfrg5]yaDwhimKZ9itTPAB3AEmcm2neHXzs/DbezYdkprhbrwgHgBnRVVL76esp
3fjDAAABNGPH51AAAAQDAEgWRgIhAMMSHbC5uNVZiFX61AGddeo7FrrMAocIDYNR
hAJLwY+uAiEAg30u2TVOtGfncpAlxrmVbqVg+0Qj fHncC/5hHaRipzswCgYIKoZI
2 OEAWIDSAAWRQIhAPhWSWL6ZzMy9LVWOPAgBKIVh6wo+NL/xoVte8IZ1/qg6AiAz
PNDUcHM6Uy7BdW3twDiVD0o9zyrdHvgnFdlc2a7L64w==

1 s:C =US, 0 = Google Trust Services, CN = WE1
i:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00:00 2029 GMT

MIICnzCCAiWgAwIBAQIQf/MZd5csIkp2FVOTttaF4zAKBggghkjOPQQDAZBHMQsw
CQYDVQQGEwJVUzEiMCAGALIUEChMZR29vZ2Xx1IFRydXNOIFNlcnZpY2VzIEXMQzEU
MBIGA1UEAXMLRIRTIFJIvb3QgUjQwHhcNMjMxMjEzMDkwMDAwWWhCNMj kwMj IwMTQw
MDAWWjA7MQswCQYDVQQGEwIVUzEeMBWGA1UEChMVR29vZ2x 1IFRydXNOIFNlcnZp
Y2VzMQwwCgYDVQQDEWNXRTEWWTATBgCcqhkjOPQIBBggqhkjOPQMBBWNCAARYZT r+
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Z1dHTCEDhUDCR127WECPQMFcF4XGGT fn1XzthkubgdnXGhO1CgP4mMTG6J7 /EFmP
LCaY9eYmIbsPAvpWo4H+MIH7MA4GA1UdDWEB/wQEAWIBhjAdBgNVHSUEF jAUBggr
BgEFBQcDAQYIKwYBBQUHAWIWEQYDVROTAQH/BAgwBgEB/wIBADAdBgNVHQ4EFgQU
kHeSNWFE/61MqeZ72YB5e8yT+TgwHwYDVROjBBgwFOAUGEZW63T/STaj1dj8tT7F
avCUHYwwNAYIKwYBBQUHAQEEKDAMMCQGCCsGAQUFBzAChhhodHRwOi8vaS5wa2ku
Z29vZy9yNC5j cnQwKwYDVROfBCQwI jAgoB6gHIYaaHROcDovL2MucGtpLmdvb2cv
Cci9yNC5j cmwwEwYDVROgBAwWWCjAIBgZngQwBAgEWCGYIK0ZIzjOEAWMDaAAWZQIx
A0cCq1HW900VznX+ORGU1cxAQXomvtgM8zItPZCuFQ8jSBIS]jz5keR0vIaYsAmSY
sQIwJonMaAFi54mrfhfoFNZEfuNMSQ6/bIBiNLiyoX46FohQvKeIoJ99cx7sUkFN
Tulw

2 s:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
i:C = BE, 0 = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign Root CA
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256
v:NotBefore: Nov 15 03:43:21 2023 GMT; NotAfter: Jan 28 00:00:42 2028 GMT

MIIDejCCAMKgAWIBAQIQf+UwvzMTQ77dghYQST2KGZANBgkghkiG9wOBAQsFADBX
MQswCQYDVQQGEwJICRTEZMBcGA1UEChMQR2xvYmFsU21nbiBudilzYTEQMA4GALUE
CxMHUmM9vdCBDQTEbMBKGALIUEAXMSR2xvYmFsU21nbiBShb290IENBMB4XDTIZMTEX
NTAzNDMyMVoXDTI4MDEyODAwWMDAOMLowRzELMAKGATUEBhMCVVMXIjAgBgNVBAOT
GUdvb2dsZSBUcnVzdCBTZXJ2aWN1cyBMTEMxFDASBgNVBAMTCOdUUYBSh290IFIO
MHYWEAYHK0ZIZzjOCAQYFK4EEACIDYgAE83Rzp2iLYK5DUDXFgTB7S@md+8Fhzube
RrlrlWEYNa5A3XP3iZEwWus870V80kB206nGUEfYKueSkWpz6bFy0Z8pn6KY019e
WIZ1D6GEZQbR3IvIx3PIjGov5cSrOR2Ko4H/MIH8MA4GA1UdDWEB/WQEAWIBhjAd
BgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAWIWDWYDVROTAQH/BAUWAWEB/ zAd
BgNVHQ4EFgQUQEZW63T/STaj 1dj8tT7FavCUHYwwHwYDVROj BBgwFoAUYHtMGKUN
189JUC99BMOOGP/8/UswNgYIKwYBBQUHAQEEK]AoMCYGCCsGAQUFBzAChhpodHRw
0i8vaS5waz2kuz29vZy9nc3IxLmNydDAtBgNVHRBE] jAkMCKgIKAehhxodHRwOi8v
Yy5wa2kuZ29vZy9yL2dzcjEuY3JIsMBMGA1UdIAQMMAowCAYGZ4EMAQIBMAOGCSGG
SIb3DQEBCWUAA4IBAQAYQrsPBtYDh5bjP20BDwmkoWhIDDkic574y04tfzHpn+c]
0dI2D4SseesQ6bDrarZ7C30ddLibZatoKiws3UL9xnELz4ct92vID24FfVbiIlhY
+SW6FoVHKNeWIPOGCbaM4C6uVdF5dTUsMVs/ZbzNnIdCp5Gxmx5ejvEau8otR/Cs
kGN+hr/W5GvT1tMBjgWKZ1i4//emhA1JG1BbPzoLJQvyEotc031XjTaCzv8mEbep
8RqZ7a2CPsgRbuvTPBwcOMBBmuFeU88+FSBX6+71P0i18b4Z0QFqIwwMHfs/L6K1
vepuoxtGzi4CzZ68zIpiqlUvSqTbFJjtbD4seiMH1

Server certificate

subject=CN = malaymail.com

issuer=C = US, 0 = Google Trust Services, CN = WEL
No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: ECDSA

Server Temp Key: X25519, 253 bits

SSL handshake has read 2832 bytes and written 395 bytes
Verification: OK

New, TLSv1.3, Cipher is TLS_AES_256_GCM_SHA384
Server public key is 256 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

No ALPN negotiated
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200
Connected IP 104.26.8.244
Connect Time 16.62 ms
TTFB 61.68 ms
Total Time 61.74 ms

Response Headers:

"HTTP/1.1 301 Moved Permanently",
"Date: Fri, 06 Mar 2026 09:18:09 GMT",
"Connection: keep-alive",
"Location: https://www.malaymail.com/",
"Report-To: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=9fIMMH%2F2EaE7KA2Kaod5GrIevYZmfTIWRAn%2F0%2BPfVTc1QppkKUTssh78CzunyJAvelTpb08QuTyTh%2B
“5": "Nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}"
"Server: cloudflare",
"CF-RAY: 9d80457eaef2f876-SIN",
"alt-svc: h3=\":443\"; ma=86400",
"HTTP/2 200",
"date: Fri, 06 Mar 2026 09:18:09 GMT",
"content-type: text/html; charset=UTF-8",
"x-fastcgi-cache: BYPASS",
"mmo-be: 4",
x-amz-cf-id: mtPLTVy6amMLE6Cp8h_DfAUKrmK7g6dno3]SgxXmXwKVYEqZZc9qsQ==",
"server: cloudflare",

"access-control-allow-origin: *",
"cache-control: no-cache, private",
"x-cache: Miss from cloudfront",
"via: 1.1 32cf55315a07cd76c68fd0c005ald7e8.cloudfront.net (CloudFront)",
"x-amz-cf-pop: MXP53-P8",
"age: 173",
"last-modified: Fri, 06 Mar 2026 09:15:15 GMT",
"24": "cf-cache-status: HIT",
"25": "nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}"
"26": "vary: accept-encoding",
"27": "report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=jVyhZqlu6anpJB71KDA1L12fYXgv7X0K%2FalkyU7KQ20R0O1iLW5IVYLazcs1Fqyh8mQJFj58N3cKlrI60gMQy
"28": "cf-ray: 9d80457eddb3fddf-SIN",
"29": "alt-svc: h3=\":443\"; ma=86400"

IPv6 HTTP (port 80)

HTTP Status 200

Connected IP 2606:4700:20::681a:8f4
Connect Time 16.35 ms

TTFB 57.74 ms

Total Time 57.82 ms

Response Headers:

"HTTP/1.1 301 Moved Permanently",

"Date: Fri, 06 Mar 2026 09:18:09 GMT",

"Connection: keep-alive",

"Location: https://www.malaymail.com/",

"Report-To: {\"group\":\"cf-

nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=bvnI9vvXD46PPeWnicqx3c6hvvaFH]jYbgGO%2FvcNcfQYxvfzRoRtHAwWh6n5dUmcqQOK%2FKq20LwVkWRyoSNil
"5": "Nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",

"Server: cloudflare",

"CF-RAY: 9d80457ce83bfd95-SIN",

"alt-svc: h3=\":443\"; ma=86400",

"HTTP/2 200",

"date: Fri, 06 Mar 2026 09:18:09 GMT",

"content-type: text/html; charset=UTF-8",

"x-fastcgi-cache: BYPASS",

"mmo-be: 4",

x-amz-cf-id: mtPLTVy6amMLE6Cp8h DfAUKrmK796dno3]SgxXmXwKVYEQZZc9qsQ==",
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"16": "server: cloudflare",
nyg
"18": "cache-control: no-cache, private",
"19": "x-cache: Miss from cloudfront",
"20": "via: 1.1 32cf55315a07cd76c68fdOcO05ald7e8.cloudfront.net (CloudFront)",
"21": "x-amz-cf-pop: MXP53-P8",
"22": "age: 173",
"23": "last-modified: Fri, 06 Mar 2026 09:15:15 GMT"
"24": "cf-cache-status: HIT",
"25": "nel: {\"report_to\":\"cf-nel\",\"success_fraction\":0.0,\"max_age\":604800}"
"26": "vary: accept-encoding",
"27": “"report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=ZHPtYUGcJ4hFZzWKrVJR%2B%2FQk7DfDV5bmZkKHBLXQBiCgImqls09ETj810Xioj0t3NdqQh19gQ38]s8vwmko(
"28": "cf-ray: 9d80457d1ldlafe®@9-SIN",
"29": "alt-svc: h3=\":443\"; ma=86400"

access-control-allow-origin: *",

IPv4 HTTPS (port 443)

HTTP Status 200
Connected IP 104.26.8.244
Connect Time 18.11 ms
TTFB 73.2ms
Total Time 73.26 ms

Response Headers:

"HTTP/2 301",

"date: Fri, 06 Mar 2026 09:18:09 GMT",

"location: https://www.malaymail.com/",

: "report-to: {\"group\":\"cf-

nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=4UUWQZnJw33PUUKIVt44Bb3ZRpD4C1M3K3QSMVpVQ1Qf3ekG1t]jEkIJUKLgKSmbGYovhnR2Bo43w45Mr3HwpmT7
"nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",

"server: cloudflare",

"cf-ray: 9d80457fa91cf876-SIN",

"alt-svc: h3=\":443\"; ma=86400",

3 : Fri, 06 Mar 2026 09:18:09 GMT",
"11": "content-type: text/html; charset=UTF-8"
"12": "x-fastcgi-cache: BYPASS",

"13" mmo-be: 4",
"14": "x-amz-cf-id: mtPLTVy6amMLE6Cp8h_DfAUKrmK7g6dno3JSgxXmXwKVYEqZZc9qsQ==",
"15": "server: cloudflare",

"16": "access-control-allow-origin: *",

cache-control: no-cache, private",
"18": "x-cache: Miss from cloudfront",
"19": "via: 1.1 32cf55315a07cd76c68fdOc005ald7e8.cloudfront.net (CloudFront)",
"20": "x-amz-cf-pop: MXP53-P8",
"21": "age: 173",
"22": "last-modified: Fri, 06 Mar 2026 09:15:15 GMT"
"23": "cf-cache-status: HIT",
"24": "nel: {\"report_to\":\"cf-nel\",\"success_fraction\":0.0,\"max_age\":604800}"
"25": "vary: accept-encoding"
"26": "report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=XYg%2BIoZVaPf3PR75KRCIrMBQKiL5tk3J00nEiigGPvoX8BTj7BIA1LspHtWXUPtigKSGtEs4pAbeuwQiY5Vv
"27": “"cf-ray: 9d80457feaa8cdfl-SIN",
"28": "alt-svc: h3=\":443\"; ma=86400"

IPv6 HTTPS (port 443)

HTTP Status 200

Connected IP 2606:4700:20: :681a:9f4
Connect Time 18.54 ms

TTFB 79.53 ms

Total Time 79.6 ms

Response Headers:
"Q": "HTTP/2 301",

"1": "date: Fri, 06 Mar 2026 09:18:09 GMT"
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"location: https://www.malaymail.com/",

"report-to: {\"group\":\"cf-

nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=8KGkYolpb3wlt%2FvFrFCUvYtIOCArs2szYIWbhH%2F89fRZ8RQ%2FPT7YWURaufTe%2FF%2F0axmqviDp5r5n
"4": "nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",

"server: cloudflare",

"cf-ray: 9d80457ddf775e5e-SIN",

"alt-svc: h3=\":443\"; ma=86400",

"HTTP/2 200",

"date: Fri, 06 Mar 2026 09:18:09 GMT",

"content-type: text/html; charset=UTF-8",

"x-fastcgi-cache: BYPASS",

mmo-be: 4",

x-amz-cf-id: mtPLTVy6amMLE6Cp8h DfAUKrmK796dno3]SgxXmXwKVYEQZZc9qsQ==",

"server: cloudflare",

"access-control-allow-origin: *",

"cache-control: no-cache, private",

x-cache: Miss from cloudfront",

"via: 1.1 32cf55315a07cd76c68fd0c005ald7e8.cloudfront.net (CloudFront)",

"x-amz-cf-pop: MXP53-P8",

"age: 173",

"last-modified: Fri, 06 Mar 2026 09:15:15 GMT",

"cf-cache-status: HIT",

"nel: {\"report to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",
"25": "vary: accept-encoding",
"26": "report-to: {\"group\":\"cf-

nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=1loarNmgIv%2Bezy%2BMpndmzqp2Zs6jrzknDzdc1%2FiruJV6ErrsU4HZ%2BUIg4vYOhqJ434aWjMi45FOwtnY
"27": "cf-ray: 9d80457e0c31d439-SIN",
"28": "alt-svc: h3=\":443\"; ma=86400"

Connectivity Test Evidence

Test Result
TCP Connect IPv4 - port 80 301 0.011414 0.021977
TCP Connect IPv6 - port 80 301 0.008310 0.021360
TCP Connect IPv4 - port 443 301 0.011234 0.113923
TCP Connect IPv6 - port 443 301 0.010090 0.079840

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity
IPv4 Egress 76.13.221.142

IPv6 Egress 2a02:4780:5e:2789::1

Sysctl IPv6 Flags
net.ipv6.conf.all.disable_ipvé 0
IPv6 Routes
2a02:4780:5e::/48 dev eth® proto kernel metric 256 pref medium

fe80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO® proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static
76.13.221.0/24 dev eth@ proto kernel scope link src 76.13.221.142
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