IPv6 Readiness Report Generated: 13 Jun 2026, 19:06 MYT
bsn.com.my — Banking Last Checked: 13 Jun 2026, 00:48 MYT

IPv6 Readiness Report

bsn.com.my — bsn.com.my

Scan to verify

Category: Banking * Generated: 13 Jun 2026, 19:06 MYT ¢ Last Checked: 13 Jun 2026, 00:48 MYT « Verification ID: fefeaal8-2158-4435-b36b-7b1967251bad
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/fefeaal8-2158-4435-b36b-7b1967251bad

X IPV6-ONLY READINESS

2 8% Website: X Not Ready

No IPv6 Support DNS: X Not Ready
Email: X Not Ready

Non-Compliant
MGV6C-1.0

IPV4 ADDRESSES
211.25.204.27

Network Information (WHOIS / RDAP)

IPv4 Network

Organization TT DOTCOM SDN BHD

Country MY

ASN AS9930

ASN Name TTNET-MY - TIME dotCom Berhad No. 14, Jalan Majistret U1/26 Hicom Glenmarie Industrial Park 40150 Shah Alam
Selangor, Malaysia, MY

Network (CIDR) 211.24.0.0/15

Web Services (35%) 0/8

# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.

7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 0/5

# CHECK RESULT DETAIL

1 NS Has AAAA Record FAIL No nameserver has an AAAA record.

2 NS Reachable via IPv6 FAIL No nameserver is reachable over IPv6.

3 NS Answers Queries via IPv6 FAIL Nameserver does not answer queries over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

7 RRSIG Valid FAIL No valid RRSIG found.
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# CHECK

8 Signing Algorithm

Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

INFO

RESULT

PASS

FAIL

FAIL

FAIL

PASS

INFO

PASS

RESULT

PASS

PASS

PASS

DETAIL

No DNSKEY record found.

DETAIL

MX record found.

MX server has no IPv6 address.

SMTP is not reachable over IPv6.
STARTTLS not available over IPv6.
SPF record found.

DKIM selector found: mail._domainkey

DMARC record found.

DETAIL
211.25.204.27

HTTP (port 80) responds over IPv4 — 2098ms TTFB.

HTTPS (port 443) responds over IPv4 — 1830ms TTFB.

Page 2 of 13



IPv6 Readiness Report

bsn.com.my — Banking

Generated: 13 Jun 2026, 19:06 MYT
Last Checked: 13 Jun 2026, 00:48 MYT

Audit Trail & Evidence Record

Verification ID
Domain

Check Mode
Status

Started

Finished

Test Node Profile
Engine Version
MGvV6C Version

Audit URL

fefeaal8-2158-4435-b36b-7b1967251bad
bsn.com.my

Scheduled

Completed

13 Jun 2026, 00:48:35 MYT

13 Jun 2026, 00:48:46 MYT

dual stack

2.0.0

1.0.0

https://ipv6.my6.my/audit/fefeaal8-2158-4435-b36b-7b1967251bad

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash fab0e6a5e6f75b1b11c252151c48c7f49c13f64d4fa89709062b072e08eba27d
http_headers abbf53b1027ab77a9b6540a686d0c9671939604a9b1b4396ae49a734b7tb7240
dns_responses e060bclacf7ec06e57b751f664df7839d23f183350a7bbeb5a6076801e7d4cc5
tls_handshake 744fabc54fad7b4c6849cb48e6b89d212f6bfbce5b51e99338cd37cec3527518
connectivity_log 017bc978clebbf631fe5f1c4444134167dde6910ad35f9b32d686466Tb5f203d

dns_resolution_times 7da05e2781a1669d1618554450b48adch9709996fd47d0835b3e671693843ffb

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT DYNAMIC Tue May 26 13:00:45 UTC 2026 x86 64
Hostname srv1440888
Php Version 8.3.31

Server Ipv4d -

Server Ipv6 —

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 7.93 25.68 6.1 7.89 -1.8
Google IPv4 32.22 38.58 40.77 47.16 +8.6
Google IPv6 33.43 40.63 38.47 41.33 +5
Cloudflare IPv4 16.5 24.3 24.71 26.66 +8.2
Cloudflare IPv6 36.34 43.44 21.95 28.3 -14.4
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DNS Evidence

A

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 38037
;3 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:
bsn.com.my.[JJ300JIN[JA211.25.204.27

DS

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 14768
; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

com.my.[J0035690IN[JSOAJe.nic.my. hostmaster.nic.my. 2026046671 1800 900 604800 3600

MX

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 10108
; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
bsn.com.my.[J]3600INOMXJ5 mx2.bsn.com.my.
bsn.com.my.[J036000INOMXJ5 mx1l.bsn.com.my.

NS

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 13544
; flags: gqr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: O, ADDITIONAL: 4

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:
bsn.com.my.[JJ3000IN[NS[Jbsndns3.bsn.com.my.
bsn.com.my.[J03000INONS[bsndns3tm.bsn.com.my.
bsn.com.my.[JJ300JINONS[Jbsndns.bsn.com.my.

TXT

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 24130
; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 ANSWER SECTION:

bsn.com.my.[JJ36000INJTXT[]"brevo-code:43fa2bfdcc23441cO1lcela5e9ch0694a"

bsn.com.my.[J036000INOTXT]"v=spfl mx a:mxl.bsn.com.my a:mx2.bsn.com.my a:mx3.bsn.com.my ip4:58.27.45.149/32 ip4:211.25.204.14/32 ip4:211.25.204.2/32 ip4:202.187.110.14/32
ip4:1.9.17.14/32 ip4:202.187.110.59/32 ip4:77.32.147.47/32 ip4:77.32.143.180/32 ip4:172.246.24.59/32 ip4:2" "11.25.204.3/32 ip4:1.9.17.3/32 ip4:211.25.204.34/32
ip4:210.187.40.194/32 ip4:163.251.2.146 include:spf.protection.outlook.com -all"

AAAA

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 58145
; flags: gqr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

bsn.com.my.[J03594[IN[JSOA(Jbsndns3.bsn.com.my. admin.dnsvault.net. 2026050605 1800 1200 86400 5400

RRSIG

National IPv6 Readiness Monitor — https://ipv6.my6.my Page 50f13



IPv6 Readiness Report

bsn.com.my — Banking

Generated: 13 Jun 2026, 19:06 MYT
Last Checked: 13 Jun 2026, 00:48 MYT

bsndns3.bsn.com.my. admin.dnsvault.net. 2026050605

DNSKEY

;3 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id:
;5 flags: qr rd ra; QUERY: 1, ANSWER: O, AUTHORITY:

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:
bsn.com.my.[J03594[INJSOA[Jbsndns3.bsn.com.my. admin

DNSSEC_VALIDATION

; unsigned answer
bsn.com.my.[J]3594[IN[JSOA[Jbsndns3.bsn.com.my. admin

National IPv6 Readiness Monitor — https://ipv6.my6.my

1800 1200 86400 5400

45816
1, ADDITIONAL: 1

.dnsvault.net. 2026050605 1800 1200 86400 5400

.dnsvault.net. 2026050605 1800 1200 86400 5400
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TLS Handshake Evidence

IPV4 Connection
IP Used 211.25.204.27

IP Version 4

depth=2 OU = GlobalSign Root CA - R3, 0 = GlobalSign, CN = GlobalSign

verify return:1

depth=1 C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign RSA 0OV SSL CA 2018

verify return:1

depth=0 C = MY, ST = Kuala Lumpur, L = Kuala Lumpur, 0 = Bank Simpanan Nasional, CN = www.bsn.com.my

verify return:1
CONNECTED (00000010)

Certificate chain

0 s:C = MY, ST = Kuala Lumpur, L = Kuala Lumpur, 0 = Bank Simpanan Nasional, CN = www.bsn.com.my
i:C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign RSA OV SSL CA 2018

a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256

v:NotBefore: Feb 10 01:46:07 2026 GMT; NotAfter: Mar 14 01:46:06 2027 GMT

MIIGXzCCBUegAwIBAGIMLXH1rPTxgLRHKIb3MAOGCSqGSIb3DQEBCWUAMFAXCZAJD
BgNVBAYTAkJFMRkwFwYDVQQKEXBHbG91iYWxTaWduIG52LXNhMSYwJAYDVQQDEX1H
bG9iYWxTaWduIFJTQSBPViBTUOwgQOEgMjAxODAeFwOyNjAyMTAWMTQ2MDdaFwoy
NzAzMTQwMTQ2MDZaMHUxCzAJBgNVBAYTAKk1ZMRUWEWYDVQQIEwxLdWFsYSBMdW1lw
dXIXFTATBgNVBACTDEt1YWxhIEx1bXB1cjEfMBOGA1IUEChMWQmFuayBTaWlwYW5h
biBOYXNpb25hbDEXMBUGALIUEAXMOd3d3LmIzbi5jb20ubXkwggEiMAOGCSqGSIb3
DQEBAQUAA4IBDwAwggEKA0IBAQD100P6LTNH2YYO56pMEUUdw]dYEOgShPuhoMhV
90JVVTj8Q1hnu4NoPNNNrGYpDsVo/uRQLcFSD3vir/DO9Fnb3uVTyL4wNSULZWbY
F/+EJDXMi+RveSzvXXVSUqzkn+HCiolAPQRj4W+Ud02UY7ITe5h8L1L+5azprHi2
SVPN5AXGX3009nTvgbfEweaYB8pJOrp19KFQepXmOVnbk02Hxm174PnkRX67Z3eS
Wk10TfcUeUJ6bI2QBLfaINjQOuCYLURCGGQOCNXN+1c20aHD3BQ3Z1VHthAPqod5
UILG6zK8iWmZmRlmc3C4/Asgwr7GuQC+x1ZToYKu7xhP2yOnAgMBAAG]ggMSMIID
DjAOBgNVHQ8BAf8EBAMCBaAwDAYDVROTAQH/BAIWADCB]j gYIKwYBBQUHAQEEGYEwW
fzBEBggrBgEFBQcwAoY4aHROCDoVL3N1Y3VyZS5nbG91iYWxzaWduLmNvbS9j YWNT
cnQvZ3Nyc2FvdnNzbGNhMjAx0C5j cnQwNwYIKwYBBQUHMAGGK2hOdHAGLYIVY3Nw
Lmdsb2JhbHNpZ24uY29tL2dzcnNhb3Zzc2x]jYTIwMTgwVgYDVROGBEBWTTBBBgkr
BgEEAaAyARQWNDAYBgg rBgEFBQCcCARYmaHROCHM6LY93d3cuzZ2xvYmFsc21nbi5j
b20vcmVwb3NpdG9yeS8wCAYGZ4EMAQICMCUGAIUdEQQeMBYCDnd3dy51ic24uY29t
Lm15ggpic24uY29tLm15MBOGA1UdIQQWMBQGCCsGAQUFBwWMBBgg rBgEFBQCDAjAT
BgNVHSMEGDAWgBT473/yzXhngN5vj ySNiPGHAWKz62zAdBgNVHQ4EFgQUIrYRhVStY
cUakLC3xWIKBT6bLN1gwggF9BgorBgEEAdZ5AgQCBIIBbQSCAWKBZWB2ABy faCzp
+vBFaVD4G5aKh93bMhDYTObIsuOCUkrEz1lmfAAABNEUGREIAAAQDAECWRQIgfR7 f
5PelJegHLqP282ftVyRFfK1GI8C69rMbVmG/FuQCIQDtlo+X3W2EJFaBUKexC+9b
0iLFm47zL4Ci0/0B7BoHjQB2AEXj3]jlnB2riPYeij3ero+rRKM3el+b1MP70Z28
wb4mAAABNEU6QWOAAAQDAEcWRQIgTIA4TkqmHXU4WbTId jx/VTZW3S8gBTFMGp Y
LAOixKsCIQC4xd1C77eZu+YVfobFioYrk0PiKkcyFoelVVjabfYP+gB1AGBMmq96
f3dfAdQG/JIINyInrCxx9+M1SG/ r6F3c714vIAAABNEUGRPCAAAQDAEYWRAIGRHTS
SYaxSEoRwAySnb2E6n1nbPi/tqbnqVJaPg6x0dgCIBLUGr98PAGb6al18V;jqhQxBH
cLj3KeLUMwubqlr41G0jMAOGCSqGSIb3DQEBCWUAA4IBAQBCKMYqUX2Q40fapPyi
ZFcv5dicyWrHpIXcMilrxxuUr3V+3t8CIX0blVO9X5dxzY9HI rNEeTAN8bpLEDOM
S5HZWR7E+uu9C30JvZuFiWUeWq/pnON6e8IUF2NZwIdu6zGr8PiS05b/umvt7KKU/
tZIKD/Mc4elxcSStgywCdFauPsUgbeclOhv1f8dS9gn1zBjHpLOrcxdeIAZE6IV7
fo3n+/uJQiisJdn7i3YIF8EWooM8/HSKYk0IMof5uHMOyFiNk3CaWbaV6Wx768qw
jcDHd5howJ0TzzEQ4jPZaTemcSb4wZvCz3IWitvOCwXEtya44ZmZGg6t r6JUXVMV
wlu2

1 s:C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign RSA OV SSL CA 2018

i:0U = GlobalSign Root CA - R3, 0 = GlobalSign, CN = GlobalSign
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256

v:NotBefore: Nov 21 00:00:00 2018 GMT; NotAfter: Nov 21 00:00:00 2028 GMT

MIIETjCCAzagAwIBAgINAe5fIh38YjvUMzqFVzANBgkghkiGOwOBAQsFADBMMSAW
HgYDVQQLExdHbG91iYWxTaWduIFJvb3QgQOEgLSBSMzETMBEGALUEChMKR2xvYmFs
U21nbj ETMBEGALUEAXMKR2xvYmFsU21nbjAeFwOx0DExMj EwMDAwMDBaFwOyODEX
Mj EwMDAWMDBaMFAxCzAJBgNVBAYTAkJFMRkwFwYDVQQKEXBHbGI1iYWxTaWduIG52
LXNhMSYwJAYDVQQDEXx1HbG9iYWxTaWduIFITQSBPViBTUOWgQOEgMjAXODCCASIwW
DQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAKdaydUMGCEAT9WXD+uu3Vxoa2uP
UGATeoHL1+60imGUSYZ59gSnKvuk21la77qCk8HuKf1UfRSNhDW5xUTo1JAgvjOH3
idaSz6+zpz8w7bXfIa7+9UQX/dhj2S/TgVprX9NHsKzyqzskeU8fxy7quRU6fBhM
ab01IFkJIXinDY+YuRluglJIBIDrnw9UqhCS98NE3QVADFB1V5Bs6i0BDXSEPouVql
1VWIMdIbPYa+oewNEtssmSStR8IVA+Z6cLVwzMONLKWM] sIYPILILnNVvBhBWKOCq
08VS++XFBdZpaFwGue5RieGKDkFNm5KQConpFmvv73W+eka440eKHRwupO@8CAWEA
Aa0CASkwggETMA4GA1UdDWEB/wQEAWIBhjASBgNVHRMBAT8ECDAGAQH/AGEAMBOG
A1UdDgQWBBT473/yzXhngN5vjySNiPGHAWKz6zAfBgNVHSMEGDAWGBSPSEt/qC5F
JK5NUPpjmove4t0bvDA+BggrBgEFBQCcBAQQYMDAWLYYIKwYBBQUHMAGGImhOdHAG
Ly9vY3NwMi5nbG9iYWxzaWduLmNvbS9yb290cjMwNgYDVROfBCBWLTAroCmgJ4Yl
aHROcDovL2NybC5nbG9iYWxzaWduLmNvbS9yb290LXIzLmNybDBHBgNVHSAEQDA+
MDwGBFUdIAAwWNDAYBggrBgEFBQcCARYmaHROCHM6LY93d3cuZ2xvYmFsc2lnbi5]j
b20vcmVwb3NpdG9yeS8wDQYJIKoZIhvcNAQELBQADgGEBAIMQyC1fQoruC2bbmANz

National IPv6 Readiness Monitor — https://ipv6.my6.my
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EdSIh1IoU4r7rd/9c446ZwTbwlMUcBQJIfMPg+NccmBqixD7b6QD]jynCy8SIwIVbb
0615X0FYC20UgDX1b10d65pHBT9ZjQCXxQNgQmIYaumxtf4z1s4DfjGRzNpZ5eW10
6r/4ngGPoJVpjemEuun11Ig423g7mNA2eymwOLIYKN5SQwCuaifIFI6GlazhgDEw
fpolu4usBCOmmQDo8dIm7A9+040rkjgTHY+GzYZSR+YOfFukAj6KYXwidlNalFMz
hriSqHKvof1Shx8xpfywgVcvzfTO3PYkz6fiNIBonf6q8amaEsybwMbDgKWwIX7e
SPY=

s:0U = GlobalSign Root CA - R3, 0 = GlobalSign, CN = GlobalSign
i:0U = GlobalSign Root CA - R3, 0 = GlobalSign, CN = GlobalSign

a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256

v:NotBefore: Mar 18 10:00:00 2009 GMT; NotAfter: Mar 18 10:00:00 2029 GMT

MIIDXzCCAkegAwIBAgILBAAAAAABIVHhTCKIWDQYJKoZIhvcNAQELBQAWTDEGMBAG
ALUECXMXR2xvYmFsU21nbiBSb290IENBICOgUjMxEZARBgNVBAoTCkdsb2JhbFNp
Z24xEzARBgNVBAMTCkdsb2JhbFNpZ24wHhcNMDkwMzE4MTAwWMDAWWhcNMj kwMzE4
MTAWMDAwWW j BMMSAwHgYDVQQLExdHbGI1iYWxTaWduIFJvbh3QgQOEgLSBSMZETMBEG
ALUEChMKR2xvYmFsU21nbjETMBEGALUEAXMKR2xvYmFsU21nbj CCASIwDQYJKoZI
hvcNAQEBBQADggEPADCCAQoCggEBAMwldpB5BngiFvXAg7aEyiie/QV2ECWtiHL8
RgJIDx7KKnQRfIMsuS+FggkbhUgsMgUdwbN1kOev1LKMPgjOMK66X17YUhhB5uzsT
gHeMCOFJOmpilx9e+pZo34knlTifBtc+ycsmWQ1lz3rDI6SYOgxXG71uLOgRgykmm
KPZp0/bLyCiR5Z2KYVc3rHQU3HTgOUSyLy6c+9C7v/UIAOEGM+iCKE5Tp]oWcszd
QQ4g0sCOP6Hpsk+QLjIg6VFLUQSSaG] 10CZgdbKfd/+RFO+uTEN8 rUAVSNECMWEZ
XriX7613t2Saer9fwRPvm2L7DWzgVGkWqQPabumDk3F2xmmFghcCAwEAAaNCMEAW
DgYDVROPAQH/BAQDAJEGMABGALUJEWEB/WwQFMAMBAf8wHQYDVROOBBYEFI/wWS3+0
LkUkrk1Q+m0ai97i3Ru8MAOGCSqGSIb3DQEBCWUAA4IBAQBLQNVAUKr+yAzv95ZU
RUm71gAJQayzE4aGKAczymvmdLm6AC2upArT9fHxD4q/c2dKg8dEe3jgr25sbwMp
j jM5Rc005L1XbKr8EpbsUBYt5CRsuZRj+9xTaGdWPo04zzUhw8lo/s7awl0qzICK
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200
Connected IP 211.25.204.27
Connect Time 14.5 ms

TTFB 1792.15 ms
Total Time 1792.59 ms

Response Headers:

"HTTP/1.0 302 Moved Temporarily",
"Location: https://bsn.com.my/",
"Server: BigIP",

"Connection: Keep-Alive",
"Content-Length: 0",

"HTTP/1.1 301 Moved Permanently",
"Date: Fri, 12 Jun 2026 16:48:43 GMT",
"Content-Type: text/html",
"Content-Length: 162",

"Connection: close",

"Location: https://www.bsn.com.my/",

"Set-Cookie: Path=/; HttpOnly; Secure",

"X-Frame-Options: DENY",

"Content-Security-Policy: connect-src 'self' 'unsafe-hashes' data: blob: wss://r3.cloud.yellow.ai analytics.google.com *.yellow.ai analytics.tiktok.com
www.google-analytics.com *.doubleclick.net;default-src 'self'; font-src * data: blob:;img-src * data:;script-src * *.yellow.ai ‘'unsafe-inline' 'unsafe-eval';style-
src * ‘'unsafe-inline';frame-src *;worker-src 'self' blob:",

"15": "Set-Cookie: TS0120fd3f=01826f0b6140d00a1368d54dcbele82e6f27564ch10499cd4a3e4b2bbc023830e55c84658cf0384d52c4aa85252f4bad3fbc62fafc; Path=/"

"16": "Set-Cookie: TS0120fd3f028=01575164425fd7ff65994d5ddedf793423af141dab020041a1945077ce2684249e65af24a7f370d2ca9d9f9b181ed98526a04642f8; Path=/"

"18": "HTTP/1.1 302 Found",

"19": "Date: Fri, 12 Jun 2026 16:48:43 GMT",

"20": "Content-Type: text/html; charset=UTF-8"

"21": "Connection: close",

oo
"23": "Location: https://www.bsn.com.my/page/islamic-index",

"Cache-Control: private, must-revalidate",

"24": "pragma: no-cache",

"25": "expires: -1"

"26": "Set-Cookie: XSRF-
TOKEN=eyJpdiI6ImtZZzhxbOMxdThMYINDUlcObz1lkakE9PSISINnZhbHV1IjoiKO9EL1BtY1VYRE94cngxbXhlbCt6ZWQ3MWFFYnZOcFp5VWszbmg3Z01kcTZsSWFDckFIWU12NjJIsMGg30ThjS2VRYXdMTHFuc1ZVTDICODFZazkvTGVC!
expires=Fri, 12 Jun 2026 18:48:43 GMT; Max-Age=7200; path=/; HTTPOnly; Secure;; secure",

"27": "Set-Cookie:
bsncms_session=eyJpdiI6IjhEajZkN1BabjNiczFKWnJDR2NvZ2c9PSIsInZhbHV1IjoibGVVUkFxVGtqSzNVajVDd29SaFLTMitLOU1sSWNyQmpPcOV6dGFIcGN10TZIKzQxbDZEY21Yc1ZKcUXOREhOT1hnMU9wcjhrd@pTeHVYVit:
expires=Fri, 12 Jun 2026 18:48:43 GMT; Max-Age=7200; path=/; HTTPOnly; Secure;; secure; httponly",

"28": "Strict-Transport-Security: max-age=31536000; includeSubDomains"

"29": "X-Content-Type-Options: nosniff",

"30": "Set-Cookie: Path=/; HttpOnly; Secure",

"31": "X-Frame-Options: DENY",

"32": "Content-Security-Policy: connect-src 'self' 'unsafe-hashes' data: blob: wss://r3.cloud.yellow.ai analytics.google.com *.yellow.ai analytics.tiktok.com
www.google-analytics.com *.doubleclick.net;default-src 'self'; font-src * data: blob:;img-src * data:;script-src * *.yellow.ai ‘'unsafe-inline' 'unsafe-eval';style-
src * 'unsafe-inline';frame-src *;worker-src 'self' blob:",

"33": "Set-Cookie: TS0120fd3f=01826f0b61d5df5fed9345e7becedfe8a637c5e9d8d92fc9419caab228e4chbcebdbad8b2eeaf04157ca574a9fcb908733f21ee5bed; Path=/",

"34": "Set-Cookie: TS0120fd3f028=015751644231efd873b2febcadc7d8dedadled26bOc6cOe502db56f0bT1859a9c84198bbb82763c801efb73093e5b5069b1a7e7737; Path=/"

"36": "HTTP/1.1 200 OK",

"37": "Date: Fri, 12 Jun 2026 16:48:44 GMT",

"38": "Content-Type: text/html; charset=UTF-8"

"39": "Connection: close",
"40" Vary: Accept-Encoding"
"41": "Cache-Control: private, must-revalidate"

"42": “"pragma: no-cache",

"43": "expires: -1"

"44": "Set-Cookie: XSRF-

TOKEN=eyJpdiI6Ijc50Vd4RXV2MzZuWk5GCWRKRDAydHCOPSISInZhbHV1Ijoi0TRIUDdodFFnV2M5dTBFbOt3NTRkbkOYNi9ZZHg1THhDCTB1UjEZdmpISmOz0EQ5a]j lxcTZzUTFDMDAKSzI0b2hYczIFbStKekZzdVpYdUFuYz1xbVFY
expires=Fri, 12 Jun 2026 18:48:44 GMT; Max-Age=7200; path=/; HTTPOnly; Secure;; secure",

"45": "Set-Cookie:
bsncms_session=eyJpdiI6IjU5L2FVYk50WHIUNy9PWjBBVDhVeXc9PSIsInZhbHV1Ijoil1gxRXRIWUILZnF5dzFKWVIWNE8rUOtqaHNBc3QzKOovbVROUM81YVEZU3NUOFdiZUdINDlvL2FvTZzFBcOXmUmc2MVZnNWMOQTZMNMQ4SGS
expires=Fri, 12 Jun 2026 18:48:44 GMT; Max-Age=7200; path=/; HTTPOnly; Secure;; secure; httponly",

"46": "Strict-Transport-Security: max-age=31536000; includeSubDomains"

"47": "X-Content-Type-Options: nosniff",

"48": "Set-Cookie: Path=/; HttpOnly; Secure"

"49": "X-Frame-Options: DENY",

"50": "Content-Security-Policy: connect-src 'self' 'unsafe-hashes' data: blob: wss://r3.cloud.yellow.ai analytics.google.com *.yellow.ai analytics.tiktok.com
www.google-analytics.com *.doubleclick.net;default-src 'self'; font-src * data: blob:;img-src * data:;script-src * *.yellow.ai ‘'unsafe-inline' 'unsafe-eval';style-
src * ‘'unsafe-inline';frame-src *;worker-src 'self' blob:",

"51": "Set-Cookie: TS0120fd3f=01826f0b6lad6e87d2dad4c181973a87bb58ae85dda4a34dad4f55e84116def15bbd102ae2blb2abe4d321351dc0884c62def40451; Path=/",

"52": "Set-Cookie: TS0120fd3f028=0157516442a708342d9ee387ace7c059fbabe28ace6d327a5058ccOddfd7e463cae567c7dlacee936952ba84d9d653fd18fc190995; Path=/"
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}
IPv4 HTTPS (port 443)
HTTP Status 200
Connected IP 211.25.204.27
Connect Time 7.68 ms
TTFB 1735.54 ms
Total Time 1735.71 ms

Response Headers:

www

src

"HTTP/1.1 301 Moved Permanently",

"Date: Fri, 12 Jun 2026 16:48:44 GMT",

"Content-Type: text/html",

"Content-Length: 162",

"Connection: keep-alive",

"Location: https://www.bsn.com.my/",

"Set-Cookie: Path=/; HttpOnly; Secure",

"X-Frame-Options: DENY",

"8": "Content-Security-Policy: connect-src 'self' 'unsafe-hashes' data: blob: wss://r3.cloud.yellow.ai analytics.google.com *.yellow.ai analytics.tiktok.com

.google-analytics.com *.doubleclick.net;default-src 'self'; font-src * data: blob:;img-src * data:;script-src * *.yellow.ai ‘'unsafe-inline' 'unsafe-eval';style-

* 'unsafe-inline';frame-src *;worker-src 'self' blob:",

"9": "Set-Cookie: TS0120fd3f=01826f0b617ef378e79c2e00e19297c48a69ce22cff542321ff0e6c094b062aa49a76e4565bdaa20a59698ad88440a818fdbc74366; Path=/",
"10": "Set-Cookie: TS0120fd3f028=0157516442421f56952b39958b4c2a82a8ae3e079c4178bd60cOc2eaab3b65cleaf7ad93242eb88c334b99af878ede37918a91272; Path=/"
"12": "HTTP/1.1 302 Found",

"13": "Date: Fri, 12 Jun 2026 16:48:44 GMT",

"14": "Content-Type: text/html; charset=UTF-8"

"15": "Connection: keep-alive",

"16" Cache-Control: private, must-revalidate",

"17": "Location: https://www.bsn.com.my/page/islamic-index"
"18": "pragma: no-cache",

"19": "expires: -1",

"20": "Set-Cookie: XSRF-

TOKEN=eyJpdiI6ITRKUDVMTGXHYmIVNWF1czQ4NkpuV2c9PSIsInZhbHV1IjoiMkRTUEh1YVdqc1ArQXo4QW10RG1pUmO4QnNIc3NrWUTVNmL6TXI6VFBYNWA rTWgwYzMydEp2bHY1VOthdUJqZzRUUKXTVHZ2MnpHckZ0d N4 cEoxdXpD
expires=Fri, 12 Jun 2026 18:48:44 GMT; Max-Age=7200; path=/; HTTPOnly; Secure;; secure",

"21": "Set-Cookie:

bsncms_session=eyJpdiI6I11uWHIXQ31jVXNFeFlyTFN3THhKMGCOPSIsInZhbHV1IjoiaTM3eERsMVNE6M3hIZW5halR3dDRoSUWWVERISTFIKZZiWjZMMi9gZ1hvYnJ3TO1lySO1UekZENTMOUOt3VWIrROINRYVIjaE1BR25Wb29KWFF.
expires=Fri, 12 Jun 2026 18:48:44 GMT; Max-Age=7200; path=/; HTTPOnly; Secure;; secure; httponly",

Www .

src

"22": "Strict-Transport-Security: max-age=31536000; includeSubDomains"

"23" X-Content-Type-Options: nosniff",

"24": "Set-Cookie: Path=/; HttpOnly; Secure"

"25": "X-Frame-Options: DENY",

"26": "Content-Security-Policy: connect-src 'self' 'unsafe-hashes' data: blob: wss://r3.cloud.yellow.ai analytics.google.com *.yellow.ai analytics.tiktok.com
google-analytics.com *.doubleclick.net;default-src 'self'; font-src * data: blob:;img-src * data:;script-src * *.yellow.ai ‘'unsafe-inline' ‘'unsafe-eval';style-

* 'unsafe-inline';frame-src *;worker-src 'self' blob:",

"27": "Set-Cookie: TS0120fd3f=01826f0b612beaddad56aaddc5fea26776a5a6cadf21ed776bf2f1df62fb1838b3d044277444eab4068b1c19975b88196F6eb29a35; Path=/",
"28": "Set-Cookie: TS0120fd3f028=0157516442fdedbfOeebcdcafeff63f78a3c6de532chb31ccc93ee611209302930e9e6542096e5c7a0a90caddbc40d2e619cb1492c; Path=/"
"29": "Transfer-Encoding: chunked"

“31": "HTTP/1.1 200 OK",

"32": "Date: Fri, 12 Jun 2026 16:48:46 GMT",

"33": "Content-Type: text/html; charset=UTF-8"

"34": "Connection: keep-alive",

"35": "Vary: Accept-Encoding",

"36": "Cache-Control: private, must-revalidate",

37
"38": "expires: -1"
"39": "Set-Cookie: XSRF-

"pragma: no-cache",

TOKEN=eyJpdiI6Ing4WXN3RzYzeXgxeUhIVVK5M1E2bUEOPSISInZhbHV1IjoiZjZLaORCS092Yms5Qk1XTTdpeVgrMzZNd11MbHI3ai90oWEZHUDI3b1IRMHIXxcOoxVVp5YUYzdm9jWGVVbG1IBMNhERFRpNjZaUFJ1leFJQan1BSzhoZX1F
expires=Fri, 12 Jun 2026 18:48:46 GMT; Max-Age=7200; path=/; HTTPOnly; Secure;; secure",

"40": "Set-Cookie:

bsncms_session=eyJpdiI6IjFydDgrMORDZVATV11xZGITQONSM3c9PSIsInZhbHV1Ijoi0EJIMTIZzM1ZybHVHVjNIZFVHd1ROCUhXQ1pMWGhY0St5UGphbTVIQXArcTVCZWIyMnhKOStkaHMOTWVhcHdrc1BjY11PbG5nbUNgaVdgRmd!
expires=Fri, 12 Jun 2026 18:48:46 GMT; Max-Age=7200; path=/; HTTPOnly; Secure;; secure; httponly",

www
src
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"41": "Strict-Transport-Security: max-age=31536000; includeSubDomains"

"42": "X-Content-Type-Options: nosniff",

"43": "Set-Cookie: Path=/; HttpOnly; Secure"

"44": "X-Frame-Options: DENY",

"45": "Content-Security-Policy: connect-src 'self' 'unsafe-hashes' data: blob: wss://r3.cloud.yellow.ai analytics.google.com *.yellow.ai analytics.tiktok.com

.google-analytics.com *.doubleclick.net;default-src 'self'; font-src * data: blob:;img-src * data:;script-src * *.yellow.ai ‘'unsafe-inline' 'unsafe-eval';style-

* 'unsafe-inline';frame-src *;worker-src 'self' blob:",

"46": "Set-Cookie: TS0120fd3f=01826f0b610f8564c4327fb5e553c7€720a80dfe76b14788a00e7c4b69b15517989b2008bbd102af80eb64cdOb69b274b2a8001915; Path=/",
"47": "Set-Cookie: TS0120fd3f028=01575164425a1b9e3c5bc747846e86955262230ba089f89d9aeda241b5f449de771f328586512207003b50127d7a%e2c688caa76b7; Path=/"
"48": "Transfer-Encoding: chunked"
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Connectivity Test Evidence

Test
TCP Connect IPv4 - port 80

TCP Connect IPv4 - port 443

Test Node Network Evidence
Node Profile dual stack

Egress Connectivity

IPv4 Egress unreachable

IPv6 Egress 2202:4780:5e:2789::1
Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6 0
IPv6 Routes

2a02:4780:5e::/48 dev eth® proto kernel metric 256 pref medium

feB80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static
76.13.221.0/24 dev eth@ proto kernel scope link src 76.13.221.142
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Result
302 0.001869 0.005712

301 0.002243 0.033239
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