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✗
Non-Compliant

MGv6C-1.0

28%
No IPv6 Support

IPV6-ONLY READINESS

Website: ✗ Not Ready

DNS: ✗ Not Ready

Email: ✗ Not Ready

IPV4 ADDRESSES

211.25.204.27

Network Information (WHOIS / RDAP)

IPv4 Network

Organization TT DOTCOM SDN BHD

Country MY

ASN AS9930

ASN Name
TTNET-MY - TIME dotCom Berhad No. 14, Jalan Majistret U1/26 Hicom Glenmarie Industrial Park 40150 Shah Alam
Selangor, Malaysia, MY

Network (CIDR) 211.24.0.0/15

Web Services (35%) 0 / 8

# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.

7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 0 / 5

# CHECK RESULT DETAIL

1 NS Has AAAA Record FAIL No nameserver has an AAAA record.

2 NS Reachable via IPv6 FAIL No nameserver is reachable over IPv6.

3 NS Answers Queries via IPv6 FAIL Nameserver does not answer queries over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

7 RRSIG Valid FAIL No valid RRSIG found.
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# CHECK RESULT DETAIL

8 Signing Algorithm INFO No DNSKEY record found.

Email Services (25%) 3 / 6

# CHECK RESULT DETAIL

1 MX Record Exists PASS MX record found.

2 MX Server Has IPv6 FAIL MX server has no IPv6 address.

3 SMTP Reachable via IPv6 FAIL SMTP is not reachable over IPv6.

4 STARTTLS over IPv6 FAIL STARTTLS not available over IPv6.

5 SPF Record PASS SPF record found.

6 DKIM Selector INFO DKIM selector found: mail._domainkey

7 DMARC Record PASS DMARC record found.

IPv4 Baseline (15%) 3 / 3

# CHECK RESULT DETAIL

1 A Record PASS 211.25.204.27

2 HTTP over IPv4 PASS HTTP (port 80) responds over IPv4 — 2098ms TTFB.

3 HTTPS over IPv4 PASS HTTPS (port 443) responds over IPv4 — 1830ms TTFB.
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Audit Trail & Evidence Record

Verification ID fefeaa18-2158-4435-b36b-7b1967251bad

Domain bsn.com.my

Check Mode Scheduled

Status Completed

Started 13 Jun 2026, 00:48:35 MYT

Finished 13 Jun 2026, 00:48:46 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/fefeaa18-2158-4435-b36b-7b1967251bad

Integrity Verification

✓ INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash fa00e6a5e6f75b1b11c252151c48c7f49c13f64d4fa89709062b072e08eba27d

http_headers a6bf53b1027ab77a9b6540a686d0c967f939604a9b1b4396ae49a734b7fb7240

dns_responses e060bc1acf7ec06e57b751f664df7839d23f183350a7bbeb5a6076801e7d4cc5

tls_handshake 744fabc54fad7b4c6849cb48e6b89d212f6bfbce5b51e99338cd37cec3527518

connectivity_log 017bc978c1e6bf631fe5f1c4444f34167dde6910ad35f9b32d686466fb5f203d

dns_resolution_times 7da05e2781a1669d1618554450b48adcb9709996fd47d0835b3e67f693843ffb

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT_DYNAMIC Tue May 26 13:00:45 UTC 2026 x86_64

Hostname srv1440888

Php Version 8.3.31

Server Ipv4 —

Server Ipv6 —

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)

System Default 7.93 25.68 6.1 7.89 -1.8 

Google IPv4 32.22 38.58 40.77 47.16 +8.6 

Google IPv6 33.43 40.63 38.47 41.33 +5 

Cloudflare IPv4 16.5 24.3 24.71 26.66 +8.2 

Cloudflare IPv6 36.34 43.44 21.95 28.3 -14.4 
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DNS Evidence

A

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 38037
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
bsn.com.my.		300	IN	A	211.25.204.27

DS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 14768
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
com.my.			3569	IN	SOA	e.nic.my. hostmaster.nic.my. 2026046671 1800 900 604800 3600

MX

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 10108
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
bsn.com.my.		3600	IN	MX	5 mx2.bsn.com.my.
bsn.com.my.		3600	IN	MX	5 mx1.bsn.com.my.

NS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 13544
;; flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: 0, ADDITIONAL: 4

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
bsn.com.my.		300	IN	NS	bsndns3.bsn.com.my.
bsn.com.my.		300	IN	NS	bsndns3tm.bsn.com.my.
bsn.com.my.		300	IN	NS	bsndns.bsn.com.my.

TXT

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 24130
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
bsn.com.my.		3600	IN	TXT	"brevo-code:43fa2bfdcc23441c01ce1a5e9cb0694a"
bsn.com.my.		3600	IN	TXT	"v=spf1 mx a:mx1.bsn.com.my a:mx2.bsn.com.my a:mx3.bsn.com.my ip4:58.27.45.149/32 ip4:211.25.204.14/32 ip4:211.25.204.2/32 ip4:202.187.110.14/32 
ip4:1.9.17.14/32 ip4:202.187.110.59/32 ip4:77.32.147.47/32 ip4:77.32.143.180/32 ip4:172.246.24.59/32 ip4:2" "11.25.204.3/32 ip4:1.9.17.3/32 ip4:211.25.204.34/32 
ip4:210.187.40.194/32 ip4:103.251.2.146 include:spf.protection.outlook.com -all"

AAAA

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 58145
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
bsn.com.my.		3594	IN	SOA	bsndns3.bsn.com.my. admin.dnsvault.net. 2026050605 1800 1200 86400 5400

RRSIG
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bsndns3.bsn.com.my. admin.dnsvault.net. 2026050605 1800 1200 86400 5400

DNSKEY

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 45816
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
bsn.com.my.		3594	IN	SOA	bsndns3.bsn.com.my. admin.dnsvault.net. 2026050605 1800 1200 86400 5400

DNSSEC_VALIDATION

; unsigned answer
bsn.com.my.		3594	IN	SOA	bsndns3.bsn.com.my. admin.dnsvault.net. 2026050605 1800 1200 86400 5400
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TLS Handshake Evidence

IPV4 Connection

IP Used 211.25.204.27

IP Version 4

depth=2 OU = GlobalSign Root CA - R3, O = GlobalSign, CN = GlobalSign
verify return:1
depth=1 C = BE, O = GlobalSign nv-sa, CN = GlobalSign RSA OV SSL CA 2018
verify return:1
depth=0 C = MY, ST = Kuala Lumpur, L = Kuala Lumpur, O = Bank Simpanan Nasional, CN = www.bsn.com.my
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:C = MY, ST = Kuala Lumpur, L = Kuala Lumpur, O = Bank Simpanan Nasional, CN = www.bsn.com.my
   i:C = BE, O = GlobalSign nv-sa, CN = GlobalSign RSA OV SSL CA 2018
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Feb 10 01:46:07 2026 GMT; NotAfter: Mar 14 01:46:06 2027 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 1 s:C = BE, O = GlobalSign nv-sa, CN = GlobalSign RSA OV SSL CA 2018
   i:OU = GlobalSign Root CA - R3, O = GlobalSign, CN = GlobalSign
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Nov 21 00:00:00 2018 GMT; NotAfter: Nov 21 00:00:00 2028 GMT
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EdSIhlIoU4r7rd/9c446ZwTbw1MUcBQJfMPg+NccmBqixD7b6QDjynCy8SIwIVbb
0615XoFYC20UgDX1b10d65pHBf9ZjQCxQNqQmJYaumxtf4z1s4DfjGRzNpZ5eWl0
6r/4ngGPoJVpjemEuunl1Ig423g7mNA2eymw0lIYkN5SQwCuaifIFJ6GlazhgDEw
fpolu4usBCOmmQDo8dIm7A9+O4orkjgTHY+GzYZSR+Y0fFukAj6KYXwidlNalFMz
hriSqHKvoflShx8xpfywgVcvzfTO3PYkz6fiNJBonf6q8amaEsybwMbDqKWwIX7e
SPY=
-----END CERTIFICATE-----
 2 s:OU = GlobalSign Root CA - R3, O = GlobalSign, CN = GlobalSign
   i:OU = GlobalSign Root CA - R3, O = GlobalSign, CN = GlobalSign
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Mar 18 10:00:00 2009 GMT; NotAfter: Mar 18 10:00:00 2029 GMT
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200

Connected IP 211.25.204.27

Connect Time 14.5 ms

TTFB 1792.15 ms

Total Time 1792.59 ms

Response Headers:

{
    "0": "HTTP/1.0 302 Moved Temporarily",
    "1": "Location: https://bsn.com.my/",
    "2": "Server: BigIP",
    "3": "Connection: Keep-Alive",
    "4": "Content-Length: 0",
    "6": "HTTP/1.1 301 Moved Permanently",
    "7": "Date: Fri, 12 Jun 2026 16:48:43 GMT",
    "8": "Content-Type: text/html",
    "9": "Content-Length: 162",
    "10": "Connection: close",
    "11": "Location: https://www.bsn.com.my/",
    "12": "Set-Cookie: Path=/; HttpOnly; Secure",
    "13": "X-Frame-Options: DENY",
    "14": "Content-Security-Policy: connect-src 'self' 'unsafe-hashes' data: blob: wss://r3.cloud.yellow.ai analytics.google.com *.yellow.ai analytics.tiktok.com 
www.google-analytics.com *.doubleclick.net;default-src 'self'; font-src * data: blob:;img-src * data:;script-src * *.yellow.ai  'unsafe-inline' 'unsafe-eval';style-
src * 'unsafe-inline';frame-src *;worker-src 'self' blob:",
    "15": "Set-Cookie: TS0120fd3f=01826f0b6140d00a1368d54dcbe1e82e6f27564cb10499cd4a3e4b2bbc023830e55c84658cf0384d52c4aa85252f4ba03fbc62fafc; Path=/",
    "16": "Set-Cookie: TS0120fd3f028=01575164425fd7ff65994d5ddedf793423af141dab020041a1945077ce2684249e65af24a7f370d2ca9d9f9b181ed98526a04642f8; Path=/",
    "18": "HTTP/1.1 302 Found",
    "19": "Date: Fri, 12 Jun 2026 16:48:43 GMT",
    "20": "Content-Type: text/html; charset=UTF-8",
    "21": "Connection: close",
    "22": "Cache-Control: private, must-revalidate",
    "23": "Location: https://www.bsn.com.my/page/islamic-index",
    "24": "pragma: no-cache",
    "25": "expires: -1",
    "26": "Set-Cookie: XSRF-
TOKEN=eyJpdiI6ImtZZzhxb0MxdThMYlNDUlc0bzlkakE9PSIsInZhbHVlIjoiK09EL1BtY1VYRE94cngxbXhlbCt6ZWQ3MWFFYnZOcFp5VWszbmg3Z0lkcTZsSWFDckFlWU12NjJsMGg3OThjS2VRYXdMTHFuclZVTDJCODFZazkvTGVCSjZQNUZ6WlBucVBic0MzY2ZlVHBybXg3L0M5UU9FazNGTzVEYlFLOG8iLCJtYWMiOiIwMmZjNzUyNWM2ZTIyMTNkMDc1NzZmMmZlNWIwMDlkYzYyZjhhMGU2NTNkZTc4ZjVjZTBmZjk4NWE3MGRhMjA0IiwidGFnIjoiIn0%3D; 
expires=Fri, 12 Jun 2026 18:48:43 GMT; Max-Age=7200; path=/; HTTPOnly; Secure;; secure",
    "27": "Set-Cookie: 
bsncms_session=eyJpdiI6IjhEajZkN1BabjNiczFKWnJDR2NvZ2c9PSIsInZhbHVlIjoibGVvUkFxVGtqSzNVajVDd29SaFlTMitLOU1sSWNyQmpPc0V6dGFJcGNlOTZJKzQxbDZEY2lYc1ZKcUxOREhOT1hnMU9wcjhrd0pTeHVYVitZNW1iNU4veFl3Vk80MjdtOE8vR2hEWGc3SGlHbmViZkNvdmRKRkxpenp6dWFVU0giLCJtYWMiOiJhZmI2OTVjOTUxMjg1ZjgyMjUwMDhjOTZhNDRmM2IwNmRhMmIyMjk0YWFmOTMwNjQzZDMyYzc1NjllODE4NzIyIiwidGFnIjoiIn0%3D; 
expires=Fri, 12 Jun 2026 18:48:43 GMT; Max-Age=7200; path=/; HTTPOnly; Secure;; secure; httponly",
    "28": "Strict-Transport-Security: max-age=31536000; includeSubDomains",
    "29": "X-Content-Type-Options: nosniff",
    "30": "Set-Cookie: Path=/; HttpOnly; Secure",
    "31": "X-Frame-Options: DENY",
    "32": "Content-Security-Policy: connect-src 'self' 'unsafe-hashes' data: blob: wss://r3.cloud.yellow.ai analytics.google.com *.yellow.ai analytics.tiktok.com 
www.google-analytics.com *.doubleclick.net;default-src 'self'; font-src * data: blob:;img-src * data:;script-src * *.yellow.ai  'unsafe-inline' 'unsafe-eval';style-
src * 'unsafe-inline';frame-src *;worker-src 'self' blob:",
    "33": "Set-Cookie: TS0120fd3f=01826f0b61d5df5fed9345e7bece9fe8a637c5e9d8d92fc9419caab228e4cbcebdba08b2eeaf04157ca574a9fcb908733f21ee5be0; Path=/",
    "34": "Set-Cookie: TS0120fd3f028=015751644231efd873b2febca0c7d8dedad1ed26b0c6c0e502db56f0bf1859a9c84198bbb82763c801efb73093e5b5069b1a7e7737; Path=/",
    "36": "HTTP/1.1 200 OK",
    "37": "Date: Fri, 12 Jun 2026 16:48:44 GMT",
    "38": "Content-Type: text/html; charset=UTF-8",
    "39": "Connection: close",
    "40": "Vary: Accept-Encoding",
    "41": "Cache-Control: private, must-revalidate",
    "42": "pragma: no-cache",
    "43": "expires: -1",
    "44": "Set-Cookie: XSRF-
TOKEN=eyJpdiI6Ijc5OVd4RXV2MzZuWk5GcWRKRDdydHc9PSIsInZhbHVlIjoiOTRJUDdodFFnV2M5dTBFb0t3NTRkbk0yNi9ZZHg1THhDcTB1UjEzdmpISm0zOEQ5ajlxcTZzUTFDMDdKSzI0b2hYczJFbStKekZzdVpYdUFuYzlxbVFYdTRaMkd1eDBtV2UyNVBJR2lJUHJrbmR3M3EyNEs2MkkrRC90MUdFaXoiLCJtYWMiOiI3MTIxYjlkMGUwN2ZlYzg2MTk1ODg5YWZmNGI3ZGU3MjQwZjBkZWQ1NTFlMTliNDBmYTZmMmZmNDhiODJhNTk5IiwidGFnIjoiIn0%3D; 
expires=Fri, 12 Jun 2026 18:48:44 GMT; Max-Age=7200; path=/; HTTPOnly; Secure;; secure",
    "45": "Set-Cookie: 
bsncms_session=eyJpdiI6IjU5L2FVYk5oWHJUNy9PWjBBVDhVeXc9PSIsInZhbHVlIjoiL1gxRXRJWU9LZnF5dzFKWVJwNE8rU0tqaHNBc3QzK0ovbVROUm81YVEzU3NUOFdiZUdlNDlvL2FvTzFBc0xmUmc2MVZnNWM0QTZMNmQ4SG5QUk4xcDhCTWZnbDJMQlNqVmxFRjdsRXM2OEVPdFM5MTd0ck9yZjJBdll1KzdmTEkiLCJtYWMiOiIwYzE5N2EyMjE2ZGYyYWIyOTI0MDYyYTlhMzU4YThkZmMxNmNhYzYyMmIwOTQ3YWFlYjc2NmNkOWZhNjZhYjJkIiwidGFnIjoiIn0%3D; 
expires=Fri, 12 Jun 2026 18:48:44 GMT; Max-Age=7200; path=/; HTTPOnly; Secure;; secure; httponly",
    "46": "Strict-Transport-Security: max-age=31536000; includeSubDomains",
    "47": "X-Content-Type-Options: nosniff",
    "48": "Set-Cookie: Path=/; HttpOnly; Secure",
    "49": "X-Frame-Options: DENY",
    "50": "Content-Security-Policy: connect-src 'self' 'unsafe-hashes' data: blob: wss://r3.cloud.yellow.ai analytics.google.com *.yellow.ai analytics.tiktok.com 
www.google-analytics.com *.doubleclick.net;default-src 'self'; font-src * data: blob:;img-src * data:;script-src * *.yellow.ai  'unsafe-inline' 'unsafe-eval';style-
src * 'unsafe-inline';frame-src *;worker-src 'self' blob:",
    "51": "Set-Cookie: TS0120fd3f=01826f0b61a46e87d2da44c181973a87bb58ae85dda4a34da94f55e84116def15bbd102ae2b1b2abe4d321351dc0884c62def40451; Path=/",
    "52": "Set-Cookie: TS0120fd3f028=0157516442a708342d9ee387ace7c059fba0e28ace6d327a5058cc0ddfd7e463cae567c7d1aeee936952ba84d9d653fd18fc190995; Path=/"

IPv6 Readiness Report
bsn.com.my — Banking

Generated: 13 Jun 2026, 19:06 MYT
Last Checked: 13 Jun 2026, 00:48 MYT

National IPv6 Readiness Monitor — https://ipv6.my6.my Page 11 of 13



}

IPv4 HTTPS (port 443)

HTTP Status 200

Connected IP 211.25.204.27

Connect Time 7.68 ms

TTFB 1735.54 ms

Total Time 1735.71 ms

Response Headers:

{
    "0": "HTTP/1.1 301 Moved Permanently",
    "1": "Date: Fri, 12 Jun 2026 16:48:44 GMT",
    "2": "Content-Type: text/html",
    "3": "Content-Length: 162",
    "4": "Connection: keep-alive",
    "5": "Location: https://www.bsn.com.my/",
    "6": "Set-Cookie: Path=/; HttpOnly; Secure",
    "7": "X-Frame-Options: DENY",
    "8": "Content-Security-Policy: connect-src 'self' 'unsafe-hashes' data: blob: wss://r3.cloud.yellow.ai analytics.google.com *.yellow.ai analytics.tiktok.com 
www.google-analytics.com *.doubleclick.net;default-src 'self'; font-src * data: blob:;img-src * data:;script-src * *.yellow.ai  'unsafe-inline' 'unsafe-eval';style-
src * 'unsafe-inline';frame-src *;worker-src 'self' blob:",
    "9": "Set-Cookie: TS0120fd3f=01826f0b617ef378e79c2e00e19297c48a69ce22cff542321ff0e6c094b062aa49a76e4565bdaa20a59698ad88440a818fdbc74366; Path=/",
    "10": "Set-Cookie: TS0120fd3f028=0157516442421f56f952b39958b4c2a82a8ae3e079c4178bd60c0c2eaab3b65c1eaf7ad93242eb88c334b99af878ede37918a91272; Path=/",
    "12": "HTTP/1.1 302 Found",
    "13": "Date: Fri, 12 Jun 2026 16:48:44 GMT",
    "14": "Content-Type: text/html; charset=UTF-8",
    "15": "Connection: keep-alive",
    "16": "Cache-Control: private, must-revalidate",
    "17": "Location: https://www.bsn.com.my/page/islamic-index",
    "18": "pragma: no-cache",
    "19": "expires: -1",
    "20": "Set-Cookie: XSRF-
TOKEN=eyJpdiI6IlRkUDVmTGxHYmJVNWF1czQ4NkpuV2c9PSIsInZhbHVlIjoiMkRTUEhlYVdqc1ArQXo4QW1ORGlpUm04QnNIc3NrWUlVNml6TXJ6VFByNW4rTWgwYzMydEp2bHY1V0thdUJqZzRUUkxTVHZ2MnpHckZ0dlN4cEoxdXpDOXRBUlpRZVZEWCsrSGlSUHI4d2dHWWdvQWhzRFFYeXd0RWlrTTF2WWIiLCJtYWMiOiIxZjQxMmVkZmY1OWYyNDM1ZTUzZDQxNjM0OWIwZDg5YWNmN2M0NTg1M2FkNzkwZTY0MjhmZjI3ZDU5ZDQ4MTI1IiwidGFnIjoiIn0%3D; 
expires=Fri, 12 Jun 2026 18:48:44 GMT; Max-Age=7200; path=/; HTTPOnly; Secure;; secure",
    "21": "Set-Cookie: 
bsncms_session=eyJpdiI6IlluWHJxQ3ljVXNFeFlyTFN3THhKMGc9PSIsInZhbHVlIjoiaTM3eERsMVN6M3hJZW5halR3dDRoSUwwVERJSTFIKzZiWjZMMi9qZlhvYnJ3T0lyS0lUekZENTM0U0t3VWIrR0lNRVJjaElBR25Wb29KWFFJZUszZTR3eUM0Qi95eVc3U2ZqYU9LRHU1cUdTbHFrWlcvQ0p4T25kSDUzQmVpaUciLCJtYWMiOiIxZjVjYjcxM2MzM2JmZGYyZjMxZmQ3MWFmMzI0YjFiNDI1YTliZWNjNDBhNmY4MGUzMGVmODdhZjJkODViNjgwIiwidGFnIjoiIn0%3D; 
expires=Fri, 12 Jun 2026 18:48:44 GMT; Max-Age=7200; path=/; HTTPOnly; Secure;; secure; httponly",
    "22": "Strict-Transport-Security: max-age=31536000; includeSubDomains",
    "23": "X-Content-Type-Options: nosniff",
    "24": "Set-Cookie: Path=/; HttpOnly; Secure",
    "25": "X-Frame-Options: DENY",
    "26": "Content-Security-Policy: connect-src 'self' 'unsafe-hashes' data: blob: wss://r3.cloud.yellow.ai analytics.google.com *.yellow.ai analytics.tiktok.com 
www.google-analytics.com *.doubleclick.net;default-src 'self'; font-src * data: blob:;img-src * data:;script-src * *.yellow.ai  'unsafe-inline' 'unsafe-eval';style-
src * 'unsafe-inline';frame-src *;worker-src 'self' blob:",
    "27": "Set-Cookie: TS0120fd3f=01826f0b612bea44ad56aa0dc5fea26776a5a6ca4f21ed776bf2f1df62fb1838b3d044277444eab4068b1c19975b88196f6eb29a35; Path=/",
    "28": "Set-Cookie: TS0120fd3f028=0157516442fde0bf0eebcdcafeff63f78a3c6de532cbb31ccc93ee6f1209302930e9e6542096e5c7a0a90ca4dbc40d2e619cb1492c; Path=/",
    "29": "Transfer-Encoding: chunked",
    "31": "HTTP/1.1 200 OK",
    "32": "Date: Fri, 12 Jun 2026 16:48:46 GMT",
    "33": "Content-Type: text/html; charset=UTF-8",
    "34": "Connection: keep-alive",
    "35": "Vary: Accept-Encoding",
    "36": "Cache-Control: private, must-revalidate",
    "37": "pragma: no-cache",
    "38": "expires: -1",
    "39": "Set-Cookie: XSRF-
TOKEN=eyJpdiI6Ing4WXN3RzYzeXgxeUhIVVk5M1E2bUE9PSIsInZhbHVlIjoiZjZLa0RCS092Yms5Qk1XTTdpeVgrMzZNd1lMbHI3ai9oWEZHUDI3b1JRMHJxc0oxVVp5YUYzdm9jWGVVbGlBMnhERFRpNjZaUFJ1eFJQanlBSzhoZXlFc2gzSi9RTHk3SitscTRhSWZxNTBnWVNIOEFwOHkzRVFMTmxIOXdXQnYiLCJtYWMiOiIwNjE2MzlmYTUxMDVmMzUzMzNiZTU3YmVkMjFhNWEyMGFkNjM0ZjAyNWMwZThhNzUxZGIyMDAzZjU3YWQ1NDJjIiwidGFnIjoiIn0%3D; 
expires=Fri, 12 Jun 2026 18:48:46 GMT; Max-Age=7200; path=/; HTTPOnly; Secure;; secure",
    "40": "Set-Cookie: 
bsncms_session=eyJpdiI6IjFydDgrM0RDZVdTVllxZG9TQ0N5M3c9PSIsInZhbHVlIjoiOEJlMTIzM1ZybHVHVjNJZFVHd1R0cUhXQ1pMWGhYOSt5UGphbTV1QXArcTVCZWIyMnhKOStkaHM0TWVhcHdrc1BjY1lPbG5nbUNqaVdqRmd5ZHJoZjluc1RZMld3WlFDM2lQdERmbURtZjFiSjljQTM2ZE5PWWp0QWRiTGNKVkkiLCJtYWMiOiI4ZGU0ZTkzN2JmYjhhZjg4MzE3NTc1ZTdiMGZmMTE3N2U0NDk1NDA2YzVlZGU1OTVkOWM5NjhhZjJjYTYxYWQzIiwidGFnIjoiIn0%3D; 
expires=Fri, 12 Jun 2026 18:48:46 GMT; Max-Age=7200; path=/; HTTPOnly; Secure;; secure; httponly",
    "41": "Strict-Transport-Security: max-age=31536000; includeSubDomains",
    "42": "X-Content-Type-Options: nosniff",
    "43": "Set-Cookie: Path=/; HttpOnly; Secure",
    "44": "X-Frame-Options: DENY",
    "45": "Content-Security-Policy: connect-src 'self' 'unsafe-hashes' data: blob: wss://r3.cloud.yellow.ai analytics.google.com *.yellow.ai analytics.tiktok.com 
www.google-analytics.com *.doubleclick.net;default-src 'self'; font-src * data: blob:;img-src * data:;script-src * *.yellow.ai  'unsafe-inline' 'unsafe-eval';style-
src * 'unsafe-inline';frame-src *;worker-src 'self' blob:",
    "46": "Set-Cookie: TS0120fd3f=01826f0b610f8564c4327fb5e553c7e720a80dfe76b14788a00e7c4b69b15517989b2008bbd102af80eb64cd0b69b274b2a800f915; Path=/",
    "47": "Set-Cookie: TS0120fd3f028=01575164425a1b9e3c5bc747846e86955262230ba089f89d9aeda241b5f449de771f3285865f2207003b50f27d7a9e2c688caa76b7; Path=/",
    "48": "Transfer-Encoding: chunked"
}
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Connectivity Test Evidence

Test Result

TCP Connect IPv4 → port 80 302 0.001869 0.005712

TCP Connect IPv4 → port 443 301 0.002243 0.033239

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress unreachable

IPv6 Egress 2a02:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0 proto kernel metric 256 pref medium
fe80::/64 dev eth0 proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev eth0 proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth0 proto static 
76.13.221.0/24 dev eth0 proto kernel scope link src 76.13.221.142 
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