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IPv6 Readiness Report

malaysiakini.com — malaysiakini.com

Category: News Portal ¢ Generated: 20 Apr 2026, 21:18 MYT ¢ Last Checked: 07 Mar 2026, 01:17 MYT « Verification ID: 3f1197c1-9a65-4bde-8f96-320c7c53b667
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/3f1197c1-9a65-4bde-8f96-320c7c53b667

A IPV6-ONLY READINESS
O,
8 2 Yo Website: v Ready
Partially Compliant
y P Partial Support DNS: v Ready
MGV6C-1.0 )
Email: X Not Ready

IPV6 ADDRESSES IPV4 ADDRESSES
2606:4700:3033::ac43:ac96 104.21.63.231
2606:4700:3032::6815:3fe7 172.67.172.150

Network Information (WHOIS / RDAP)

IPv6 Network IPv4 Network
Organization Cloudflare, Inc. Cloudflare, Inc.
Country us us
ASN AS13335 AS13335
ASN Name CLOUDFLARENET - Cloudflare, Inc., US CLOUDFLARENET - Cloudflare, Inc., US
Network (CIDR) 2606:4700::/32 104.16.0.0/12
Web Services (35%) 8/8
# CHECK RESULT DETAIL
1 AAAA Record PASS 2606:4700:3033::ac43:ac96, 2606:4700:3032::6815:3fe7
2 Globally Routable IPv6 PASS All addresses are globally routable.
3 HTTP over IPv6 PASS HTTP (port 80) responds over IPv6 — 100ms TTFB.
4 HTTPS over IPv6 PASS HTTPS (port 443) responds over IPv6 — 78ms TTFB.
5 IPv6-Only Reachability PASS Site is fully reachable via IPv6-only.
6 TLS Certificate Valid (IPv6) PASS Certificate valid — issued by C = US, O = Let's Encrypt, CN = E8, expires May 8 16:27:02 2026 GMT
7 Dual-Stack (IPv4 + IPv6) PASS Domain has both A and AAAA records.
8 HTTP/3 (QUIC) PASS Alt-Svc: h3 header detected.
DNS & DNSSEC (25%) 3/5
# CHECK RESULT DETAIL
1 NS Has AAAA Record PASS Nameserver has IPv6 address.
2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.
3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.
4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.
5 Reverse DNS (PTR) FAIL No PTR record found.
6 DS Record at Parent FAIL No DS record at parent.
7 RRSIG Valid FAIL No valid RRSIG found.
8 Signing Algorithm INFO No DNSKEY record found.
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Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

PASS

PASS

FAIL

FAIL

PASS

INFO

PASS

RESULT

PASS

PASS

PASS

DETAIL

MX record found.

MX server has AAAA record.

SMTP is not reachable over IPv6.
STARTTLS not available over IPv6.

SPF record found.

DKIM selector found: google._domainkey

DMARC record found.

DETAIL
104.21.63.231, 172.67.172.150

HTTP (port 80) responds over IPv4 — 88ms TTFB.

HTTPS (port 443) responds over IPv4 — 78ms TTFB.
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Audit Trail & Evidence Record

Verification ID
Domain

Check Mode
Status

Started

Finished

Test Node Profile
Engine Version
MGvV6C Version

Audit URL

3f1197c1-9a65-4bde-8f96-320c7¢c53b667
malaysiakini.com

Manual

Completed

07 Mar 2026, 01:17:02 MYT

07 Mar 2026, 01:17:30 MYT

dual stack

2.0.0

1.0.0

https://ipv6.my6.my/audit/3f1197c1l-9a65-4bde-8f96-320c7c53b667

Integrity Verification

v INTEGRITY VERIFIED

Algorithm
Root Hash
http_headers
dns_responses

tls_handshake

connectivity_log

dns_resolution_times

Test Node Identity

Os
Hostname
Php Version
Server Ipv4d

Server Ipv6

hmac-sha256-v1

ab0d1297bc2b7bae076fa8c00f4de3699d6e31a061af52e0191de8667772al7e
f10f2da71403bfc3f438863b568a5b2ed99f7ca2f29899dba57db22a2078658¢
a17508ce55752493951e5604052da061511f813eb03badb756936ccc9d490520
a2d4fea0f47a46318d078403e4c965fc0447e731e7fa6f4c21bebd40bec43e62
lec838bbde109a158ab7da86194ac90fb960fc313858461123e01eadch21eacd

9b9245b1224ab898ealad120556b61a733650fedbad15d8026bb07a371f 5015

Linux srv1440888 6.8.0-101-generic #101-Ubuntu SMP PREEMPT_DYNAMIC Mon Feb 9 10:15:05

srv1440888

8.3.30

76.13.221.142

2a02:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports.

Resolver
System
Google
Google
Cloudflare

Cloudflare

Transport A p50 (ms) A p95 (ms) AAAA p50 (ms)
Default 7.72 7.92 16.78
IPv4 20.83 32.33 26.84
IPv6 25.74 29.22 20.99
IPv4 8.86 18.91 7.95
IPv6 21.73 30.4 14.96

National IPv6 Readiness Monitor — https://ipv6.my6.my

Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

AAAA p95 (ms)

17.24

33.94

32.89

17.98

18.75

UTC 2026 x86_64

Delta (ms)
+9.1
+6
-4.8

-0.9
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DNS Evidence

A

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 34142

;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL:

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:
malaysiakini.com.[]300[JIN[JA]104.21.63.231
malaysiakini.com.[J300INJA[]172.67.172.150

DS

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 54819

;3 flags: qr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL:

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512
;3 AUTHORITY SECTION:

com. [JO09660IN[JSOA[a.gtld-servers.net. nstld.verisign-grs.com. 1772788631 1800 900 604800 900

MX

;3 Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 116

;3 flags: qr rd ra; QUERY: 1, ANSWER: 7, AUTHORITY: ©, ADDITIONAL:

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:

m.[J3000INJMXJ10 aspmx.l.google.com.
m.[J3000INOMXJ30 aspmx4.googlemail.com.
malaysiakini.com.[J300INJMX[J30 aspmx3.googlemail.com.
m.[3000INOMX030 aspmx2.googlemail.com.
m.[J3000INMXJ30 aspmx5.googlemail.com.
m.[J3000INJMX[J20 altl.aspmx.l.google.com.
m.[J3000IN[MXJ20 alt2.aspmx.l.google.com.

malaysiakini.c

o

malaysiakini.c

o

malaysiakini.c

=]

malaysiakini.c

o

malaysiakini.c

=]

malaysiakini.c

o

NS

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 18917

;3 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

33 ANSWER SECTION:
malaysiakini.com.[J216000IN[NS[dan.ns.cloudflare.com.
malaysiakini.com.[J21600[JIN[NS[Jerin.ns.cloudflare.com.

TXT

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 19154

;5 flags: qr rd ra; QUERY: 1, ANSWER: 11, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512
;3 ANSWER SECTION:

malaysiakini.com.[3000INJTXT[]"atlassian-domain-verification=NRv8oqfXeD8RvaGYxY+Lpv/dBU/MiORi+NShXtQ1iKYJI1EjXENMKyY8GixtbD+fS"
malaysiakini.com.[J3000INOTXT" facebook-domain-verification=3ccObqy9bed®9mee64q4y8bcuz7hik"

m.[3000INJTXT"v=spfl ip4:170.187.231.128 ip6:2400:8901::f03c:93ff:feea:f784 mx:mailgun.org include:_spf.google.com include: spf.mail.yahoo.com ~all"
m.[3000INJTXT]"google-site-verification=8zurrtm011AJhm5yQ20fTguLMItfqWHI91x265FRXd8"
m.[03000INJTXT"google-site-verification=325Vd2uoVwInsdWLqJIUa9y lERIRVIHMPROuUr57xBKkY"
m.[J3000INOTXT("atlassian-domain-verification=LyIUKm4r24RuC9zTdNiL2VoXgsmhBvIqZtRQEW1RxFAu8ofxEx6iKB7vUfGS9maX"
m.[03000INJTXT("google-site-verification=-0-Dm3S_IK9a26rkqn5GDp8gy4KAemWGgMYmYD7MFyU"
m.[J3000INOTXT]"google-site-verification=me-NPUhNkQPtkx3X8tHfso01IyXs1f4MV5n2R5ngi9s"
m.[J3000INJTXT[]"google-site-verification=PFasLkpkUNd280iRjSBhgi817c3iiVlejfMgQtjf6po"
m.[3000INJTXT"google-site-verification=Y4p1lliHDvi6QscEh GIxgTXbVDjhOgkZsIXKOSx1VPI"
m.[J3000INJTXT[]"google-site-verification=0PjO5UFA1K1S0G]j8wEWYT54Qse U7VEI_HYPvq7jFzM"

malaysiakini.c

o o

malaysiakini.c
malaysiakini.c

o

malaysiakini.c

o

malaysiakini.c

o o

malaysiakini.c
malaysiakini.c

=]

malaysiakini.c

o

malaysiakini.c

o

AAAA

;3 Got answer:

National IPv6 Readiness Monitor — https://ipv6.my6.my

1

1

Page 5 of 14



IPv6 Readiness Report Generated: 20 Apr 2026, 21:18 MYT

malaysiakini.com — News Portal Last Checked: 07 Mar 2026, 01:17 MYT

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 2815
;; flags: gqr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:
malaysiakini.com.[]300JINJAAAA[]2606:4700:3033: :ac43:ac9%6
malaysiakini.com.[J3000INJAAAA[J2606:4700:3032::6815:3fe7

RRSIG

dan.ns.cloudflare.com. dns.cloudflare.com. 2396063135 10000 2400 604800 1800

DNSKEY

;5 Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 24442
;5 flags: qr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

33 AUTHORITY SECTION:

malaysiakini.com.[J1800JIN[JSOA[Jdan.ns.cloudflare.com. dns.cloudflare.com. 2396063135 10000 2400 604800 1800

DNSSEC_VALIDATION

; unsigned answer
malaysiakini.com.[J1800JIN[JSOA[Jdan.ns.cloudflare.com. dns.cloudflare.com. 2396063135 10000 2400 604800 1800
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TLS Handshake Evidence

IPV4 Connection
IP Used 104.21.63.231

IP Version 4

depth=2 C = US, 0 = Internet Security Research Group, CN = ISRG Root X1

verify return:1

depth=1 C = US, 0 = Let's Encrypt, CN = E8

verify return:1

depth=0 CN = malaysiakini.com

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = malaysiakini.com

i:C =US, 0 = Let's Encrypt, CN = E8
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Feb 7 16:27:03 2026 GMT; NotAfter: May 8 16:27:02 2026 GMT

MIIDoDCCAyegAwIBAGISBT/Nwy5XxWr7C+z0o9xHWYEXxfMAoGCCqGSM49BAMDMDIxX
CzAJBgNVBAYTATVTMRYwFAYDVQQKEw1MZXQncyBFbmNyeXBOMQswCQYDVQQDEwWIF
ODAeFwOyNjAyMDcxNj I3MDNaFwOyNjAIMDgxNj I3MDIaMBsxGTAXBgNVBAMTEG1h
bGF5c21ha2luaS5jb20wWTATBgcqhkjOPQIBBggqhkjOPQMBBWNCAAR4BADFATUO
PdsTXaByUGV4pxUXPcVt9YQQ8fPLy4FdOIkkBuuFJbBs39VkRomP5DqfQthsWKrf
TFOTKwDOtBxao4ICMjCCAi4wDgYDVROPAQH/BAQDAgeAMBOGA1UdIQQWMBQGCCSG
AQUFBWMBBgg rBgEFBQCDA j AMBgNVHRMBA8EAj AAMBOGA1UdDgQWBBS+Me5Csysg
LfmkeTYpjvvZXIxX6jAfBgNVHSMEGDAWGBSPDR01915+0VBsMxg4XVmOI3KRy jAy
Bgg rBgEFBQCBAQQMMCQWIGY IKwYBBQUHMAKGFmhOdHABLY910C5pLmx LbmNyLm9y
Zy8wLwYDVRORBCgwJ0ISKi5tYWxheXNpYWtpbmkuY29tghBtYWxheXNpYWtpbmku
Y29tMBMGA1UdTAQMMAowCAYGZ4EMAQIBMCOGA1UdHWQMMCQwIqAgoB6GHGhOdHAG
Ly910C5] Lmx1bmNyLm9yZy85Ni5] cmwwggEEBgo rBgEEAdZ5AgQCBIH1BIHYAPAA
dgCW12S/VViXrfdDh2g3CEJ36fA61fak8zZuRqQ/D8qpxgAAAZwW5IzMEAAAEAWBH
MEUCIC6p8g44wp7jGsTMPGpZPONhuPTXHVsDN1PZZWzTWGWNAiIEAG8W+7adP8s1E
RDgoWhHNYLcQ+z0wgzvaSoltjZsIyuEAdgDRbgmlaAd+ZjWgPzel3bwDpTXBEhTU
iBj16TGzI8uVBAAAAZwW5Iz0iAAAEAWBHMEUCIQDI9rfbiABK/Qjq32sELFDZzdxX5Iw
1YB2LzAJwmHoVU1bRQIgepmMnPeIDHUKNpmGYSJYZ00avI5XXe3ytVhcboNBOZQw
CgYIKoZIzjOEAWMDZWAWZAIWKg2V1ckHKLUWNX9u6iHCrVie60mCqz8EexMbn4AT
zcJbeV63NgpYhQHUGTPNY3MUAjBI1c54 fvUI/RIUACNZBOXSQAWX3Ri17hOgW65n
YTy4cDfoM2gNMKj t0hdqIG3zp4I=
»»»»» END CERTIFICATE-----
1 s:C=US, 0= Let's Encrypt, CN = E8

i:C = US, 0 = Internet Security Research Group, CN = ISRG Root X1

a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256

v:NotBefore: Mar 13 00:00:00 2024 GMT; NotAfter: Mar 12 23:59:59 2027 GMT

MIIEVjCCAj6gAWIBAGIQYSWTY8IOCIIXWRL/wOftVjANBgkqhkiGOwOBAQSFADBP
MQswCQYDVQQGEwIVUzEpMCcGAIUEChMgSW50ZXJuZXQgU2VjdXIpdHkgUmVzZWFy
Y2ggR3JvdXAxFTATBgNVBAMTDELTUkcgUm9vdCBYMTAeFwOyNDAZMTMwMDAWMDBa
FwOyNzAzMTIyMzUSNT1aMDIxCzAJBgNVBAYTATVTMRYwFAYDVQQKEW1MZXQncyBF
bmNyeXBOMQswCQYDVQQDEwJFODB2MBAGBYqGSM49AgEGBSUBBAALIA2IABNF1817¢
S7QMApzSsvrubWyr0g44ofTUOTIzxULUZDMMNMchIJBwXOhiLxxxsOLXeb5GDcHb
RGEToMffgSZj09SNHTY9gjMy9vQr5/WWOrQTZxh7az6NSNnq3u2ubT6HTKOB+DCB
9TAOBgNVHQ8BAT8EBAMCAYYWHQYDVRO1BBYWFAYIKwYBBQUHAWIGCCSGAQUFBWMB
MBIGA1UdEWEB/wQIMAYBAf8CAQAWHQYDVROOBBYEFIBNE6L2Ln7RUGWZGDhdWY4 ]
cpHKMBBGA1UdIwQYMBaAFHmMOWeZ7tuXkAXOACIjIG1j26ZtuMDIGCCSGAQUFBWEB
BCYwJDAiBggrBgEFBQcwAoYWaHROcDovL3gxLmkubGVuY3Iub3InLzATBgNVHSAE
DDAKMAgGBmeBDAECATANBgNVHR8EIDAeMBygGqAYhhZodHRwOi8veDEUYy5sZW5]
€i5vemcvMABGCSqGSIb3DQEBCWUAA4ICAQBNEOhGINKSCYWi0OXx1ygxD5qihEjZ0
RI3tTZz1wuATH3ZwYPIp97kWEayanD1j0cDhIYzy4CkDo2jB8D5t0a6zZWz1r98d
AQFNh8UKJIKIHdLShy+nUyeZxc5bNeMp1Lu®gSzE4McqfmNMyvIpeiwWSY09w820b8
0tvXc02JUYi3svHIWRmM3+707DUbL51XMcY2iZd1Cq4Wa9nbuk3wWTU4gr6LY8MzVA
aDQG2+4U3eJ6qUF10bBnR1uuVyDYs9RhrwucRVnfuDj29CMLTsp1M5f5wSV5hUpm
Uwp/vV7M4wdaGunt74koX71n4EdagCsL/Yk5+mAQUO+tue®J0FAV/R6t1k+Xk9s2
HMQFeoxppfzAVCO4FdGOM+AC2IWxmFSt6BCuh3CEey3fE52Qrj9YM75rtvIjsm/1
Hl+u//WgxnulZQ4jpa+VpuZiGOlWrqSP9eogdOhCGisnyewWIwRQOgK16wiGyZeR
xs/Bekw65vwSIaVkBruPiTfM0o0Zh4gVa8/qIgMbIby rwwG97z/PRgmLKCD18z3d
tABZ7qq7fta0G124uyuBO5dqI5] 1LVAZKUWAT j T1tP8qCOXSE/Xxpix8hX2dt3h+/
jujUgFPFZOEVZOXSyBNRF3MboGZnYXFUxpNj TWPKpagDHIQmqrAcDmWInMsFY3jS
uligv30efnWjSQ==

Server certificate

subject=CN = malaysiakini.com

issuer=C = US, 0 = Let's Encrypt, CN = E8
No client certificate CA names sent

Peer signing digest: SHA256
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Peer signature type: ECDSA

Server Temp Key: X25519, 253 bits

SSL handshake has read 2361 bytes and written 398 bytes
Verification: 0K

New, TLSv1.3, Cipher is TLS AES 256 GCM SHA384
Server public key is 256 bit

Secure Renegotiation IS NOT supported
Compression: NONE

Expansion: NONE

No ALPN negotiated

Early data was not sent

Verify return code: 0 (ok)

DONE
IPV6 Connection

IP Used 2606:4700:3033: :ac43:ac96

IP Version 6

depth=2 C = US, 0 = Internet Security Research Group, CN = ISRG Root X1

verify return:1

depth=1 C = US, 0 = Let's Encrypt, CN = E8

verify return:1

depth=0 CN = malaysiakini.com

verify return:1

CONNECTED (00000016)

Certificate chain

0 s:CN = malaysiakini.com

i:C =US, 0 = Let's Encrypt, CN = E8
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Feb 7 16:27:03 2026 GMT; NotAfter: May 8 16:27:02 2026 GMT

MIIDoDCCAyegAwIBAgISBT/NwyS5XxWr7C+zo9xHWYEXxTfMAoGCCqGSM49BAMDMDIX
CzAJBgNVBAYTATVTMRYwFAYDVQQKEw1MZXQncyBFbmNyeXBOMQswCQYDVQQDEwIF
ODAeFwOyNjAyMDcxNj I3MDNaFwOyNjAIMDgxNj I3MDIaMBsxGTAXBgNVBAMTEG1h
bGF5c21ha2luaS5jb20wWTATBgcqhkjOPQIBBggqhkj OPQMBBWNCAAR4BADFATUO
PdsTXaByUGV4pxUXPcVt9YQQ8fPLy4FdOIkkBuuFJbBs39VkRomP5DqfQthsWKrf
TFOTKwDOtBxao4ICMjCCAi4wDgYDVROPAQH/BAQDAgeAMBOGA1UdIQQWMBQGCCSG
AQUFBWMBBgg rBgEFBQCDA j AMBgNVHRMBA8EAj AAMBOGA 1UdDgQWBBS+Me5Csysg
LfmkeTYpjvvZXIxX63jAfBgNVHSMEGDAWgBSPDR01915+0VBsMxg4XVmOI3KRy jAy
Bgg rBgEFBQCBAQQMMCQWIGY IKwYBBQUHMAKGFmhOdHABLY910C5pLmx LbmNyLm9y
Zy8wLwYDVRORBCgwJ0ISKi5tYWxheXNpYWtpbmkuY29tghBtYWxheXNpYWtpbmku
Y29tMBMGA1UdIAQMMAowCAYGZ4EMAQIBMCOGA1UdHWQMMCQWIqAgoB6GHGhOdHAG
Ly910C5j Lmx1bmNyLm9yZy85Ni5jcmwwggEEBgo rBgEEAdZ5AgQCBIHIBIHYAPAA
dgCW12S/VViXrfdDh2g3CEJ36fA61fak8zZuRqQ/D8qpxgAAAZwW5IzMEAAAEAWBH
MEUCIC6p8g44wp7jGsTMPGpZPONhuPTXHVsDN1PZZWzTWGWNAIEA68W+7adP8s1E
RDgoWhHNYLcQ+z0wgzvaSoltjZsIyuEAdgDRbgmlaAd+ZjWgPzel3bwDpTXBEhTU
iBj16TGzI8uVBAAAAZwW5Iz0iAAAEAWBHMEUCIQDI9rfbiABK/Qjq32sELFDzdx5Iw
1YB2LzAJwmHoVU1bRQIgepmMnPeIDHUKNpmGYSJYZ00avI5XXe3ytVhcboNBOZQw
CgYIKoZIzjOEAWMDZWAWZAIWKg2V1ckHKLUWNX9u6iHCrVie60mCqz8EexMbn4AT
zcJbeV63NgpYhQHUGTPNY3MUAjBI1c54fvUI/RIUACNZBOXSQ4WX3Ri17hOgW65n
YTy4cDfoM2gNMKj tOhdqIG3zp4I=

1 s:C=US, 0= Let's Encrypt, CN = E8
i:C = US, 0 = Internet Security Research Group, CN = ISRG Root X1
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256
v:NotBefore: Mar 13 00:00:00 2024 GMT; NotAfter: Mar 12 23:59:59 2027 GMT

MIIEVjCCAj6gAWIBAGIQYSWTY8IOCIIXWRL/wOftVjANBgkqhkiGOwOBAQSFADBP
MQswCQYDVQQGEwJIVUzEpMCcGALUEChMgSW50ZXJuzXQgU2VjdXJIpdHkgUmVzZWFy
Y2ggR3JvdXAxFTATBgNVBAMTDE1TUkcgUm9vdCBYMTAeFwOyNDAZMTMwMDAWMDBa
FwOyNzAzMTIyMzUSNT1aMDIxCzAJBgNVBAYTATVTMRYwFAYDVQQKEW1MZXQncyBF
bmNyeXBOMQswCQYDVQQDEwJFODB2MBAGBYqGSM49AgEGBSUBBAALIA2IABNF1817¢
S7QMApzSsvrubWyr0g44ofTUOTIzxULUZDMMNMchIJBwXOhiLxxxsOLXeb5GDcHb
RGEToMffgSZj09SNHTY9gjMy9vQr5/WWOrQTZxh7az6NSNnq3u2ubT6HTKOB+DCB
9TAOBgNVHQ8BAT8EBAMCAYYWHQYDVRO1BBYWFAYIKwYBBQUHAWIGCCSGAQUFBWMB
MBIGA1UdEWEB/wQIMAYBAT8CAQAWHQYDVROOBBYEFIBNE6L2Ln7RUGWZGDhdWY4 ]
cpHKMBBGA1UdIwQYMBaAFHmMOWeZ7tuXkAXOACIjIG1j26ZtuMDIGCCSGAQUFBWEB
BCYwJDAiBggrBgEFBQcwAoYWaHROcDovL3gxLmkubGVuY3Iub3InLzATBgNVHSAE
DDAKMAgGBmeBDAECATANBgNVHR8EIDAeMBYygGqAYhhZodHRwOi8veDEuYy5sZW5j
€i5vemcvMABGCSqGSIb3DQEBCWUAA4ICAQBNEOhGINKSCYWi0OXx1ygxD5qihEjZ0
RI3tTZz1wuATH3ZwYPIp97kWEayanD1j0cDhIYzy4CkDo2jB8D5t0a6zZWz1r98d
AQFNh8UKJIKIHdLShy+nUyeZxc5bNeMp1Lu®gSzE4McqfmNMyvIpeiwWSY09w820b8
0tvXc02JUYi3svHIWRM3+707DUbL51XMcY2iZd1Cq4Wa9nbuk3wWTU4gr6LY8MzVA
aDQG2+4U3eJ6qUF10bBnR1uuVyDYs9RhrwucRVnfuDj29CMLTsp1M5f5wSV5hUpm
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Uwp/vV7M4w4aGunt74koX71n4EdagCsL/Yk5+mAQUO+tue0J0fAV/R6t1k+Xk9s2
HMQFeoxppfzAVCO4FdGOM+AC2IWxmFSt6BCuh3CEey3fE52Qrj9YM75rtvIjsm/1
Hl+u//WgxnulZQ4jpa+VpuZiGO1lWrqSP9eogd0OhCGisnyewWIwRQOgK16wiGyZeR
Xxs/Bekw65vwSIaVkBruPiTfM000Zh4gVa8/qIgMbIby rwwG97z/PRgmLKCD182z3d
tA0Z7qq7ftadGl24uyuB05dqI5JI1LvAZKuWdIjT1tP8qCoxSE/xpix8hX2dt3h+/
jujUgFPFZOEVZOxSYBNRF3MboGZnYXFUxpNj TWPKpagDHIQmqrAcDmWInMsFY3jS
uligv30efnWjsSQ==

Server certificate

subject=CN = malaysiakini.com

issuer=C = US, 0 = Let's Encrypt, CN = E8

No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: ECDSA

Server Temp Key: X25519, 253 bits

SSL handshake has read 2360 bytes and written 398 bytes
Verification: 0K

New, TLSv1.3, Cipher is TLS AES 256 GCM SHA384
Server public key is 256 bit

Secure Renegotiation IS NOT supported
Compression: NONE

Expansion: NONE

No ALPN negotiated

Early data was not sent

Verify return code: 0 (ok)

DONE
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200
Connected IP 104.21.63.231
Connect Time 28.34 ms
TTFB 98.1 ms

Total Time 98.18 ms

Response Headers:

"HTTP/1.1 301 Moved Permanently",

"Date: Fri, 06 Mar 2026 09:17:30 GMT",

"Connection: keep-alive",

"Location: https://malaysiakini.com/",

"Report-To: {\"group\":\"cf-

nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=URopwIpcltdH3TbGYIU2EVuqlIyjstxSRigQAb%2Fj7VH76WX1ITG%2BAVLN48eUqiqaZUX4S5kShnFv0Ymn9b
“5": "Nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}"

"Server: cloudflare",

"CF-RAY: 9d804489bab8c887-SIN",

"alt-svc: h3=\":443\"; ma=86400",

"HTTP/2 302",

"date: Fri, 06 Mar 2026 09:17:30 GMT",

"location: https://www.malaysiakini.com/",

"strict-transport-security: max-age=0",

"report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=5hGIdZkT%2B%2F1VWr6q5tF6xjHVEKTXSETELSekBOVXMkdDLxTytu%s2Fqtwp5M9tZ8YYvnoOu76EDZL f8I9w2
"15": "nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",
"16": "server: cloudflare",
"17": “"cf-ray: 9d804489ffe3fce7-SIN",
"18": "alt-svc: h3=\":443\"; ma=86400"
"20": "HTTP/2 200",
"21": "date: Fri, 06 Mar 2026 09:17:30 GMT",
"22": "content-type: text/html; charset=utf-8",
"23": "nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",
"24": "age: 403",
"25": "x-powered-by: Next.js",
"26": "strict-transport-security: max-age=0",
"27": "cache-control: private, max-age=30, must-revalidate"
"28": "vary: Accept-Encoding",
"29": "report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=0A8ntRz8dKrexgUUNIV4udjv78jmsVPzNUxiAvGCIi7CwrlwGfHdQmStQBj7Fua2Y3P1hcApkKnDgHMuULQ1L1E!
"30": "cf-cache-status: HIT",
"31": "server: cloudflare",
"32": “"cf-ray: 9d80448a3f8ecbel-SIN",
"33": "alt-svc: h3=\":443\"; ma=86400"

IPv6 HTTP (port 80)

HTTP Status 200

Connected IP 2606:4700:3032::6815:3fe7
Connect Time 22.17 ms

TTFB 88.89 ms

Total Time 88.97 ms

Response Headers:

"0": "HTTP/1.1 301 Moved Permanently",

"1": "Date: Fri, 06 Mar 2026 09:17:30 GMT"

"Connection: keep-alive",

"Location: https://malaysiakini.com/",

4": "Report-To: {\"group\":\"cf-

nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=VCdRULStr%2F9qERUaeNSttFFyPJreadWb65ybgI4wg54b60XISYy8W620K1wBuUMwWAt3K6KTtmIDNUVASCYDbsI
"5": "Nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}"

"Server: cloudflare",

: "CF-RAY: 9d8044878b369855-SIN",

"8": "alt-svc: h3=\":443\"; ma=86400"

"10": "HTTP/2 302",

"11": "date: Fri, 06 Mar 2026 09:17:30 GMT",
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"12": "location: https://www.malaysiakini.com/",
"13" strict-transport-security: max-age=0",
"14": “"report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=sqk78Ri883BrxTDaUF9Hi6UGFZrBrfsGFrg4%2F%2B880XBTst1iHUNHyzNNMTawQrrésphSwZ0Q5MEU ryW3XH
"nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",
"server: cloudflare",
"cf-ray: 9d804487bcdeec6e-SIN",
"alt-svc: h3=\":443\"; ma=86400",
"HTTP/2 200",
"date: Fri, 06 Mar 2026 09:17:30 GMT",
"content-type: text/html; charset=utf-8",
"nel: {\"report_to\":\"cf-nel\",\"success_fraction\":0.0,\"max_age\":604800}",
"age: 403",
"x-powered-by: Next.js",

"strict-transport-security: max-age=0",
"cache-control: private, max-age=30, must-revalidate",

vary: Accept-Encoding",
"29": “"report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=75w9nDz5jg0kjIQwCL8f%2BtvBXW7d5YbKIkqZg%2Br5%2BX2iDgRuJCLO9MyHyOuUNC19FkRH50%2B%2BG%2B
"30": "cf-cache-status: HIT",
"31": "server: cloudflare",
"32": "cf-ray: 9d804487f9dofd23-SIN",
"33": "alt-svc: h3=\":443\"; ma=86400"

IPv4 HTTPS (port 443)

HTTP Status 200
Connected IP 104.21.63.231
Connect Time 15.62 ms
TTFB 75.25 ms
Total Time 75.3 ms

Response Headers:

"HTTP/2 302",
"date: Fri, 06 Mar 2026 09:17:30 GMT",
"location: https://www.malaysiakini.com/",
"strict-transport-security: max-age=0",
"report-to: {\"group\":\"cf-
max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=qbXXjOwHIbgnRhQJIRcMvtHYzYprmXVeT1lrVC19D2w41dhGx3M%2Bue%2BZIFct6RqiMAwlsZ0XagE23N1YqSsk
"nel: {\"report_to\":\"cf-nel\",\"success_fraction\":0.0,\"max_age\":604800}",
"server: cloudflare",
"cf-ray: 9d806448ad9d56bab-SIN",
"alt-svc: h3=\":443\"; ma=86400",
: "HTTP/2 200",
"11": “"date: Fri, 06 Mar 2026 09:17:30 GMT"
"12": "content-type: text/html; charset=utf-8",
"13": "nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",
"14": "age: 403",
"15": "x-powered-by: Next.js",
nyg
"17": "cache-control: private, max-age=30, must-revalidate"
"18": "vary: Accept-Encoding",
"19": "report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=fVHmhe61%2FwQ6wKklhbrkg%2BfWQIzq9Das5092]iuHYwEobWEwesYhmtPbvdQWx6ifr40X%2B5ahGTIwopJg.
"20": "cf-cache-status: HIT",
"21": "server: cloudflare"
"22": "cf-ray: 9d80448b1839a083-SIN",
"23": "alt-svc: h3=\":443\"; ma=86400"

nel\

"strict-transport-security: max-age=0",

IPv6 HTTPS (port 443)

HTTP Status 200

Connected IP 2606:4700:3032::6815:3fe7
Connect Time 15.96 ms

TTFB 69.86 ms

Total Time 69.91 ms

Response Headers:
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"Q": "HTTP/2 302",
"1": "date: Fri, 06 Mar 2026 09:17:30 GMT"
"2": "location: https://www.malaysiakini.com/",
"3": "strict-transport-security: max-age=0",
"4": "report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=woAU9rTxCcoljnAII3wZQHc7N48RmB%2B5YfAD3UAhA6%2BiKZ0QjqfcSb0t2APg1beBCQQNW5tFKKIY3AChv
"5": "nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",
"6": "server: cloudflare",
"7": "cf-ray: 9d804488a8d087a7-SIN",
"8": "alt-svc: h3=\":443\"; ma=86400",
"10": "HTTP/2 200",
"11": "date: Fri, 06 Mar 2026 09:17:30 GMT"
"12": "content-type: text/html; charset=utf-8"
: "nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",
: "age: 403",
: "x-powered-by: Next.js",
: "strict-transport-security: max-age=0",

"cache-control: private, max-age=30, must-revalidate",
"18": "vary: Accept-Encoding",
"19": "report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=tylHpV8F2%2B7Z8CqaOnIoN3LxBH84AZt5u007Da%2FUBVEN5rH011SApGAVyh8RzA6HCV3fVzLvkz4H7pS1Bj
"20": "cf-cache-status: HIT",
"21": "server: cloudflare",
"22": "cf-ray: 9d804488da7af930-SIN",
"23": "alt-svc: h3=\":443\"; ma=86400"

Connectivity Test Evidence

Test Result
TCP Connect IPv4 - port 80 301 0.009440 0.022312
TCP Connect IPv6 - port 80 301 0.009442 0.023533
TCP Connect IPv4 - port 443 302 0.007222 0.036875
TCP Connect IPv6 - port 443 302 0.007344 0.034067

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2202:4780:5e:2789::1
Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6é 0
IPv6 Routes

2a02:4780:5e::/48 dev eth® proto kernel metric 256 pref medium

fe80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev eth® proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static
76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
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