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Audit trail: https://ipv6.my6.my/audit/42bcd76d-9841-44c1-881f-06858c7a5b5d

✗
Non-Compliant

MGv6C-1.0

43%
No IPv6 Support

IPV6-ONLY READINESS

Website: ✗ Not Ready

DNS: ✓ Ready

Email: ✗ Not Ready

IPV4 ADDRESSES

202.127.171.151

Network Information (WHOIS / RDAP)

IPv4 Network

Organization Bank Of China (Hong Kong) Limited

Country HK

ASN AS24396

ASN Name BOC-AS-HK - Bank Of China(Hong Kong) Limited, HK

Network (CIDR) 202.127.168.0/21

Web Services (35%) 0 / 8

# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.

7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 3 / 5

# CHECK RESULT DETAIL

1 NS Has AAAA Record PASS Nameserver has IPv6 address.

2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.

3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

7 RRSIG Valid FAIL No valid RRSIG found.
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# CHECK RESULT DETAIL

8 Signing Algorithm INFO No DNSKEY record found.

Email Services (25%) 3 / 6

# CHECK RESULT DETAIL

1 MX Record Exists PASS MX record found.

2 MX Server Has IPv6 FAIL MX server has no IPv6 address.

3 SMTP Reachable via IPv6 FAIL SMTP is not reachable over IPv6.

4 STARTTLS over IPv6 FAIL STARTTLS not available over IPv6.

5 SPF Record PASS SPF record found.

6 DKIM Selector INFO DKIM selector found: selector2._domainkey

7 DMARC Record PASS DMARC record found.

IPv4 Baseline (15%) 3 / 3

# CHECK RESULT DETAIL

1 A Record PASS 202.127.171.151

2 HTTP over IPv4 PASS HTTP (port 80) responds over IPv4 — 272ms TTFB.

3 HTTPS over IPv4 PASS HTTPS (port 443) responds over IPv4 — 210ms TTFB.
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Audit Trail & Evidence Record

Verification ID 42bcd76d-9841-44c1-881f-06858c7a5b5d

Domain bankofchina.com.my

Check Mode Scheduled

Status Completed

Started 13 Jun 2026, 00:48:32 MYT

Finished 13 Jun 2026, 00:48:38 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/42bcd76d-9841-44c1-881f-06858c7a5b5d

Integrity Verification

✓ INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 81723220631a5a5686fd9fd61faf83eec164e685536353cf1b288e4f160cab06

http_headers bdb8497b91aa1ca770a673bdaa8d95c4141b3ece3466922655ad2624d769a683

dns_responses fd15a1c9730758ab047795687ea035761a83f20b0e70a4e183c2a8b73eefd1ab

tls_handshake 8d85a934e1b26f54d4b91c66931d1a15d93057332d7093916139cf175ef956f7

connectivity_log 7eea5213edf113c1ab6c5c9e48419ab2fb920c91bffcd25a14ea38f5509d9e14

dns_resolution_times 2df41624d82e6ed6dfc3d73d927fdbf85c08cf518e5a709fc5b3e46f40c4ee7d

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT_DYNAMIC Tue May 26 13:00:45 UTC 2026 x86_64

Hostname srv1440888

Php Version 8.3.31

Server Ipv4 76.13.221.142

Server Ipv6 —

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)

System Default 28.61 35.87 16.14 32.96 -12.5 

Google IPv4 43.22 43.96 42.16 1033.78 -1.1 

Google IPv6 36.61 59.64 39.85 42.82 +3.2 

Cloudflare IPv4 21.57 27.57 22.83 31.27 +1.3 

Cloudflare IPv6 39.77 320.49 19.34 28.79 -20.4 
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DNS Evidence

A

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 52576
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
bankofchina.com.my.	900	IN	A	202.127.171.151

DS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 22091
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
com.my.			3575	IN	SOA	e.nic.my. hostmaster.nic.my. 2026046671 1800 900 604800 3600

MX

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 56089
;; flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
bankofchina.com.my.	900	IN	MX	10 newmta.bochk.com.
bankofchina.com.my.	900	IN	MX	10 mail3.bochk.com.
bankofchina.com.my.	900	IN	MX	10 mailmetro.bochk.com.
bankofchina.com.my.	900	IN	MX	10 mail.bochk.com.

NS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 8778
;; flags: qr rd ra; QUERY: 1, ANSWER: 10, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
bankofchina.com.my.	900	IN	NS	a10-65.akam.net.
bankofchina.com.my.	900	IN	NS	ns4.netvigator.com.
bankofchina.com.my.	900	IN	NS	a5-64.akam.net.
bankofchina.com.my.	900	IN	NS	a11-67.akam.net.
bankofchina.com.my.	900	IN	NS	ns5.netvigator.com.
bankofchina.com.my.	900	IN	NS	a22-67.akam.net.
bankofchina.com.my.	900	IN	NS	a1-59.akam.net.
bankofchina.com.my.	900	IN	NS	a16-67.akam.net.
bankofchina.com.my.	900	IN	NS	ns15.imsbiz.com.
bankofchina.com.my.	900	IN	NS	ns16.imsbiz.com.

TXT

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 28684
;; flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
bankofchina.com.my.	900	IN	TXT	"globalsign-domain-verification=WdLF1Dxo1Fi_Xt2Jlpu3HTOEyPsTil9Z5tsCboTB59"
bankofchina.com.my.	900	IN	TXT	"lrvdtsy5t4qhn33dz5265dytv35lyzqw"
bankofchina.com.my.	900	IN	TXT	"v=spf1 ip4:202.127.168.0/21 ~all"

AAAA

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 61799
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
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; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
bankofchina.com.my.	898	IN	SOA	ns15.imsbiz.com. dnsadmin.imsbiz.com. 2026031401 10800 3600 604800 900

RRSIG

ns15.imsbiz.com. dnsadmin.imsbiz.com. 2026031401 10800 3600 604800 900

DNSKEY

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 54579
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
bankofchina.com.my.	898	IN	SOA	ns15.imsbiz.com. dnsadmin.imsbiz.com. 2026031401 10800 3600 604800 900

DNSSEC_VALIDATION

; unsigned answer
bankofchina.com.my.	898	IN	SOA	ns15.imsbiz.com. dnsadmin.imsbiz.com. 2026031401 10800 3600 604800 900
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TLS Handshake Evidence

IPV4 Connection

IP Used 202.127.171.151

IP Version 4

depth=2 C = US, O = DigiCert Inc, OU = www.digicert.com, CN = DigiCert Global Root G2
verify return:1
depth=1 C = US, O = DigiCert Inc, CN = DigiCert EV RSA CA G2
verify return:1
depth=0 jurisdictionC = MY, businessCategory = Private Organization, serialNumber = 200001008645, C = MY, ST = Wilayah Persekutuan Kuala Lumpur, L = Kuala Lumpur, O 
= Bank of China (Malaysia) Berhad, CN = www.bankofchina.com.my
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:jurisdictionC = MY, businessCategory = Private Organization, serialNumber = 200001008645, C = MY, ST = Wilayah Persekutuan Kuala Lumpur, L = Kuala Lumpur, O = 
Bank of China (Malaysia) Berhad, CN = www.bankofchina.com.my
   i:C = US, O = DigiCert Inc, CN = DigiCert EV RSA CA G2
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Feb 24 00:00:00 2026 GMT; NotAfter: Feb 23 23:59:59 2027 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 1 s:C = US, O = DigiCert Inc, CN = DigiCert EV RSA CA G2
   i:C = US, O = DigiCert Inc, OU = www.digicert.com, CN = DigiCert Global Root G2
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Jul  2 12:42:50 2020 GMT; NotAfter: Jul  2 12:42:50 2030 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
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-----END CERTIFICATE-----
---
Server certificate
subject=jurisdictionC = MY, businessCategory = Private Organization, serialNumber = 200001008645, C = MY, ST = Wilayah Persekutuan Kuala Lumpur, L = Kuala Lumpur, O 
= Bank of China (Malaysia) Berhad, CN = www.bankofchina.com.my
issuer=C = US, O = DigiCert Inc, CN = DigiCert EV RSA CA G2
---
No client certificate CA names sent
Peer signing digest: SHA256
Peer signature type: RSA-PSS
Server Temp Key: ECDH, prime256v1, 256 bits
---
SSL handshake has read 3853 bytes and written 446 bytes
Verification: OK
---
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200

Connected IP 202.127.171.151

Connect Time 100.77 ms

TTFB 309.9 ms

Total Time 310.01 ms

Response Headers:

{
    "0": "HTTP/1.1 302 Found",
    "1": "Date: Fri, 12 Jun 2026 16:48:38 GMT",
    "2": "Location: https://www.bankofchina.com.my/",
    "3": "Cache-Control: max-age=0",
    "4": "Expires: Fri, 12 Jun 2026 16:48:38 GMT",
    "5": "Content-Type: text/html; charset=iso-8859-1",
    "7": "HTTP/1.1 200 OK",
    "8": "Date: Fri, 12 Jun 2026 16:48:38 GMT",
    "9": "Last-Modified: Thu, 17 Nov 2022 02:15:36 GMT",
    "10": "Accept-Ranges: bytes",
    "11": "Content-Length: 7051",
    "12": "Vary: Accept-Encoding",
    "13": "Cache-Control: no-cache",
    "14": "Expires: Fri, 12 Jun 2026 16:48:38 GMT",
    "15": "X-XSS-Protection: 1; mode=block",
    "16": "X-Content-Type-Options: nosniff",
    "17": "X-Frame-Options: SAMEORIGIN",
    "18": "Strict-Transport-Security: max-age=31536000;includeSubDomains;preload",
    "19": "Content-Security-Policy: default-src 'self' *.bochk.com *.bankofchina.com.my *.bocgroup.com *.ftcwifi.com; frame-ancestors 'self'; frame-src *; script-src 
'self' 'unsafe-inline' 'unsafe-eval'; style-src * 'unsafe-inline'; img-src * data:; object-src 'self' data: blob:",
    "20": "Content-Type: text/html"
}

IPv4 HTTPS (port 443)

HTTP Status 200

Connected IP 202.127.171.151

Connect Time 44.92 ms

TTFB 187.97 ms

Total Time 188.01 ms

Response Headers:

[
    "HTTP/1.1 200 OK",
    "Date: Fri, 12 Jun 2026 16:48:38 GMT",
    "Last-Modified: Thu, 17 Nov 2022 02:15:36 GMT",
    "Accept-Ranges: bytes",
    "Content-Length: 7051",
    "Vary: Accept-Encoding",
    "Cache-Control: no-cache",
    "Expires: Fri, 12 Jun 2026 16:48:38 GMT",
    "X-XSS-Protection: 1; mode=block",
    "X-Content-Type-Options: nosniff",
    "X-Frame-Options: SAMEORIGIN",
    "Strict-Transport-Security: max-age=31536000;includeSubDomains;preload",
    "Content-Security-Policy: default-src 'self' *.bochk.com *.bankofchina.com.my *.bocgroup.com *.ftcwifi.com; frame-ancestors 'self'; frame-src *; script-src 
'self' 'unsafe-inline' 'unsafe-eval'; style-src * 'unsafe-inline'; img-src * data:; object-src 'self' data: blob:",
    "Content-Type: text/html"
]

Connectivity Test Evidence

Test Result

TCP Connect IPv4 → port 80 302 0.043301 0.088393

TCP Connect IPv4 → port 443 000 0.048320 0.000000
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Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress unreachable

IPv6 Egress unreachable

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0 proto kernel metric 256 pref medium
fe80::/64 dev eth0 proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev eth0 proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth0 proto static 
76.13.221.0/24 dev eth0 proto kernel scope link src 76.13.221.142 
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