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X IPV6-ONLY READINESS

4 3 % Website: X Not Ready

Partial Support DNS: v Ready
Email: X Not Ready

Non-Compliant

MGv6C-1.0

IPV4 ADDRESSES
202.127.171.151

Network Information (WHOIS / RDAP)

IPv4 Network

Organization Bank Of China (Hong Kong) Limited

Country HK

ASN AS24396

ASN Name BOC-AS-HK Bank Of ChinaHong Kong Limited, HK

Network (CIDR) 202.127.168.0/21

Web Services (35%) 0/8
# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.
7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 3/5
# CHECK RESULT DETAIL

1 NS Has AAAA Record PASS Nameserver has IPv6 address.

2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.

3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

7 RRSIG Valid FAIL No valid RRSIG found.

8 Signing Algorithm INFO No DNSKEY record found.
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Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

PASS

FAIL

FAIL

FAIL

PASS

INFO

PASS

RESULT

PASS

PASS

PASS

DETAIL

MX record found.

MX server has no IPv6 address.

SMTP is not reachable over IPv6.
STARTTLS not available over IPv6.

SPF record found.

DKIM selector found: selector2._domainkey

DMARC record found.

DETAIL
202.127.171.151

HTTP (port 80) responds over IPv4 — 263ms TTFB.

HTTPS (port 443) responds over IPv4 — 173ms TTFB.
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Audit Trail & Evidence Record

Verification ID 966b5066-c2a0-479a-9ea8-8c954de5dd72

Domain bankofchina.com.my

Check Mode Manual

Status Completed

Started 07 Mar 2026, 01:00:11 MYT

Finished 07 Mar 2026, 01:00:16 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/966b5066-c2ad-479a-9ea8-8c954de5dd72

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 8be756870c34510608860ccd8df91a800c467120310ecbc99100389aff119dbo
http_headers 8667e3e6252128961987df4ec52602785af950100df7724d9a082024cebecface
dns_responses 84d55b301af0012ef8bec495c3elfdf67711eb7e36b83e8a998ccb5abcad2433
tls_handshake c25b66c04ffdf33ec137c2e6b8004226270e2319e9e8418153454e7b3868be23
connectivity_log c1b2a05611b04e372089804f96c61c9170323d49c391239365b81dc9cdf5d13f
dns_resolution_times 58b32476331f552a61785d21a3ac748350677a9c5e824c4b4e 71342099231

Test Node Identity

Os Linux srv1440888 6.8.0-101-generic #101-Ubuntu SMP PREEMPT_DYNAMIC Mon Feb 9 10:15:05 UTC 2026 x86 64
Hostname srv1440888

Php Version 8.3.30

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 9.97 11.38 13.29 25.44 +3.3
Google IPv4 40.96 41.61 43.18 52.43 +2.2
Google IPv6 43.49 59.68 25.36 31.44 -18.1
Cloudflare IPv4 16.02 18.87 14.94 23.7 -1.1
Cloudflare IPV6 41.3 309.86 44.44 50.66 +3.1
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DNS Evidence

A

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 49284
;3 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:
bankofchina.com.my.[]720JIN[JA[J202.127.171.151

DS

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 31282
;3 flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 AUTHORITY SECTION:

com.my.[JJ018000IN[SOAb.nic.my. hostmaster.nic.my. 2026018479 1800 900 604800 3600

MX

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 16878
; flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:

bankofchina.com.my.[]900JINJMX[]10 mailmetro.bochk.com.
bankofchina.com.my.[J9000INJMX[]10 mail.bochk.com.
bankofchina.com.my.[J900JINOMX[]10 mail3.bochk.com.
bankofchina.com.my.[]900JINJMX[]10 newmta.bochk.com.

NS

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 25144
;3 flags: qr rd ra; QUERY: 1, ANSWER: 10, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:
bankofchina.com.my.[J900JININS[Ins4.netvigator.com.
bankofchina.com.my.[]900JIN[NS[Jal0-65.akam.net.
bankofchina.com.my.[]900JININS[Ins16.imsbiz.com.
bankofchina.com.my.[]9000INNS[ns5.netvigator.com.
bankofchina.com.my.[]900IN[NS[Jal6-67.akam.net.
bankofchina.com.my.[]900JININS[Ins15.imsbiz. com.
bankofchina.com.my.[]900INNS[Ja5-64.akam.net.
bankofchina.com.my.[]900JINNS[Jal-59.akam.net.
bankofchina.com.my.[]9000INNS[Ja22-67.akam.net.
bankofchina.com.my.[]900INNS[Jall-67.akam.net.

TXT

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 44310
;3 flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

33 ANSWER SECTION:

bankofchina.com.my.[J9000INJTXTO"globalsign-domain-verification=WdLF1Dxo1lFi_ Xt2J1pu3HTOEYPsTil9Z5tsCboTB59"
bankofchina.com.my.[]9000INJTXT[]"v=spfl ip4:202.127.168.0/21 ~all"

bankofchina.com.my.[J9000INJTXTO" Lrvdtsy5t4qhn33dz5265dytv35lyzqw"

AAAA
;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 59881

; flags: qr rd ra; QUERY: 1, ANSWER: @, AUTHORITY: 1, ADDITIONAL: 1

; OPT PSEUDOSECTION:
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; EDNS: version: 0, flags:; udp: 512
;3 AUTHORITY SECTION:
bankofchina.com.my.[]900IN[SOA[ns15.imsbiz.com. dnsadmin.imsbiz.com. 2025121501 10800 3600 604800 900

RRSIG

nsl5.imsbiz.com. dnsadmin.imsbiz.com. 2025121501 10800 3600 604800 900

DNSKEY

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 19317
;5 flags: gqr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512

;3 AUTHORITY SECTION:
bankofchina.com.my.[]900IN[SOA[ns15.imsbiz.com. dnsadmin.imsbiz.com. 2025121501 10800 3600 604800 900

DNSSEC_VALIDATION

; unsigned answer
bankofchina.com.my.[]900JIN[JSOA[Jns15.imsbiz.com. dnsadmin.imsbiz.com. 2025121501 10800 3600 604800 900

National IPv6 Readiness Monitor — https://ipv6.my6.my
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TLS Handshake Evidence

IPV4 Connection
IP Used 202.127.171.151

IP Version 4

depth=2 C = US, 0 = DigiCert Inc, OU = www.digicert.com, CN = DigiCert Global Root G2
verify return:1
depth=1 C = US, 0 = DigiCert Inc, CN = DigiCert EV RSA CA G2
verify return:1
depth=0 jurisdictionC = MY, businessCategory = Private Organization, serialNumber = 200001008645, C = MY, L = Kuala Lumpur, 0 = Bank of China (Malaysia) Berhad, CN =
www.bankofchina.com.my
verify return:1
CONNECTED (00000010)
Certificate chain
0 s:jurisdictionC = MY, businessCategory = Private Organization, serialNumber = 200001008645, C = MY, L = Kuala Lumpur, 0 = Bank of China (Malaysia) Berhad, CN =
www. bankofchina.com.my
i:C = US, 0 = DigiCert Inc, CN = DigiCert EV RSA CA G2
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Apr 8 00:00:00 2025 GMT; NotAfter: Apr 7 23:59:59 2026 GMT

MIIG6DCCBACgAWIBAGIQAZT1CRiFvZDaS9hNgEzybTANBgkghkiGOwOBAQsFADBE
MQswCQYDVQQGEwJVUzEVMBMGALUEChMMRG LnaUN1cnQgSW5 jMR4wWHAYDVQQDEXVE
aWdpQ2VydCBFViBSUOEgQOEGRz IwHhcNMj UwNDA4MDAWMDAWWh CNMj YWNDA3Mj M1
0TU5Wj CBujETMBEGCYSGAQQBgj c8AgEDEWINWTEAMBSGA1UEDwwUUHIpdmFOZSBP
cmdhbm16YXRpb24xFTATBgNVBAUTDDIWMDAWMTAWODYONTELMAKGA1IUEBhMCTVkxX
FTATBgNVBACTDEt1YWxhIEx1bXB1cjEoMCYGALUEChMfQmFuayBvZiBDaGluYSAo
TWFsYX1zaWEpIEJ1cmhhZDEfMBOGALUEAXMWd3d3LmIhbmtvZmNoaW5hLmNvbS5t
eTCCASIWDQYJKoZIhvcNAQEBBQADgGEPADCCAQOCGgEBALU7MyyYi5ZIn9V0j4] ik
nL8dEYy24kj5laaN1lfwjop2KV264InyPBwuPBLOQ1KEiOVek/66gvppKTYYIsocP
76LZQYgwG3tXeaRv4 1 FhXNTXr/NolaaHSrUjCFV8Tpbql9T7S2WzZy fNR38k6dN3H cmwzLmRpZ21jZXJOLmNvbS9EaWdpQ2Vy
dEVWULNBQOFHMi5j cmwwNKAyoDCGLMhOAHABLY9j cmwOLmMRpZ21j ZXJOLmNVbSIE
aWdpQ2VydEVWUTNBQOFHM15 j cmwwcwY IKwYBBQUHAQEEZZzB1MCQGCCSsGAQUFBzAB
hhhodHRw018vb2NzcC5kaWdpY2VydC5jb20wPQYIKwYBBQUHMAKGMWhOAHAGLYI ]
YWNLlcnRzLmRpZ21jZXJOLmNvbS9EaWdpQ2VydEVWUINBQOFHMi5]j cnQwDAYDVROT
AQH/BAIwWADCCAXOGCisGAQQB1nkCBAIEggFtBIIBaQFnAHUAD1eUvPOuqT4zGyyZ
B7P3kN+bwj1xMiXdIaklrGHFTiEAAAGWFDXZVwWAABAMAR]BEAiBz fXAzaUkaY1DW
FHguANC1iyekELQ5/KNgZSatubKfXQIgdANV1pLxpKLOdZ5BI4L83SczhRd2UVxk
36rLQaPkwXgAdgBkEcRspBLsp4kcogIuALyrTygH1B41J6vq/tUDyX3NSAAAAZYU
NdmWAAAEAWBHMEUCIQCfvYSXoyd+ouoafhwwlcRTT9/t0QZSEZv+LDD9feIapQIg
C2/kwHI9RCkApidHSjgUcP10608dkIN8BRP36Y0eswqAAdgBInItp3h187Pw23s2H
ZKa4W68Kh4AZOVVS++nrKd34wwAAAZYUNdmULAAAEAWBHMEUCIQCGOXGEP] j zpYE6
brIlsPQ251nGS5Uv14US6gEUCT7xYAIgHGMDFSHChXiUKLBDLoarM+hLX4n8SsFy
RNH746cNXp4wDQYJKoZIhvcNAQELBQADGGEBAF1jXf9oWcVddiRYuYIM3WZ+Uab
/y/80S1K84/b9XpwwHtMz f CeDIBd+iKUK+NPupwQoif4aNGdznpDXzh+LGVz+HEK
6DzDz4erpgpbjAwcE81TD13YSPOQeXqAvFLk+Zg+JjLIaEWFk+zCAdrSkGe/nxE8
Mhi®chu48p1hKXhsLQq8bIP08zxmZVYtu6P5DNOJIulbcQixezUNIJAbTlhvbONOIbF
EwTj9MI1Xel7V2YidN6yG3KVc2c55855yBtBD s ffwceioVYyNK3ECAdD8WMNAG+
OwzlesS/SjMXQynLqV08ekQj8ymjHPGmNerQYtlae6AScMRM/iVET/Z53Gc=
----- END CERTIFICATE-----
1 s:C =US, 0 =DigiCert Inc, CN = DigiCert EV RSA CA G2

i:C = US, 0 = DigiCert Inc, OU = www.digicert.com, CN = DigiCert Global Root G2

a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256

v:NotBefore: Jul 2 12:42:50 2020 GMT; NotAfter: Jul 2 12:42:50 2030 GMT

MIIFPDCCBCSgAWIBAGIQAWEPH++IT1XYsKc0Oa3uyIDANBgkqhkiGOwOBAQsFADBh
MQswCQYDVQQGEwJVUzEVMBMGALUEChMMRG LnaUN1cnQgSW5 jMRkwFwYDVQQLEXB3
d3cuZGlnaWNlcnQuY29tMSAwHgYDVQQDExdEaWdpQ2VydCBHbGI1iYWwgUm9vdCBH
Mj AeFwOyMDA3MDIXMjQyNTBaFwOzMDA3MDIXMjQyNTBaMEQXCzAIBgNVBAYTALVT
MRUWEWYDVQQKEwxEaWdpQ2VydCBJIbmMxHjAcBgNVBAMTFURpZ21DZXJOIEVWIFIT
QSBDQSBHMj CCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAKOeZsx/neTr
f4MXJIzOR2fITIDfN8AwWUAU7hy4gIOvp708LAAHX2h3bbf8wl+pGMSxaJK9ffDDCD
63FqqFBgE9eTmo3RkgQhlu55a04LsXRLcK6crkB000djdonybmhrfGrtBgYvbRat
xenkv0Sg4frhR14wYh4dnWOLOVRGhbt1G5Q19zm9CqM1q7L1UdAE+6d3a5++ppfG
cnWLmbEVECLHPANb1+/iKauQpQlU1Mi+wEBNnjE5tK8Q778naXnF+DsedQJ7NEi+b
QoonTHEz9ryeEcUHUQTv7nApa/zCqes51Xn1pMs4LZI3SVgbkTLj+RbBov/uiwTX
‘tkBEWawvZH8CAWEAAaOCAgswggIHMBOGA1UdDgQWBBRGT1C/mGidW3sgddRZAX1I
ZpIyBjAfBgNVHSMEGDAWGBROI1QgGIXm427mD/ r6uRLtBhePOTAOBGNVHQ8BATSE
BAMCAYYwHQYDVRO1BBYwFAYIKwYBBQUHAWEGCCSGAQUFBWMCMBIGAIUdEWEB/WQI

National IPv6 Readiness Monitor — https://ipv6.my6.my Page 8of 11



IPv6 Readiness Report

bankofchina.com.my — Banking

Generated: 20 Apr 2026, 21:26 MYT
Last Checked: 07 Mar 2026, 01:00 MYT

MAYBAf8CAQAWNAY IKwYBBQUHAQEEKDAMMCQGCCsGAQUFBzABhhhodHRw0i8vb2Nz
cC5kaWdpY2VydC5jb20wewYDVROfBHQwc jA30DWgM4YxaHROcDovL2NybDMuZGln
aWN1cnQuY29tLORpZ21DZXJIOR2xvYmFsUm9vdEcyLmNybDA3oDWgM4YxaHROcDov
L2NybDQuZGlnaWN1cnQuY29tLORpZ21DZXJOR2xvYmFsUm9vdEcyLmNybDCBzgYD
VROgBIHGMIHDMIHABgRVHSAAMIG3MCgGCCsGAQUFBwIBFhxodHRwczovL3d3dy5k
aWdpY2VydC5jb20vQ1BTMIGKBggrBgEFBQcCAjB+DHxBbnkgdXN1IG9mIHRoaXMg
Q2VydGlmaWNhdGUgY29uc3RpdHVOZXMgYWN]ZXBOYWS j ZSBvZiBOaGUgUmVseWlu
ZyBQYXJ0eSBBZ3J1ZW11bnQgbG9j YXR1ZCBhdCBodHRwczovL3d3dy5kaWdpY2Vy
dC5jb20vcnBhLXVhMABGCSqGSIh3DQEBCWUAA4IBAQBSMgrCdY2+09spnYNvwHiG
+91CIbyELROUsoLwpzGpSdkHD7pVDDFIm3//B8Es+17T1o5Hat+HRDsVRr7d3MEy
09iXkkxLhKEgApA2Ft2eZfPrTolc95PwSWnn3FZ8BhdG04brTA4+zkPSKoMXi/X+
WLBNN29Z/nbCS7H/qLGt7gViEvTIdU8X+H41/XigZMUDaVmJ+B5d7 cwSK7y0oQd f
0IBGMA5Mp4LhMzo52rf//kXPTE3wYIZVHqVuxxInTkFYmffCX9/Lon7SWaGdg6Rc
k4RHhHLWtmz21TZ5CE021jDsGzCFGIP70T4q6Q80FC381irvdKIJ95cUxYzj4tn0T

Server certificate

subject=jurisdictionC = MY, businessCategory = Private Organization, serialNumber

www. bankofchina.com.my

issuer=C = US, 0 = DigiCert Inc, CN = DigiCert EV RSA CA G2
No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: RSA-PSS

Server Temp Key: ECDH, prime256vl, 256 bits

SSL handshake has read 3813 bytes and written 446 bytes
Verification: OK

New, TLSv1.2, Cipher is ECDHE-RSA-AES256-GCM-SHA384

National IPv6 Readiness Monitor — https://ipv6.my6.my

200001008645, C = MY, L = Kuala Lumpur, 0 = Bank of China (Malaysia) Berhad, CN =
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200

Connected IP 202.127.171.151
Connect Time 80.42 ms

TTFB 254.21 ms

Total Time 254.35 ms

Response Headers:

"HTTP/1.1 362 Found",

"Date: Fri, 06 Mar 2026 09:00:16 GMT",

"Location: https://www.bankofchina.com.my/",

"Cache-Control: max-age=0",

"Expires: Fri, 06 Mar 2026 09:00:16 GMT",

"Content-Type: text/html; charset=iso-8859-1",

"HTTP/1.1 200 OK",

"Date: Fri, 06 Mar 2026 09:00:16 GMT",

"Last-Modified: Thu, 17 Nov 2022 02:15:36 GMT",

"Accept-Ranges: bytes",

"Content-Length: 7051",

"Vary: Accept-Encoding",

"Cache-Control: no-cache",

"Expires: Fri, 06 Mar 2026 09:00:16 GMT",

"X-XSS-Protection: 1; mode=block",

X-Content-Type-Options: nosniff",

: "X-Frame-Options: SAMEORIGIN",

"18": "Strict-Transport-Security: max-age=31536000;includeSubDomains;preload"
"19":

'self' 'unsafe-inline' 'unsafe-eval'; style-src * 'unsafe-inline'; img-src * data:; object-src 'self' data: blob:",
"20": "Content-Type: text/html"

IPv4 HTTPS (port 443)

HTTP Status 200

Connected IP 202.127.171.151
Connect Time 39.9 ms

TTFB 171.63 ms

Total Time 171.67 ms

Response Headers:

"HTTP/1.1 200 OK",

"Date: Fri, 06 Mar 2026 09:00:16 GMT",
"Last-Modified: Thu, 17 Nov 2022 02:15:36 GMT",
"Accept-Ranges: bytes",

"Content-Length: 7051",

"Vary: Accept-Encoding",

"Cache-Control: no-cache",

"Expires: Fri, 06 Mar 2026 09:00:16 GMT",
"X-XSS-Protection: 1; mode=block",
"X-Content-Type-Options: nosniff",
"X-Frame-Options: SAMEORIGIN",
"Strict-Transport-Security: max-age=31536000;includeSubDomains;preload",

"Content-Security-Policy: default-src 'self' *.bochk.com *.bankofchina.com.my *.bocgroup.com *.ftcwifi.com; frame-ancestors 'self'; frame-src *; script-src

"Content-Security-Policy: default-src 'self' *.bochk.com *.bankofchina.com.my *.bocgroup.com *.ftcwifi.com; frame-ancestors 'self'; frame-src *; script-src

'self' 'unsafe-inline' 'unsafe-eval'; style-src * 'unsafe-inline'; img-src * data:; object-src 'self' data: blob:",
"Content-Type: text/html"

Connectivity Test Evidence

Test
TCP Connect IPv4 - port 80

TCP Connect IPv4 - port 443

National IPv6 Readiness Monitor — https://ipv6.my6.my

Result
302 0.039230 0.081924

000 0.039474 0.000000
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Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress unreachable

IPv6 Egress 2202:4780:5e:2789::1
Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0
IPv6 Routes

2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium

feB80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static
76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
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