IPv6 Readiness Report Generated: 20 Apr 2026, 21:39 MYT
xox.com.my — Telco Last Checked: 07 Mar 2026, 01:14 MYT

IPv6 Readiness Report

XOoX.com.my — Xox.com.my

Category: Telco ¢ Generated: 20 Apr 2026, 21:39 MYT + Last Checked: 07 Mar 2026, 01:14 MYT « Verification ID: 83110286-1411-40be-9c04-f4e8c85fde24
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/83110286-1411-40be-9c04-f4e8c85fde24

A IPV6-ONLY READINESS
o .
8 2 Yo Website: v Ready
Partially Compliant
y P Partial Support DNS: v Ready
MGV6C-1.0 .
Email: X Not Ready
IPV6 ADDRESSES IPV4 ADDRESSES
2606:4700:20: :681a:3d4 104.26.2.212
2606:4700:20: :681a:2d4 172.67.74.140
2606:4700:20: :ac43:4a8c 104.26.3.212

Network Information (WHOIS / RDAP)

IPv6 Network IPv4 Network
Organization Cloudflare, Inc. Cloudflare, Inc.
Country us us
ASN AS13335 AS13335
ASN Name CLOUDFLARENET - Cloudflare, Inc., US CLOUDFLARENET - Cloudflare, Inc., US
Network (CIDR) 2606:4700::/32 104.16.0.0/12
Web Services (35%) 8/8
# CHECK RESULT DETAIL
1 AAAA Record PASS 2606:4700:20::681a:3d4, 2606:4700:20::681a:2d4, 2606:4700:20::ac43:4a8¢
2 Globally Routable IPv6 PASS All addresses are globally routable.
3 HTTP over IPv6 PASS HTTP (port 80) responds over IPv6 — 118ms TTFB.
4 HTTPS over IPv6 PASS HTTPS (port 443) responds over IPv6 — 53ms TTFB.
5 IPv6-Only Reachability PASS Site is fully reachable via IPv6-only.
6 TLS Certificate Valid (IPv6) PASS Certificate valid — issued by C = US, O = Google Trust Services, CN = WE1, expires Apr 11 03:00:17 2026
GMT
7 Dual-Stack (IPv4 + IPv6) PASS Domain has both A and AAAA records.
8 HTTP/3 (QUIC) PASS Alt-Svc: h3 header detected.
DNS & DNSSEC (25%) 3/5
# CHECK RESULT DETAIL
1 NS Has AAAA Record PASS Nameserver has IPv6 address.
2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.
3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.
4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.
5 Reverse DNS (PTR) FAIL No PTR record found.
6 DS Record at Parent FAIL No DS record at parent.
7 RRSIG Valid FAIL No valid RRSIG found.

National IPv6 Readiness Monitor — https://ipv6.my6.my Page 1of 14



IPv6 Readiness Report

xox.com.my — Telco

Generated: 20 Apr 2026, 21:39 MYT
Last Checked: 07 Mar 2026, 01:14 MYT

# CHECK

8 Signing Algorithm

Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

INFO

RESULT

PASS

PASS

FAIL

FAIL

PASS

INFO

PASS

RESULT

PASS

PASS

PASS

DETAIL

No DNSKEY record found.

DETAIL

MX record found.

MX server has AAAA record.

SMTP is not reachable over IPv6.
STARTTLS not available over IPv6.

SPF record found.

DKIM selector found: selectorl._domainkey

DMARC record found.

DETAIL
104.26.2.212, 172.67.74.140, 104.26.3.212

HTTP (port 80) responds over IPv4 — 85ms TTFB.

HTTPS (port 443) responds over IPv4 — 60ms TTFB.
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Audit Trail & Evidence Record

Verification ID
Domain

Check Mode
Status

Started

Finished

Test Node Profile
Engine Version
MGvV6C Version

Audit URL

Integrity Verification

v INTEGRITY VERIFIED
Algorithm
Root Hash
http_headers
dns_responses
tls_handshake
connectivity_log

dns_resolution_times

Test Node Identity

Os
Hostname
Php Version
Server Ipv4d

Server Ipv6

DNS Resolution Performance

83110286-1411-40be-9c04- f4e8c85fde24
X0X . com.my

Manual

Completed

07 Mar 2026, 01:14:16 MYT

07 Mar 2026, 01:14:42 MYT

dual stack

2.0.0

1.0.0

https://ipv6.my6.my/audit/83110286-1411-40be-9c04-f4e8c85fde24

hmac-sha256-v1

83148809e6b353cfcfd743892ce99dffO6cleaedda21a0807cfheb858e89a30b
4ffa5cb84e763f4aadab013bl3delcleaflf73731a61b440b33215c260d928af
24475¢1405530193379b31af510d0020dbe6bf61ffd8deb9b86eed4bbbe675¢c5
9667b0e3000d8f96bafb3e75c880b668add53ac744bfca89fdl0abl3daabbd81
3fd8af4b444a53fbb126b11327a1d6f3609725b0c257d3c22db4890ea7532722

6157efaba0d2a540a6ca3c3039459186de1868d5f9f687e9f5539bb43c036da7

Linux srv1440888 6.8.0-101-generic #101-Ubuntu SMP PREEMPT_DYNAMIC Mon Feb 9 10:15:05 UTC 2026 x86 64

srv1440888

8.3.30

76.13.221.142

2a02:4780:5e:2789::1

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport
System Default
Google IPv4
Google IPV6
Cloudflare IPv4
Cloudflare IPV6

National IPv6 Readiness Monitor — https://ipv6.my6.my

A p50 (ms) A p95 (ms) AAAA p50 (ms)
17.92 19.7 16.98
24.62 27.19 18.78
21.99 31.31 28.75

9.63 11.95 18.17
20.97 30.17 28.93

AAAA p95 (ms)

18.12

22.66

32.97

19.95

31.39

Delta (ms)

-0.9
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DNS Evidence

A

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 22844
;3 flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512
;3 ANSWER SECTION:
xox.com.my.[J03000INJA]172.67.74.140
xox.com.my.[JJ300INJA[]104.26.3.212
xox.com.my.[J0300INJA]104.26.2.212

DS

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 57263
;3 flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 AUTHORITY SECTION:

com.my.[J0018000IN[SOAb.nic.my. hostmaster.nic.my. 2026018482 1800 900 604800 3600

MX

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 54453
;3 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

33 ANSWER SECTION:

xox.com.my.[J03571JINOMX]0 xox-com-my.mail.protection.outlook.com.

NS

;5 Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 64432
;3 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

33 ANSWER SECTION:
xox.com.my.[JJ216000IN[NSderek.ns.cloudflare.com.
xox.com.my.[JJ21600IN[NSmaria.ns.cloudflare.com.

TXT

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 49670
; flags: qr rd ra; QUERY: 1, ANSWER: 5, AUTHORITY: 0, ADDITIONAL: 1

; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

ANSWER SECTION:

m.my.[J03000INJTXTO"v=spfl mx ip4:219.92.30.57 include:spf.protection.outlook.com include:spf_c.oraclecloud.com -all"
m.my.[J03000INJTXT]"google-site-verification=1gHBGGwi9mCjyQCYZ670rPwzSbsY1lnsZMDbVK1VHZq8"
m.my.[JJ3000INOTXT]"cisco-ci-domain-verification=451f934¢7982d08da7bb31263bd121eca8faf77f89463e0a500f9791a59ba947"
m.my . [J03000INJTXT]" facebook-domain-verification=q7ujep4u6531m3k79332a07y4kb6og"

m.my .[J03000INJTXT]"MS=ms61169134"

XO0X. C

=3

X0X.C

=]

XO0X. C

=}

X0X.C

o

X0X. Cf

o

AAAA

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 37344
;5 flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

33 ANSWER SECTION:
xox.com.my.[JJ3000INJAAAA[2606:4700:20: :681a:3d4
x0x. com.my.[J]300[INJAAAALI2606:4700: 20 : : ac43:4a8c
xox. com.my . ]300 INJAAAAI2606: 4700:20: : 681a:2d4
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xox.com.my — Telco Last Checked: 07 Mar 2026, 01:14 MYT

RRSIG

derek.ns.cloudflare.com. dns.cloudflare.com. 2398167140 10000 2400 604800 1800

DNSKEY

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 24573
;5 flags: gr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 AUTHORITY SECTION:

Xxox.com.my.[JJ18000IN[JSOAderek.ns.cloudflare.com. dns.cloudflare.com. 2398167140 10000 2400 604800 1800

DNSSEC_VALIDATION

; unsigned answer
xox.com.my.[J]1800JIN[JSOAJderek.ns.cloudflare.com. dns.cloudflare.com. 2398167140 10000 2400 604800 1800
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TLS Handshake Evidence

IPV4 Connection
IP Used 104.26.2.212

IP Version 4

depth=2 C = US, 0 = Google Trust Services LLC, CN = GTS Root R4

verify return:1

depth=1 C = US, 0 = Google Trust Services, CN = WE1l

verify return:1

depth=0 CN = xox.com.my

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = xox.com.my

i:C = US, 0 = Google Trust Services, CN = WEL
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA256
v:NotBefore: Jan 11 02:00:32 2026 GMT; NotAfter: Apr 11 03:00:17 2026 GMT

MIIDozCCAOMgAWIBAgIRAImMgMWwDVsVjDTobyWeT7DswCgYIKoZIzjOEAwIwWOzZEL
MAKGA1UEBhMCVVMxHjAcBgNVBAoTFUdvb2dsZSBUcnVzdCBTZXJ2aWN1czEMMAOG
ALUEAXMDVOUXMB4XDTI2MDEXMTAyMDAZM1oXDTI2MDQXMTAzMDAXN1owFTETMBEG
ALUEAXMKeG94LmNvbS5teTBZMBMGBYqGSM49AgEGCCqGSM49AWEHAOIABDIBPLML
JID5p+PELArTQLOKH2a0MLFOw1tqLDr31rP6MMket1fS8yTAAqp6 rvFBNMTbXjG7u
6G4qARI972z49xD0jggISMIICTjAOBgNVHQ8BAT8EBAMCB4AWEWYDVROTBAWWCGYT
KwYBBQUHAWEWDAYDVROTAQH/BAIWADAdBgNVHQ4EFgQUURIcczX9INzBWvXK1+aub
jz0J2NUwHwWYDVROj BBgwFoAUkHeSNWTE/6jMqeZ72YB5e8y T+TgwXgYIKwYBBQUH
AQEEU;jBQMCcGCCsGAQUFBzABhhtodHRwOi8vby5wa2kuzZ29vZy9zL3d1IMS9pYUEW
JQYIKwYBBQUHMAKGGWhOdHAGLY9pLNBraS5nb29nL3d1MS5j cnQwIwYDVRORBBwwW
GoIKeG94LmNvbS5teYIMKi54b3guY29tLm15MBMGALUdIAQMMAowCAYGZ4EMAQIB
MDYGA1UdHwQvMCOWK6ApoCeGIWhOdHAGLY9]jLnBras5nb29nL3d1MS8teU9J0HUO
SjNKTS5j cmwwggEFBgorBgEEAdZ5AgQCBIH2BIHZAPEAdwAWgY2 r8Kk1Dw/wOqVF
/81/yCPQhOv2BCkn+0cfMxP1+gAAAZuq/41sAAAEAWBIMEYCIQCFe/cE6q29FegR
ycpsF2YBghfgSiMV2X35IeQZ5KLLSwIhANMHVSIN00z652HYYnS/R6Fzjp6haGmi
WceI/i3+ssDNAHYATlpdkv1VY1633Q4doNwhCd+nwOtX2pPM2bkakPw/KqcYAAAGH
qv+NfAAABAMARZBFAiEA0Seqad4]rVwA/9alfGtNv3dD8yjpKwAghOpy7ROtpbRwC
IACRIRAQCHRECY18/E11XEPNA7ZB1+zEPLBCIDRVZI1AMA0GCCqGSM49BAMCAOGA
MEUCIQCxIXWtw6cWh+/TxZtOLwbQ7ym0QozF6FFKOY+AqT/NwAIgXKLVmPx1Izwe
PeG4BY9nQ00T4nvgDFxnd2dagd2/6SA=
»»»»» END CERTIFICATE-----
1 s:C =US, 0 = Google Trust Services, CN = WE1

i:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4

a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384

v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00:00 2029 GMT

MIICnzCCAiWgAWIBAQIQf/MZd5csIkp2FVOTttaF4zAKBggghkjOPQQDAZBHMQSW
CQYDVQQGEwJVUzEiMCAGALIUEChMZR29vZ2Xx1IFRydXNOIFNlcnZpY2VzIEXMQzEU
MBIGALUEAXMLRIRTIFJvb3QgUjQwHhcNMjMxMjEzMDkwMDAWWhCNM] kwMj TwMTQw
MDAWW;jA7MQswCQYDVQQGEwIVUzEeMBwGA1UEChMVR29vZ2x 1IFRydXNOIFNlcnZp
Y2VzMQwwCgYDVQQDEWNXRTEWWTATBgCcqhkjOPQIBBggqhkjOPQMBBWNCAARYZT r+
Z1dHTCEDhUDCR127WECPQMFcF4XGGTfn1XzthkubgdnXGhO1CgP4mMTG6J7/EFmP
LCaY9eYmJbsPAvpWo4H+MIH7MA4GA1UdDwWEB/wQEAwIBhjAdBgNVHSUEFjAUBggr
BgEFBQCDAQYIKwYBBQUHAWIWEQYDVROTAQH/BAgWBgEB/wIBADAJBGNVHQ4EFgQU
kHeSNWfE/6jMqeZ72YB5e8yT+TgwHwYDVROjBBgwFoAUgEZW63T/STaj1dj8tT7F
avCUHYwwNAYIKwYBBQUHAQEEKDAMMCQGCCsGAQUFBzAChhhodHRwOi8vaS5wa2ku
Z29vZy9yNC5j cnQwKwYDVROfBCQwWI jAgoB6gHIYaaHROcDovL2MucGtpLmdvb2cv
c19yNC5j cmwwEwYDVROgBAwWWC jAIBgZngQwBAgEWCgYIK0ZIzjOEAWMDaAAWZQIx
A0cCqlHW900VznX+ORGULcxAQXomvtgM8zItPZCuFQ8jSBIS]jz5keR0OvIaYsAmSYV
sQIwJonMaAFi54mrfhfoFNZEfuNMSQ6/bIBiNLiyoX46FohQvKeIoJ99cx7sUKFN
Tulw
-----END CERTIFICATE-----
2 s:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4

i:C = BE, 0 = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign Root CA

a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256

v:NotBefore: Nov 15 03:43:21 2023 GMT; NotAfter: Jan 28 00:00:42 2028 GMT
 jAUBgg rBgEFBQcDAQYIKwYBBQUHAWIWDWYDVROTAQH/BAUWAWEB/ zAd
BgNVHQ4EFgQUQE ZW63T/STaj 1dj8tT7FavCUHYwwHwYDVROj BBgwFOAUYHtmMGKUN
189qJUC99BMOOGP/8/UswNgYIKwYBBQUHAQEEK]jAoMCYGCCsGAQUFBzAChhpodHRw
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0i8vaS5wa2kuz29vZy9Inc3IxLmNydDAtBgNVHREEJ jAKMCKgIKAehhxodHRwOi8v
Yy5wa2kuZ29vZy9yL2dzcjEuY3JsMBMGA1UdIAQMMAowCAYGZ4EMAQIBMAOGCSGG
SIb3DQEBCWUAA4IBAQAYQrsPBtYDh5bjP20BDwmkoWhIDDkic574y04tfzHpn+c]
0dI2D4SseesQ6bDrarZ7C30ddLibZatoKiws3UL9xnELz4ct92vID24FfVbiIlhy
+SW6FoVHKNeWIPOGCbaM4C6uVdF5dTUsMVs/ZbzNnIdCp5Gxmx5ejvEau8otR/Cs
KkGN+hr/W5GvT1tMBjgWKZ1i4//emhA1JG1BbPzoLJQvyEotc031XjTaCzv8mEbep
8RqZ7a2CPsgRbuvTPBwcOMBBmuFeU88+FSBX6+71P0i18b4Z0QFqIwwMHfs/L6K1
vepuoxtGzi4CZ68zIpiqlUvSqTbFJjtbD4seiMHL

Server certificate

subject=CN = xox.com.my

issuer=C = US, 0 = Google Trust Services, CN = WEL
No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: ECDSA

Server Temp Key: X25519, 253 bits

SSL handshake has read 2823 bytes and written 392 bytes
Verification: OK

New, TLSv1.3, Cipher is TLS AES 256 GCM SHA384
Server public key is 256 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

No ALPN negotiated

IPV6 Connection
IP Used 2606:4700:20::681a:3d4

IP Version 6

depth=2 C = US, 0 = Google Trust Services LLC, CN = GTS Root R4

verify return:1

depth=1 C = US, 0 = Google Trust Services, CN = WE1l

verify return:1

depth=0 CN = xox.com.my

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = xox.com.my

i:C = US, 0 = Google Trust Services, CN = WEL
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA256
v:NotBefore: Jan 11 02:00:32 2026 GMT; NotAfter: Apr 11 03:00:17 2026 GMT

MIIDozCCAOMgAWIBAgIRAImMgMWwDVsVjDTobyWeT7DswCgYIKoZIzjOEAwIwWOZEL
MAKGA1UEBhMCVVMxHjAcBgNVBAoTFUdvb2dsZSBUcnVzdCBTZXJ2aWN1czEMMAOG
ALUEAXMDVOUXMB4XDTI2MDEXMTAyMDAZM1oXDTI2MDQXMTAzZMDAXN1owFTETMBEG
A1UEAXMKeG94LmNvbS5teTBZMBMGBYqGSM49AgEGCCqGSMA49AWEHAOTIABDIBPLMi
JID5p+PELArTQLOKH2a0MLFOw1tqLDr31rP6MMket1fS8yTAAQp6rvFBNMTbXjG7u
6G4gARI97249xD0jggISMIICTjA0BgNVHQ8BAfSEBAMCBAAWEWYDVRO1BAWWCGYT
KwYBBQUHAWEWDAYDVROTAQH/BAIwADAdBgNVHQ4EFgQUURIcczX9NzBWvXKl+aub
§20J2NUwHWYDVRO j BBgwFoAUKHeSNWFE/6jMgeZ72YB5e8y T+TgwXgYIKwYBBQUH
AQEEU;jBQMCcGCCsGAQUFBzABhhtodHRwOi8vby5wa2kuz29vZy9zL3dIMSIpYUEW
JQYIKwYBBQUHMAKGGWhOdHAGLY9pLNBrasS5nb29nL3d1MS5j cnQwIwYDVRORBBwwW
GoIKeG94LmNvbS5teYIMKi54b3guY29tLm15MBMGA1UdIAQMMAOWCAYGZ4EMAQIB
MDYGA1UdHwQVMCOwK6ApoCeGIWhOdHAGLY9jLnBras5nb29nL3d1MS8teU9IOHUO
SjNKTS5j cmwwggEFBgorBgEEAdZ5AgQCBIH2BIHZAPEAdwAWgY 2 r8Kk1Dw/wOqVF
/81/yCPQhOV2BCkn+0cfMxP1+gAAAZuq/41sAAAEAWBIMEYCIQCFe/cE6q29FegR
ycpsF2YBqhfgSiMV2X3SIeQZ5kLLswIhANMHVSIN00z652HYYnS/R6Fzjp6hoGmi
WceI/i3+ssDNAHYATlpdkv1VY1633Q4doNwhCd+nwOtX2pPM2bkakPw/KqcYAAAGh
qv+NfAAABAMARZBFAiEA0Seqa4]rVwA/9alfGtNv3dD8yjpKwAqhOpy7ROtpbRwC
IACRIRAQCHRECY18/E11XEPNA7ZB1+zEPLBCIDRVZI1AMA0GCCqGSM49BAMCAOGA
MEUCIQCxIXWtwbcWh+/TxZtOLwbQ7ym0QozF6FFKOY+AqT/NwAIgXKLVmPx1Izwe
PeG4BY9nQ00T4nvgDFxnd2dagd2/6SA=

1 s:C =US, 0 = Google Trust Services, CN = WE1
i:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00:00 2029 GMT

MIICnzCCAiWgAwIBAQIQf/MZd5csIkp2FVOTttaF4zAKBggghkjOPQQDAZBHMQsw
CQYDVQQGEwJVUzEiMCAGALIUEChMZR29vZ2Xx1IFRydXNOIFNlcnZpY2VzIEXMQzEU
MBIGA1UEAXMLRIRTIFJIvb3QgUjQwHhcNMjMxMjEzMDkwMDAwWWhCNMj kwMj IwMTQw
MDAWWjA7MQswCQYDVQQGEwIVUzEeMBWGA1UEChMVR29vZ2x 1IFRydXNOIFNlcnZp
Y2VzMQwwCgYDVQQDEWNXRTEWWTATBgCcqhkjOPQIBBggqhkjOPQMBBWNCAARYZT r+
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Z1dHTCEDhUDCR127WECPQMFcF4XGGT fn1XzthkubgdnXGhO1CgP4mMTG6J7 /EFmP
LCaY9eYmIbsPAvpWo4H+MIH7MA4GA1UdDWEB/wQEAWIBhjAdBgNVHSUEF jAUBggr
BgEFBQcDAQYIKwYBBQUHAWIWEQYDVROTAQH/BAgwBgEB/wIBADAdBgNVHQ4EFgQU
kHeSNWFE/61MqeZ72YB5e8yT+TgwHwYDVROjBBgwFOAUGEZW63T/STaj1dj8tT7F
avCUHYwwNAYIKwYBBQUHAQEEKDAMMCQGCCsGAQUFBzAChhhodHRwOi8vaS5wa2ku
Z29vZy9yNC5j cnQwKwYDVROfBCQwI jAgoB6gHIYaaHROcDovL2MucGtpLmdvb2cv
Cci9yNC5j cmwwEwYDVROgBAwWWCjAIBgZngQwBAgEWCGYIK0ZIzjOEAWMDaAAWZQIx
A0cCq1HW900VznX+ORGU1cxAQXomvtgM8zItPZCuFQ8jSBIS]jz5keR0vIaYsAmSY
sQIwJonMaAFi54mrfhfoFNZEfuNMSQ6/bIBiNLiyoX46FohQvKeIoJ99cx7sUkFN
Tulw

2 s:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
i:C = BE, 0 = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign Root CA
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256
v:NotBefore: Nov 15 03:43:21 2023 GMT; NotAfter: Jan 28 00:00:42 2028 GMT

MIIDejCCAMKgAWIBAQIQf+UwvzMTQ77dghYQST2KGZANBgkghkiG9wOBAQsFADBX
MQswCQYDVQQGEwJICRTEZMBcGA1UEChMQR2xvYmFsU21nbiBudilzYTEQMA4GALUE
CxMHUmM9vdCBDQTEbMBKGALIUEAXMSR2xvYmFsU21nbiBShb290IENBMB4XDTIZMTEX
NTAzNDMyMVoXDTI4MDEyODAwWMDAOMLowRzELMAKGATUEBhMCVVMXIjAgBgNVBAOT
GUdvb2dsZSBUcnVzdCBTZXJ2aWN1cyBMTEMxFDASBgNVBAMTCOdUUYBSh290IFIO
MHYWEAYHK0ZIZzjOCAQYFK4EEACIDYgAE83Rzp2iLYK5DUDXFgTB7S@md+8Fhzube
RrlrlWEYNa5A3XP3iZEwWus870V80kB206nGUEfYKueSkWpz6bFy0Z8pn6KY019e
WIZ1D6GEZQbR3IvIx3PIjGov5cSrOR2Ko4H/MIH8MA4GA1UdDWEB/WQEAWIBhjAd
BgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAWIWDWYDVROTAQH/BAUWAWEB/ zAd
BgNVHQ4EFgQUQEZW63T/STaj 1dj8tT7FavCUHYwwHwYDVROj BBgwFoAUYHtMGKUN
189JUC99BMOOGP/8/UswNgYIKwYBBQUHAQEEK]AoMCYGCCsGAQUFBzAChhpodHRw
0i8vaS5waz2kuz29vZy9nc3IxLmNydDAtBgNVHRBE] jAkMCKgIKAehhxodHRwOi8v
Yy5wa2kuZ29vZy9yL2dzcjEuY3JIsMBMGA1UdIAQMMAowCAYGZ4EMAQIBMAOGCSGG
SIb3DQEBCWUAA4IBAQAYQrsPBtYDh5bjP20BDwmkoWhIDDkic574y04tfzHpn+c]
0dI2D4SseesQ6bDrarZ7C30ddLibZatoKiws3UL9xnELz4ct92vID24FfVbiIlhY
+SW6FoVHKNeWIPOGCbaM4C6uVdF5dTUsMVs/ZbzNnIdCp5Gxmx5ejvEau8otR/Cs
kGN+hr/W5GvT1tMBjgWKZ1i4//emhA1JG1BbPzoLJQvyEotc031XjTaCzv8mEbep
8RqZ7a2CPsgRbuvTPBwcOMBBmuFeU88+FSBX6+71P0i18b4Z0QFqIwwMHfs/L6K1
vepuoxtGzi4CzZ68zIpiqlUvSqTbFJjtbD4seiMH1

Server certificate

subject=CN = xox.com.my

issuer=C = US, 0 = Google Trust Services, CN = WEL
No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: ECDSA

Server Temp Key: X25519, 253 bits

SSL handshake has read 2822 bytes and written 392 bytes
Verification: OK

New, TLSv1.3, Cipher is TLS_AES_256_GCM_SHA384
Server public key is 256 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

No ALPN negotiated
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HTTP Response Evidence

IPv4 HTTP (port 80)
HTTP Status

Connected IP

200

172.67.74.140

Connect Time 17.36 ms
TTFB 90.72 ms
Total Time 90.77 ms

Response Headers:

"HTTP/1.1 301 Moved Permanently",
"Date: Fri, 06 Mar 2026 09:14:41 GMT",
"Connection: keep-alive",
"Location: https://xox.com.my/",
"Report-To: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=2Ud1YN76SFR]jtruXu0iIdmQpD%2BDLIJdKaEO6tE52rNTfj01qg%2BZCVAEVrt2iPhrwrg0j2KGY1MgI%s2FuxD!
“5": "Nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}"
"Server: cloudflare",
"CF-RAY: 9d80406b6cde5f48-SIN",
"alt-svc: h3=\":443\"; ma=86400",
"HTTP/2 200",
"date: Fri, 06 Mar 2026 09:14:41 GMT",
"content-type: text/html",
"nel: {\"report_ to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",
"server: cloudflare",
last-modified: Wed, 04 Mar 2026 07:37:18 GMT",
"16": "report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=pgyH%2BwuR4aziMXuMEdfLn1jKIUOiYB1LvNBYVGT7uoGW3ypbkNQnKM4XYE4WTOaqB7xx9uSiwchHCy3ijIsu
"17": "accept-ranges: bytes",
"18": "cf-cache-status: DYNAMIC",
"19": "cf-ray: 9d80406bcbh48fdfc-SIN",
"20": "alt-svc: h3=\":443\"; ma=86400"

IPv6 HTTP (port 80)

HTTP Status 200

Connected IP 2606:4700:20::681a:3d4
Connect Time 17.67 ms

TTFB 76.53 ms

Total Time 76.59 ms

Response Headers:

"HTTP/1.1 301 Moved Permanently",

"Date: Fri, 06 Mar 2026 09:14:41 GMT",

"Connection: keep-alive",

"Location: https://xox.com.my/",

"Report-To: {\"group\":\"cf-

\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=VyEMV%2B2h%2F13hKCVKdQdiubb4k%s2F7P2CUIgKioY13zvxEfcfvrwyEUEAXxmLnCy6d8Ruad7VHIyEiYsp5te
"5": "Nel: {\"report_to\":\"cf-nel\",\"success_fraction\":0.0,\"max_age\":604800}"

"6": "Server: cloudflare"

! "CF-RAY: 9d804069cfeffcf8-SIN",

"alt-svc: h3=\":443\"; ma=86400",

nel\

"10": "HTTP/2 200",
"11": "date: Fri, 06 Mar 2026 09:14:41 GMT"
"12": "content-type: text/html",

"13": "nel: {\"report_to\":\"cf-nel\",\"success_fraction\":0.0,\"max_age\":604800}"
"14": "server: cloudflare",
"15": "last-modified: Wed, 04 Mar 2026 07:37:18 GMT",
"16": "report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=RPK15anDhsyqaly9Z3PWxoaEAjJVHeXmFR61uMd8MU8emhSgQBpgTBCcPOVWCHIGLViVc]j13kKIerINotylmIO%:
"17": "accept-ranges: bytes",
"18": "cf-cache-status: DYNAMIC",
"19": "cf-ray: 9d80406a0bldfdoc-SIN",
"20": "alt-svc: h3=\":443\"; ma=86400"

IPv4 HTTPS (port 443)
HTTP Status 200
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Connected IP 104.26.2.212
Connect Time 7.75 ms
TTFB 43.24 ms
Total Time 43.26 ms

Response Headers:

"HTTP/2 200",
"date: Fri, 06 Mar 2026 09:14:41 GMT",
"content-type: text/html",
"nel: {\"report_to\":\"cf-nel\",\"success_fraction\":0.0,\"max_age\":604800}",
"server: cloudflare",
"last-modified: Wed, 04 Mar 2026 07:37:18 GMT",
"report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=0svrOqM6XgN1z3pLXuqBk6h5ZKuIstyaRUQtifbQ7GGcuNbsIxIMaxFgW55zYyFhg15XVeNGqIRA9efYOAROK4I
"accept-ranges: bytes",
"cf-cache-status: DYNAMIC",
"cf-ray: 9d80406c6b538bcd-SIN",
"alt-svc: h3=\":443\"; ma=86400"

IPv6 HTTPS (port 443)

HTTP Status 200

Connected IP 2606:4700:20: :681a:3d4
Connect Time 9.05 ms

TTFB 54.57 ms

Total Time 54.6 ms

Response Headers:

[
"HTTP/2 200",
"date: Fri, 06 Mar 2026 09:14:41 GMT",
"content-type: text/html",
"nel: {\"report to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",
"server: cloudflare",
"last-modified: Wed, 04 Mar 2026 07:37:18 GMT",
"report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=9UWEWEDq7 IWIpFf%2FsD6Xaev8U15n%2FfzB7tjiGGds9cpldKPsr3HxZ%2BDGnnuoRfxnVelLzV6ctUv%2FPi
"accept-ranges: bytes",
"cf-cache-status: DYNAMIC",
"cf-ray: 9d80406aaf7844c1-SIN",
"alt-svc: h3=\":443\"; ma=86400"

Connectivity Test Evidence

Test Result
TCP Connect IPv4 - port 80 301 0.007839 0.030351
TCP Connect IPv6 - port 80 301 0.007762 0.028986
TCP Connect IPv4 - port 443 200 0.006865 0.049506
TCP Connect IPv6 - port 443 200 0.009582 0.069620
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Test Node Network Evidence

Node Profile dual stack

Egress Connectivity
IPv4 Egress 76.13.221.142

IPv6 Egress 2202:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0

IPv6 Routes
2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium

feB80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static
76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
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