IPv6 Readiness Report Generated: 13 Jun 2026, 19:25 MYT
xox.com.my — Telco Last Checked: 13 Jun 2026, 01:03 MYT

IPv6 Readiness Report

XOoX.com.my — Xox.com.my

Scan to verify

Category: Telco * Generated: 13 Jun 2026, 19:25 MYT ¢ Last Checked: 13 Jun 2026, 01:03 MYT < Verification ID: 356322a2-c2d8-4005-b596-9756db853214
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/356322a2-c2d8-4005-b596-9756db853214

: IPV6-ONLY READINESS

8 2 % Website: v Ready

Partially Compliant

Partial Support DNS: v Ready
MGV6C-1.0 ,
Email: X Not Ready
IPV6 ADDRESSES IPV4 ADDRESSES
2606:4700:20: :681a:2d4 172.67.74.140
2606:4700:20::681a:3d4 104.26.2.212
2606:4700:20: :ac43:4a8c 104.26.3.212

Network Information (WHOIS / RDAP)

IPv6 Network IPv4 Network
Organization Cloudflare, Inc. Cloudflare, Inc.
Country us us
ASN AS13335 AS13335
ASN Name CLOUDFLARENET - Cloudflare, Inc., US CLOUDFLARENET - Cloudflare, Inc., US
Network (CIDR) 2606:4700::/32 172.64.0.0/13
Web Services (35%) 8/8
# CHECK RESULT DETAIL
1 AAAA Record PASS 2606:4700:20::681a:2d4, 2606:4700:20::681a:3d4, 2606:4700:20::ac43:4a8c
2 Globally Routable IPv6 PASS All addresses are globally routable.
3 HTTP over IPv6 PASS HTTP (port 80) responds over IPv6 — 105ms TTFB.
4 HTTPS over IPv6 PASS HTTPS (port 443) responds over IPv6 — 51ms TTFB.
5 IPv6-Only Reachability PASS Site is fully reachable via IPv6-only.
6 TLS Certificate Valid (IPv6) PASS Certificate valid — issued by C = US, O = Google Trust Services, CN = WEL, expires Aug 7 04:51:56 2026
GMT
7 Dual-Stack (IPv4 + IPv6) PASS Domain has both A and AAAA records.
8 HTTP/3 (QUIC) PASS Alt-Svc: h3 header detected.
DNS & DNSSEC (25%) 3/5
# CHECK RESULT DETAIL
1 NS Has AAAA Record PASS Nameserver has IPv6 address.
2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.
3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.
4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.
5 Reverse DNS (PTR) FAIL No PTR record found.
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# CHECK
6 DS Record at Parent
7 RRSIG Valid

8 Signing Algorithm

Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

FAIL

FAIL

INFO

RESULT

PASS

PASS

FAIL

FAIL

PASS

INFO

PASS

RESULT

PASS

PASS

PASS

DETAIL
No DS record at parent.
No valid RRSIG found.

No DNSKEY record found.

DETAIL

MX record found.

MX server has AAAA record.

SMTP is not reachable over IPv6.

STARTTLS not available over IPv6.

SPF record found.

DKIM selector found: selectorl._domainkey

DMARC record found.

DETAIL

172.67.74.140, 104.26.2.212, 104.26.3.212

HTTP (port 80) responds over IPv4 — 100ms TTFB.

HTTPS (port 443) responds over IPv4 — 99ms TTFB.
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xox.com.my — Telco Last Checked: 13 Jun 2026, 01:03 MYT

Audit Trail & Evidence Record

Verification ID 356322a2-c2d8-4005-b596-9756db853214

Domain X0X.com.my

Check Mode Scheduled

Status Completed

Started 13 Jun 2026, 01:02:51 MYT

Finished 13 Jun 2026, 01:03:17 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/356322a2-c2d8-4005-b596-9756db853214

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 20429afbc736139e005facOc64af7b96fa2e20f43fef9501324bfdbb75b7e1b3
http_headers d8e87320a2a61110c07632ca8738513f8faa3dbd15e04ca9d1l7ae67dc357ba99
dns_responses 01510d440d322518b07d89ff67f9c1cObOf660165d11c2bOb42959b560d0335¢
tls_handshake ca96ea8ac92dlafaef738c76385b03a9d53645a0a810f0c193fbb1d9c15c9d76
connectivity_log c4709f4ad15414e96f04dfa8b07ddeb0c21cee36725f1ee5877957c4470af228
dns_resolution_times 406853268b3ealbad06e703265c4fd0d130d5c7b46193498962721506a1945da

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT DYNAMIC Tue May 26 13:00:45 UTC 2026 x86 64
Hostname srv1440888

Php Version 8.3.31

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 21.02 21.07 10.89 18.11 -10.1
Google IPv4 34.58 37.82 29.44 32.74 -5.1
Google IPv6 37.91 39.66 28.52 30.7 -9.4
Cloudflare IPv4 23.44 25.27 11.61 14.86 -11.8
Cloudflare IPv6 21.2 23.79 11.08 22.95 -10.1
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DNS Evidence

A

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 64387
;3 flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232
;3 ANSWER SECTION:
xox.com.my.[JJ300INJA[]104.26.2.212
xox.com.my.[JJ3000INJA]172.67.74.140
xox.com.my.[J0306INJA]104.26.3.212

DS

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 61033
;3 flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

com.my.[J003532[IN[SOAJe.nic.my. hostmaster.nic.my. 2026046677 1800 900 604800 3600

MX

;5 Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 2907
;3 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

33 ANSWER SECTION:

Xx0x.com.my.[J03600INJMX]0 xox-com-my.mail.protection.outlook.com.

NS

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 22445
;3 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

33 ANSWER SECTION:
xox.com.my.[J]86400IN[NSOmaria.ns.cloudflare.com.
xox.com.my.[JJ86400[IN[NS[Jderek.ns.cloudflare.com.

TXT

;3 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 38591
; flags: qr rd ra; QUERY: 1, ANSWER: 5, AUTHORITY: 0, ADDITIONAL: 1

; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

ANSWER SECTION:

m.my.[JJ3000INOTXT]" facebook-domain-verification=q7ujep4u6531m3k79332a07y4kb6og"
m.my.[J03000INJTXT]"google-site-verification=1gHBGGwi9mCjyQCYZ670rPwzSbsY1lnsZMDbVK1VHZq8"

m.my.[J03000INJTXTO"v=spfl mx ip4:219.92.30.57 include:spf.protection.outlook.com include:spf c.oraclecloud.com -all"
m.my . [J03000INITXT"MS=ms61169134"

m.my.[J03000INOTXT" cisco-ci-domain-verification=451f934c7982d08da7bb31263bd121eca8faf77f89463e0a500f9791a59ba947"

XO0X. C

=3

X0X.C

=]

XO0X. C

=}

X0X.C

o

X0X. Cf

o

AAAA

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 26767
;5 flags: qr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

33 ANSWER SECTION:
xox.com.my.[J[]300]INJAAAA[J2606:4700:20: :ac43:4a8c
x0x. com.my.[J]300[INJAAAALI2606:4700:20: : 681a: 3d4
xox. com.my . ]300 INJAAAAI2606: 4700:20: : 681a:2d4
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RRSIG

derek.ns.cloudflare.com. dns.cloudflare.com. 2406703510 10000 2400 604800 1800

DNSKEY

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 58416
;5 flags: gr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1232

;3 AUTHORITY SECTION:

Xxox.com.my.[JJ17760INJSOAderek.ns.cloudflare.com. dns.cloudflare.com. 2406703510 10000 2400 604800 1800

DNSSEC_VALIDATION

; unsigned answer
xox.com.my.[JJ1776[JIN[JSOAJderek.ns.cloudflare.com. dns.cloudflare.com. 2406703510 10000 2400 604800 1800
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TLS Handshake Evidence

IPV4 Connection
IP Used 172.67.74.140

IP Version 4

depth=2 C = US, 0 = Google Trust Services LLC, CN = GTS Root R4

verify return:1

depth=1 C = US, 0 = Google Trust Services, CN = WE1l

verify return:1

depth=0 CN = xox.com.my

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = xox.com.my

i:C = US, 0 = Google Trust Services, CN = WEL
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA256
v:NotBefore: May 9 03:52:10 2026 GMT; NotAfter: Aug 7 04:51:56 2026 GMT

MIIDoTCCAOGegAwIBAGIQMW5244GOqPQTXMI01Ui2kTAKBggghkjOPQQDAjA7MQswW
CQYDVQQGEwIVUzEeMBWGALUEChMVR29vZ2x1IFRydXNOIFN1cnZpY2VzMQwwCgYD
VQQDEWNXRTEwHhcNMj YWNTASMDM1Mj EwWhcNMj YwODA3MDQIMTU2Wj AVMRMWEQYD
VQQDEwp4b3guY29tLm15MFkwEwYHK0ZIzj0CAQYIK0oZIzjODAQcDQgAEYWS50oMxpc
I2qrioWe4adwpQ21jYDdHdEuypcEuTReu0+PEgE42rUQYSMSWFE9bdOFoI4R74F]
PYx91MhPYCZREKOCATEwggINMA4GA1UdDWEB/WQEAWIHGDATBGNVHSUEDDAKBgGg
BgEFBQcDATAMBgNVHRMBAf8EAjAAMBOGA1UdDgQWBBSSL5418jeC7WSi0n2UZ1Ns
gayNBDAfBgNVHSMEGDAWgBSQd5I178T/qMyp5nvZgH17z]P50DBeBggrBgEFBQCB
AQRSMFAwJwYIKwYBBQUHMAGGG2hOdHAGLYI9vLNBras5nb29nL3Mvd2UxLO13NDAL
BggrBgEFBQcwAoYZaHROcDovL2kucGtpLmdvb2cvd2UxLmNydDAjBgNVHREEHDAa
ggp4b3guY29tLml5ggwgLnhveC5jb20ubXkwEwYDVROgBAwWwCjAIBgZngQwBAgEW
NgYDVROTBC8wWLTAroCmgJ4YlaHROcDovL2MucGtpLmdvb2cvd2UXLONgQWFZTOTKS
MW1jLmNybDCCAQQGCisGAQQBInkCBAIEgfUEgfIA8ABLAJR0Q4f67MHvgfMZICao
GGUBX9NTOAIBP3InfVU3LhnYAAABNgsUKGQAAAQDAEYWRAIgL2gbgaE4mvfOxUAm
y/76ghWMsuum6Ks109VGggAoI9gCID/ny rmeqMaWnD8Z21MGDNqv4bYP7c1InEWU
vcnuZxhjAHCA1219ENGnIXfCx+1f1wC/+YLIM1p14dCzAXMXwM] FaXcAAAGeCxQo
WAAABAMASDBGALEAKA4f50rquOmNKT8t+BKf7YSr6xu8igmZGO1KWXjQvRECIQCY
gA8F1KbIWF9YaAqHqLtSTg839tKuyRfOf rppU2E9FTAKBggghkjOPQQDAgGNIADBF
A1A3QKcerDq9ZIXGBY47y2WE+WrmojqQroMOKET52zU/g5QIhAOxa7 fBppo6nS1pR
Dt1PcQse7uuNR1zV2XytF1qYgAdQ
»»»»» END CERTIFICATE-----
1 s:C =US, 0 = Google Trust Services, CN = WE1

i:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4

a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384

v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00:00 2029 GMT

MIICnzCCAiWgAWIBAQIQf/MZd5csIkp2FVOTttaF4zAKBggghkjOPQQDAZBHMQSW
CQYDVQQGEwJVUzEiMCAGALIUEChMZR29vZ2Xx1IFRydXNOIFNlcnZpY2VzIEXMQzEU
MBIGALUEAXMLRIRTIFJvb3QgUjQwHhcNMjMxMjEzMDkwMDAWWhCNM] kwMj TwMTQw
MDAWW;jA7MQswCQYDVQQGEwIVUzEeMBwGA1UEChMVR29vZ2x 1IFRydXNOIFNlcnZp
Y2VzMQwwCgYDVQQDEWNXRTEWWTATBgCcqhkjOPQIBBggqhkjOPQMBBWNCAARYZT r+
Z1dHTCEDhUDCR127WECPQMFcF4XGGTfn1XzthkubgdnXGhO1CgP4mMTG6J7/EFmP
LCaY9eYmJbsPAvpWo4H+MIH7MA4GA1UdDwWEB/wQEAwIBhjAdBgNVHSUEFjAUBggr
BgEFBQCDAQYIKwYBBQUHAWIWEQYDVROTAQH/BAgWBgEB/wIBADAJBGNVHQ4EFgQU
kHeSNWfE/6jMqeZ72YB5e8yT+TgwHwYDVROjBBgwFoAUgEZW63T/STaj1dj8tT7F
avCUHYwwNAYIKwYBBQUHAQEEKDAMMCQGCCsGAQUFBzAChhhodHRwOi8vaS5wa2ku
Z29vZy9yNC5j cnQwKwYDVROfBCQwWI jAgoB6gHIYaaHROcDovL2MucGtpLmdvb2cv
c19yNC5j cmwwEwYDVROgBAwWWC jAIBgZngQwBAgEWCgYIK0ZIzjOEAWMDaAAWZQIx
A0cCqlHW900VznX+ORGULcxAQXomvtgM8zItPZCuFQ8jSBIS]jz5keR0OvIaYsAmSYV
sQIwJonMaAFi54mrfhfoFNZEfuNMSQ6/bIBiNLiyoX46FohQvKeIoJ99cx7sUKFN
Tulw
-----END CERTIFICATE-----
2 s:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4

i:C = BE, 0 = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign Root CA

a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256

v:NotBefore: Nov 15 03:43:21 2023 GMT; NotAfter: Jan 28 00:00:42 2028 GMT
 jAUBgg rBgEFBQcDAQYIKwYBBQUHAWIWDWYDVROTAQH/BAUWAWEB/ zAd
BgNVHQ4EFgQUQE ZW63T/STaj 1dj8tT7FavCUHYwwHwYDVROj BBgwFOAUYHtmMGKUN
189qJUC99BMOOGP/8/UswNgYIKwYBBQUHAQEEK]jAoMCYGCCsGAQUFBzAChhpodHRw
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0i8vaS5wa2kuz29vZy9Inc3IxLmNydDAtBgNVHREEJ jAKMCKgIKAehhxodHRwOi8v
Yy5wa2kuZ29vZy9yL2dzcjEuY3JsMBMGA1UdIAQMMAowCAYGZ4EMAQIBMAOGCSGG
SIb3DQEBCWUAA4IBAQAYQrsPBtYDh5bjP20BDwmkoWhIDDkic574y04tfzHpn+c]
0dI2D4SseesQ6bDrarZ7C30ddLibZatoKiws3UL9xnELz4ct92vID24FfVbiIlhy
+SW6FoVHKNeWIPOGCbaM4C6uVdF5dTUsMVs/ZbzNnIdCp5Gxmx5ejvEau8otR/Cs
KkGN+hr/W5GvT1tMBjgWKZ1i4//emhA1JG1BbPzoLJQvyEotc031XjTaCzv8mEbep
8RqZ7a2CPsgRbuvTPBwcOMBBmuFeU88+FSBX6+71P0i18b4Z0QFqIwwMHfs/L6K1
vepuoxtGzi4CZ68zIpiqlUvSqTbFJjtbD4seiMHL

Server certificate

subject=CN = xox.com.my

issuer=C = US, 0 = Google Trust Services, CN = WEL
No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: ECDSA

Server Temp Key: X25519, 253 bits

SSL handshake has read 2821 bytes and written 392 bytes
Verification: OK

New, TLSv1.3, Cipher is TLS AES 256 GCM SHA384
Server public key is 256 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

No ALPN negotiated

IPV6 Connection
IP Used 2606:4700:20::681a:2d4

IP Version 6

depth=2 C = US, 0 = Google Trust Services LLC, CN = GTS Root R4

verify return:1

depth=1 C = US, 0 = Google Trust Services, CN = WE1l

verify return:1

depth=0 CN = xox.com.my

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = xox.com.my

i:C = US, 0 = Google Trust Services, CN = WEL
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA256
v:NotBefore: May 9 03:52:10 2026 GMT; NotAfter: Aug 7 04:51:56 2026 GMT

MIIDoTCCA®egAwIBAgIQMw5244GOqPQTxMI0o1Ui2kTAKBggghkjOPQQDAjA7MQsw
CQYDVQQGEwJVUzEeMBWGA1UEChMVR29vZ2x1IFRydXNOIFN1cnZpY2VzMQwwCgYD
VQQDEWNXRTEwHhcNMj YWNTASMDM1Mj EwWhcNMj YwODA3MDQIMTU2Wj AVMRMWEQYD
VQQDEwp4b3guY29tLm15MFkwEwYHK0ZIzZjOCAQYIK0ZIZzjODAQcDQgAEYW50Mxpc
I2qrioWe4adwpQ21jYDdHdEuypcEuTReu0+PEgE42rUQYSMSWFE9bdOFoI4R74F]
pYx91MhPYCZREKOCATEwggINMA4GA1UdDWEB/wQEAWIHgDATBgNVHSUEDDAKBggr
BgEFBQCcDATAMBgNVHRMBAf8EAjAAMBOGA1UdDgQWBBSSL5418jeC7WSi0n2UZ1Ns
gayNBDAfBgNVHSMEGDAWgBSQd51178T/qMyp5nvZgH17z]P50DBeBggrBgEFBQCB
AQRSMFAwJwYIKwYBBQUHMAGGG2hOdHA6LY9VLNBrasS5nb29nL3Mvd2UxLO13NDAL
BggrBgEFBQcwAoYZaHROcDovL2kucGtpLmdvb2cvd2UxLmNydDAjBgNVHREEHDAa
ggp4b3guY29tLml5ggwgLlnhveC5jb20ubXkwEwYDVROgBAWWC jAIBgZngQwBAgEW
NgYDVROfBC8wLTAroCmgJ4YlaHROcDovL2MucGtpLmdvb2cvd2UXLONQWFZTOTkS
MW1jLmNybDCCAQQGCisGAQQBInkCBAIEgfUEQTIA8ABLAJROQ4f67MHvgfMZICao
GGUBX9NTOAIBP3InfVU3LhnYAAABNgsUKGQAAAQDAEYWRAIgL2gbgaE4mvfOxUAm
y/76ghWMsuum6Ks109VGggAoI9gCID/ny rmeqMaWnD8Z21MGDNqv4bYP7c1InEWU
vcnuZxhjAHCA1219ENGnIXfCx+1f1wC/+YLIM1p14dCzAXMXwM] FaXcAAAGeCxQo
WAAABAMASDBGA1EAKA4f50rquOmNkT8t+BKf7YSr6xu8iqmZGOTKWXjQvRECIQCY
gA8F1KbIWF9YaAqHqLtSTg839tKuyRfOf rppU2E9FTAKBggghkjOPQQDAgGNIADBF
A1A3QKcerDq9ZIXGBY47y2WE+WrmojqQroMOKET5zU/g5QIhAOxa7 fBppo6nS1pR
Dt1PcQse7uuNR1zV2XytF1qYgAdQ

1 s:C =US, 0 = Google Trust Services, CN = WE1
i:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00:00 2029 GMT

MIICnzCCAiWgAwIBAQIQf/MZd5csIkp2FVOTttaF4zAKBggghkjOPQQDAZBHMQsw
CQYDVQQGEwJVUzEiMCAGALIUEChMZR29vZ2Xx1IFRydXNOIFNlcnZpY2VzIEXMQzEU
MBIGA1UEAXMLRIRTIFJIvb3QgUjQwHhcNMjMxMjEzMDkwMDAwWWhCNMj kwMj IwMTQw
MDAWWjA7MQswCQYDVQQGEwIVUzEeMBWGA1UEChMVR29vZ2x 1IFRydXNOIFNlcnZp
Y2VzMQwwCgYDVQQDEWNXRTEWWTATBgCcqhkjOPQIBBggqhkjOPQMBBWNCAARYZT r+
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Z1dHTCEDhUDCR127WECPQMFcF4XGGT fn1XzthkubgdnXGhO1CgP4mMTG6J7 /EFmP
LCaY9eYmIbsPAvpWo4H+MIH7MA4GA1UdDWEB/wQEAWIBhjAdBgNVHSUEF jAUBggr
BgEFBQcDAQYIKwYBBQUHAWIWEQYDVROTAQH/BAgwBgEB/wIBADAdBgNVHQ4EFgQU
kHeSNWFE/61MqeZ72YB5e8yT+TgwHwYDVROjBBgwFOAUGEZW63T/STaj1dj8tT7F
avCUHYwwNAYIKwYBBQUHAQEEKDAMMCQGCCsGAQUFBzAChhhodHRwOi8vaS5wa2ku
Z29vZy9yNC5j cnQwKwYDVROfBCQwI jAgoB6gHIYaaHROcDovL2MucGtpLmdvb2cv
Cci9yNC5j cmwwEwYDVROgBAwWWCjAIBgZngQwBAgEWCGYIK0ZIzjOEAWMDaAAWZQIx
A0cCq1HW900VznX+ORGU1cxAQXomvtgM8zItPZCuFQ8jSBIS]jz5keR0vIaYsAmSY
sQIwJonMaAFi54mrfhfoFNZEfuNMSQ6/bIBiNLiyoX46FohQvKeIoJ99cx7sUkFN
Tulw

2 s:C = US, 0 = Google Trust Services LLC, CN = GTS Root R4
i:C = BE, 0 = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign Root CA
a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256
v:NotBefore: Nov 15 03:43:21 2023 GMT; NotAfter: Jan 28 00:00:42 2028 GMT

MIIDejCCAMKgAWIBAQIQf+UwvzMTQ77dghYQST2KGZANBgkghkiG9wOBAQsFADBX
MQswCQYDVQQGEwJICRTEZMBcGA1UEChMQR2xvYmFsU21nbiBudilzYTEQMA4GALUE
CxMHUmM9vdCBDQTEbMBKGALIUEAXMSR2xvYmFsU21nbiBShb290IENBMB4XDTIZMTEX
NTAzNDMyMVoXDTI4MDEyODAwWMDAOMLowRzELMAKGATUEBhMCVVMXIjAgBgNVBAOT
GUdvb2dsZSBUcnVzdCBTZXJ2aWN1cyBMTEMxFDASBgNVBAMTCOdUUYBSh290IFIO
MHYWEAYHK0ZIZzjOCAQYFK4EEACIDYgAE83Rzp2iLYK5DUDXFgTB7S@md+8Fhzube
RrlrlWEYNa5A3XP3iZEwWus870V80kB206nGUEfYKueSkWpz6bFy0Z8pn6KY019e
WIZ1D6GEZQbR3IvIx3PIjGov5cSrOR2Ko4H/MIH8MA4GA1UdDWEB/WQEAWIBhjAd
BgNVHSUEFjAUBggrBgEFBQcDAQYIKwYBBQUHAWIWDWYDVROTAQH/BAUWAWEB/ zAd
BgNVHQ4EFgQUQEZW63T/STaj 1dj8tT7FavCUHYwwHwYDVROj BBgwFoAUYHtMGKUN
189JUC99BMOOGP/8/UswNgYIKwYBBQUHAQEEK]AoMCYGCCsGAQUFBzAChhpodHRw
0i8vaS5waz2kuz29vZy9nc3IxLmNydDAtBgNVHRBE] jAkMCKgIKAehhxodHRwOi8v
Yy5wa2kuZ29vZy9yL2dzcjEuY3JIsMBMGA1UdIAQMMAowCAYGZ4EMAQIBMAOGCSGG
SIb3DQEBCWUAA4IBAQAYQrsPBtYDh5bjP20BDwmkoWhIDDkic574y04tfzHpn+c]
0dI2D4SseesQ6bDrarZ7C30ddLibZatoKiws3UL9xnELz4ct92vID24FfVbiIlhY
+SW6FoVHKNeWIPOGCbaM4C6uVdF5dTUsMVs/ZbzNnIdCp5Gxmx5ejvEau8otR/Cs
kGN+hr/W5GvT1tMBjgWKZ1i4//emhA1JG1BbPzoLJQvyEotc031XjTaCzv8mEbep
8RqZ7a2CPsgRbuvTPBwcOMBBmuFeU88+FSBX6+71P0i18b4Z0QFqIwwMHfs/L6K1
vepuoxtGzi4CzZ68zIpiqlUvSqTbFJjtbD4seiMH1

Server certificate

subject=CN = xox.com.my

issuer=C = US, 0 = Google Trust Services, CN = WEL
No client certificate CA names sent

Peer signing digest: SHA256

Peer signature type: ECDSA

Server Temp Key: X25519, 253 bits

SSL handshake has read 2822 bytes and written 392 bytes
Verification: OK

New, TLSv1.3, Cipher is TLS_AES_256_GCM_SHA384
Server public key is 256 bit

Secure Renegotiation IS NOT supported

Compression: NONE

Expansion: NONE

No ALPN negotiated
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200
Connected IP 104.26.2.212
Connect Time 14.76 ms
TTFB 83.19 ms
Total Time 83.29 ms

Response Headers:

{

: "HTTP/1.1 301 Moved Permanently",
"Date: Fri, 12 Jun 2026 17:03:17 GMT",
: "Content-Type: text/html; charset=UTF-8",
: "Connection: keep-alive",
"Location: https://xox.com.my/",
"5": "Report-To: {\"group\":\"cf-
nel\

", \"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=aRHQjJI0cqq6TC%2BipezuV6gqn38ONIFmtglnhhzDg6ZPfix9LdE4Rp3p2144TqgONeYnZOF1Yus700%2Bk6F!

"Nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",
"7": "Server: cloudflare"
"8": "CF-RAY: aGaa6d940a239e2f-SIN",
"9": "alt-svc: h3=\":443\"; ma=86400"
“11": "HTTP/2 200",
"12": “"date: Fri, 12 Jun 2026 17:03:17 GMT"
"13": "content-type: text/html",
"14": "nel: {\"report_to\":\"cf-nel\",\"success_fraction\":0.0,\"max_age\":604800}"
"15": "server: cloudflare",
"16": "last-modified: Fri, 29 May 2026 08:01:06 GMT"
"17": "report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=KU50NnPh2r5bvZh5qTzxdjUXh5KvIUTOWY0o1Q6x03F8trAFGZa3VKzQz559f026tLbUs3HFQ7p2WWou9zy0P7z
"18": "accept-ranges: bytes",
"19": "cf-cache-status: DYNAMIC"
: "cf-ray: a0aa6d94689c7e08-SIN",
: "alt-svc: h3=\":443\"; ma=86400"

IPv6 HTTP (port 80)

HTTP Status 200

Connected IP 2606:4700:20: :681a:3d4
Connect Time 27.23 ms

TTFB 111.71 ms

Total Time 111.82 ms

Response Headers:
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"HTTP/1.1 301 Moved Permanently",

"Date: Fri, 12 Jun 2026 17:03:16 GMT",
"Content-Type: text/html; charset=UTF-8",
"Connection: keep-alive",

"4": “"Location: https://xox.com.my/",
"5": "Report-To: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=6D0yuYtoo7ruCQQLXQS;jU7CVA9QT1DaVOL03x0ALER2ZmIYGOwqBuouvK6nn6QXcMc3IoxVYXTKiaNp9d1Ws2F
"Nel: {\"report_to\":\"cf-nel\",\"success_fraction\":0.0,\"max_age\":604800}",
"Server: cloudflare",
"CF-RAY: abaa6d931la2efdOb-SIN",
"alt-svc: h3=\":443\"; ma=86400",
"11": "HTTP/2 200",
"12": "date: Fri, 12 Jun 2026 17:03:17 GMT"
"13": "content-type: text/html",
"14": "nel: {\"report_ to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",
"15": "server: cloudflare",
"16": "last-modified: Fri, 29 May 2026 08:01:06 GMT"
"17": “"report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=8pLLdXvs%2F13T0QZXi74PhWytkBKoVvggqx%2F%s2Frr7VviyZmD10s9YH1L7Y1DHUiPkXMGFjCEVUfe5Z13dy
"18": "accept-ranges: bytes",
"19": "cf-cache-status: DYNAMIC",
"20": "cf-ray: a0aa6d938b3d1984-SIN",
"21": "alt-svc: h3=\":443\"; ma=86400"

IPv4 HTTPS (port 443)

HTTP Status 200
Connected IP 172.67.74.140
Connect Time 6.98 ms

TTFB 61.25 ms
Total Time 61.3ms

Response Headers:

"HTTP/2 200",
"date: Fri, 12 Jun 2026 17:03:17 GMT",
"content-type: text/html",
"nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",
"server: cloudflare",
"last-modified: Fri, 29 May 2026 08:01:06 GMT",
"report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=1iRMuTqrm9FEH%2FV8KfIhUmek3%2FDbm7ttpBiQkWjSUIKTmehJ%2BxiegOwSpNe3f7uqnvwOl5mffEUht1EO
"accept-ranges: bytes",
"cf-cache-status: DYNAMIC",
"cf-ray: a@aa6d94bb47fdeb-SIN",
"alt-svc: h3=\":443\"; ma=86400"

IPv6 HTTPS (port 443)

HTTP Status 200

Connected IP 2606:4700:20: :681a:2d4
Connect Time 7.11ms

TTFB 45.89 ms

Total Time 45.92 ms

Response Headers:

"HTTP/2 200",
"date: Fri, 12 Jun 2026 17:03:17 GMT",
"content-type: text/html",
"nel: {\"report_to\":\"cf-nel\",\"success fraction\":0.0,\"max_age\":604800}",
"server: cloudflare",
"last-modified: Fri, 29 May 2026 08:01:06 GMT",
"report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\": [{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=KEQ9WegFTpBPGNPEXzB%2FEQWZZLHw1%2F jPsU%2BgXvTZP3Q4e0NngcOckOtt1hC2IJH1SI6NABrXwVEFbv%2B
"accept-ranges: bytes",
"cf-cache-status: DYNAMIC",
"cf-ray: aGaa6d93dc2bef70-SIN",
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"alt-svc: h3=\":443\"; ma=86400"

Connectivity Test Evidence

Test Result
TCP Connect IPv4 - port 80 301 0.007644 0.043725
TCP Connect IPv6 - port 80 301 0.008698 0.041458
TCP Connect IPv4 - port 443 200 0.007181 0.056353
TCP Connect IPv6 - port 443 200 0.007396 0.149574

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2a02:4780:5e:2789::1
Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6 0
IPv6 Routes

2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium

fe80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO® proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static
76.13.221.0/24 dev eth@ proto kernel scope link src 76.13.221.142
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