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⚠
Partially Compliant

MGv6C-1.0

69%
Partial Support

IPV6-ONLY READINESS

Website: ✓ Ready

DNS: ✓ Ready

Email: ✗ Not Ready

IPV6 ADDRESSES

2606:4700:3033::ac43:b126

2606:4700:3035::6815:505f

IPV4 ADDRESSES

172.67.177.38

104.21.80.95

Network Information (WHOIS / RDAP)

IPv6 Network IPv4 Network

Organization Cloudflare, Inc. Cloudflare, Inc.

Country US US

ASN AS13335 AS13335

ASN Name CLOUDFLARENET - Cloudflare, Inc., US CLOUDFLARENET - Cloudflare, Inc., US

Network (CIDR) 2606:4700::/32 172.64.0.0/13

Web Services (35%) 8 / 8

# CHECK RESULT DETAIL

1 AAAA Record PASS 2606:4700:3033::ac43:b126, 2606:4700:3035::6815:505f

2 Globally Routable IPv6 PASS All addresses are globally routable.

3 HTTP over IPv6 PASS HTTP (port 80) responds over IPv6.

4 HTTPS over IPv6 PASS HTTPS (port 443) responds over IPv6.

5 IPv6-Only Reachability PASS Site is fully reachable via IPv6-only.

6 TLS Certificate Valid (IPv6) PASS
Certificate valid — issued by C = US, O = Google Trust Services, CN = WE1, expires Sep 10 13:46:06 2026
GMT

7 Dual-Stack (IPv4 + IPv6) PASS Domain has both A and AAAA records.

8 HTTP/3 (QUIC) PASS Alt-Svc: h3 header detected.

DNS & DNSSEC (25%) 3 / 5

# CHECK RESULT DETAIL

1 NS Has AAAA Record PASS Nameserver has IPv6 address.

2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.

3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.
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# CHECK RESULT DETAIL

7 RRSIG Valid FAIL No valid RRSIG found.

8 Signing Algorithm INFO No DNSKEY record found.

Email Services (25%) 1 / 6

# CHECK RESULT DETAIL

1 MX Record Exists FAIL No MX record found in DNS.

2 MX Server Has IPv6 FAIL MX server has no IPv6 address.

3 SMTP Reachable via IPv6 FAIL SMTP is not reachable over IPv6.

4 STARTTLS over IPv6 FAIL STARTTLS not available over IPv6.

5 SPF Record PASS SPF record found.

6 DKIM Selector INFO DKIM selector found: default._domainkey

7 DMARC Record FAIL No DMARC record found.

IPv4 Baseline (15%) 3 / 3

# CHECK RESULT DETAIL

1 A Record PASS 172.67.177.38, 104.21.80.95

2 HTTP over IPv4 PASS HTTP (port 80) responds over IPv4 — 117ms TTFB.

3 HTTPS over IPv4 PASS HTTPS (port 443) responds over IPv4 — 608ms TTFB.
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Audit Trail & Evidence Record

Verification ID c4a20cdb-6ad1-422d-a7ed-5d04d2cb69ac

Domain hiedumara.edu.my

Check Mode Scheduled

Status Completed

Started 13 Jun 2026, 01:01:59 MYT

Finished 13 Jun 2026, 01:02:14 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/c4a20cdb-6ad1-422d-a7ed-5d04d2cb69ac

Integrity Verification

✓ INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash a408f687d28df7a9ef54d611a7c6d2a05e6d8a7f1f3ae6d3b178a47a1b6d92f2

http_headers e156cd70df418ee166861ba3f172796dc4513a1cce36b48b5880fe6c8bf6a150

dns_responses 792168b32cc54c750b610f048b2c988c74c13550210ff7e7a49b47093176d46f

tls_handshake bb058cc61f1abc710630cbcdfed445f290bb249abdbd51f93bdff9542f7370f6

connectivity_log f34f147245c12c5f03def086904c4b7c65f45c2f5d424304f8da942a66d926cb

dns_resolution_times 49d37db36e81524cd6d21b7ec14c08c182d196f1a4c79b407501ff6588226a5a

Test Node Identity

Os Linux srv1440888 6.8.0-124-generic #124-Ubuntu SMP PREEMPT_DYNAMIC Tue May 26 13:00:45 UTC 2026 x86_64

Hostname srv1440888

Php Version 8.3.31

Server Ipv4 76.13.221.142

Server Ipv6 2a02:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)

System Default 14.41 30.08 23.67 31.78 +9.3 

Google IPv4 41.01 45.53 36.44 44.94 -4.6 

Google IPv6 38.87 41.21 28.74 32.13 -10.1 

Cloudflare IPv4 11.38 25.22 12.22 26.07 +0.8 

Cloudflare IPv6 12.01 29.27 38.15 41.97 +26.1 
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DNS Evidence

A

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 61470
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
hiedumara.edu.my.	300	IN	A	104.21.80.95
hiedumara.edu.my.	300	IN	A	172.67.177.38

DS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 41524
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
edu.my.			3432	IN	SOA	e.nic.my. hostmaster.nic.my. 2026046676 1800 900 604800 3600

MX

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 22688
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
hiedumara.edu.my.	1792	IN	SOA	fay.ns.cloudflare.com. dns.cloudflare.com. 2406757802 10000 2400 604800 1800

NS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 63060
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
hiedumara.edu.my.	86400	IN	NS	fay.ns.cloudflare.com.
hiedumara.edu.my.	86400	IN	NS	howard.ns.cloudflare.com.

TXT

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 19142
;; flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
hiedumara.edu.my.	3600	IN	TXT	"v=spf1 include:spf.mailjet.com ~all"

AAAA

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 32635
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; ANSWER SECTION:
hiedumara.edu.my.	300	IN	AAAA	2606:4700:3035::6815:505f
hiedumara.edu.my.	300	IN	AAAA	2606:4700:3033::ac43:b126

RRSIG

fay.ns.cloudflare.com. dns.cloudflare.com. 2406757802 10000 2400 604800 1800

DNSKEY

;; Got answer:
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;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 6667
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 1232
;; AUTHORITY SECTION:
hiedumara.edu.my.	1792	IN	SOA	fay.ns.cloudflare.com. dns.cloudflare.com. 2406757802 10000 2400 604800 1800

DNSSEC_VALIDATION

; unsigned answer
hiedumara.edu.my.	1792	IN	SOA	fay.ns.cloudflare.com. dns.cloudflare.com. 2406757802 10000 2400 604800 1800
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TLS Handshake Evidence

IPV4 Connection

IP Used 172.67.177.38

IP Version 4

depth=2 C = US, O = Google Trust Services LLC, CN = GTS Root R4
verify return:1
depth=1 C = US, O = Google Trust Services, CN = WE1
verify return:1
depth=0 CN = hiedumara.edu.my
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:CN = hiedumara.edu.my
   i:C = US, O = Google Trust Services, CN = WE1
   a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA256
   v:NotBefore: Jun 12 12:47:49 2026 GMT; NotAfter: Sep 10 13:46:06 2026 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 1 s:C = US, O = Google Trust Services, CN = WE1
   i:C = US, O = Google Trust Services LLC, CN = GTS Root R4
   a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
   v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00:00 2029 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 2 s:C = US, O = Google Trust Services LLC, CN = GTS Root R4
   i:C = BE, O = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign Root CA
   a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256
   v:NotBefore: Nov 15 03:43:21 2023 GMT; NotAfter: Jan 28 00:00:42 2028 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
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Oi8vaS5wa2kuZ29vZy9nc3IxLmNydDAtBgNVHR8EJjAkMCKgIKAehhxodHRwOi8v
Yy5wa2kuZ29vZy9yL2dzcjEuY3JsMBMGA1UdIAQMMAowCAYGZ4EMAQIBMA0GCSqG
SIb3DQEBCwUAA4IBAQAYQrsPBtYDh5bjP2OBDwmkoWhIDDkic574y04tfzHpn+cJ
odI2D4SseesQ6bDrarZ7C30ddLibZatoKiws3UL9xnELz4ct92vID24FfVbiI1hY
+SW6FoVHkNeWIP0GCbaM4C6uVdF5dTUsMVs/ZbzNnIdCp5Gxmx5ejvEau8otR/Cs
kGN+hr/W5GvT1tMBjgWKZ1i4//emhA1JG1BbPzoLJQvyEotc03lXjTaCzv8mEbep
8RqZ7a2CPsgRbuvTPBwcOMBBmuFeU88+FSBX6+7iP0il8b4Z0QFqIwwMHfs/L6K1
vepuoxtGzi4CZ68zJpiq1UvSqTbFJjtbD4seiMHl
-----END CERTIFICATE-----
---
Server certificate
subject=CN = hiedumara.edu.my
issuer=C = US, O = Google Trust Services, CN = WE1
---
No client certificate CA names sent
Peer signing digest: SHA256
Peer signature type: ECDSA
Server Temp Key: X25519, 253 bits
---
SSL handshake has read 2841 bytes and written 398 bytes
Verification: OK
---
New, TLSv1.3, Cipher is TLS_AES_256_GCM_SHA384
Server public key is 256 bit
Secure Renegotiation IS NOT supported
Compression: NONE
Expansion: NONE
No ALPN negotiated

IPV6 Connection

IP Used 2606:4700:3033::ac43:b126

IP Version 6

depth=2 C = US, O = Google Trust Services LLC, CN = GTS Root R4
verify return:1
depth=1 C = US, O = Google Trust Services, CN = WE1
verify return:1
depth=0 CN = hiedumara.edu.my
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:CN = hiedumara.edu.my
   i:C = US, O = Google Trust Services, CN = WE1
   a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA256
   v:NotBefore: Jun 12 12:47:49 2026 GMT; NotAfter: Sep 10 13:46:06 2026 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 1 s:C = US, O = Google Trust Services, CN = WE1
   i:C = US, O = Google Trust Services LLC, CN = GTS Root R4
   a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
   v:NotBefore: Dec 13 09:00:00 2023 GMT; NotAfter: Feb 20 14:00:00 2029 GMT
-----BEGIN CERTIFICATE-----
MIICnzCCAiWgAwIBAgIQf/MZd5csIkp2FV0TttaF4zAKBggqhkjOPQQDAzBHMQsw
CQYDVQQGEwJVUzEiMCAGA1UEChMZR29vZ2xlIFRydXN0IFNlcnZpY2VzIExMQzEU
MBIGA1UEAxMLR1RTIFJvb3QgUjQwHhcNMjMxMjEzMDkwMDAwWhcNMjkwMjIwMTQw
MDAwWjA7MQswCQYDVQQGEwJVUzEeMBwGA1UEChMVR29vZ2xlIFRydXN0IFNlcnZp
Y2VzMQwwCgYDVQQDEwNXRTEwWTATBgcqhkjOPQIBBggqhkjOPQMBBwNCAARvzTr+
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-----END CERTIFICATE-----
 2 s:C = US, O = Google Trust Services LLC, CN = GTS Root R4
   i:C = BE, O = GlobalSign nv-sa, OU = Root CA, CN = GlobalSign Root CA
   a:PKEY: id-ecPublicKey, 384 (bit); sigalg: RSA-SHA256
   v:NotBefore: Nov 15 03:43:21 2023 GMT; NotAfter: Jan 28 00:00:42 2028 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
---
Server certificate
subject=CN = hiedumara.edu.my
issuer=C = US, O = Google Trust Services, CN = WE1
---
No client certificate CA names sent
Peer signing digest: SHA256
Peer signature type: ECDSA
Server Temp Key: X25519, 253 bits
---
SSL handshake has read 2839 bytes and written 398 bytes
Verification: OK
---
New, TLSv1.3, Cipher is TLS_AES_256_GCM_SHA384
Server public key is 256 bit
Secure Renegotiation IS NOT supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 406

Connected IP 151.101.130.133

Connect Time 10.15 ms

TTFB 80.01 ms

Total Time 80.13 ms

Response Headers:

{
    "0": "HTTP/1.1 301 Moved Permanently",
    "1": "Date: Fri, 12 Jun 2026 17:02:09 GMT",
    "2": "Connection: keep-alive",
    "3": "Server: cloudflare",
    "4": "Location: https://linktr.ee/hiedumara",
    "5": "X-Turbo-Charged-By: LiteSpeed",
    "6": "Cf-Cache-Status: DYNAMIC",
    "7": "Report-To: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\":[{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=yIKPx5AeM7dQmxVNmvJzQz2ZRBQPttVLp6t7n%2B71P0UsTvmlLWy8sbTu2M7z5cRa9cK2HZ5l4%2BiMAfRxhTArkdlN4UvUJFFOsTwWzR6REcYquX28akk1eSzr7sgrALs7RSMx\"}]}",
    "8": "Nel: {\"report_to\":\"cf-nel\",\"success_fraction\":0.0,\"max_age\":604800}",
    "9": "CF-RAY: a0aa6bef491c6bca-SIN",
    "10": "alt-svc: h3=\":443\"; ma=86400",
    "12": "HTTP/2 406",
    "13": "accept-ranges: bytes",
    "14": "cache-control: private, no-store",
    "15": "via: 1.1 varnish, 1.1 varnish, 1.1 varnish",
    "16": "strict-transport-security: max-age=300",
    "17": "date: Fri, 12 Jun 2026 17:02:09 GMT",
    "18": "x-served-by: cache-kul9826-KUL, cache-kul9820-KUL, cache-kul9820-KUL, cache-kul9821-KUL, cache-kul9821-KUL",
    "19": "x-cache: MISS, MISS, MISS, MISS",
    "20": "x-cache-hits: 0, 0, 0, 0",
    "21": "x-timer: S1781283730.830096,VS0,VE41",
    "22": "x-lt-cache: E-PASS ~> SP-PASS ~> R-PASS ~> M-H ~> P-PASS",
    "23": "referrer-policy: origin-when-cross-origin",
    "24": "link: <https://linktr.ee/llms.txt>; rel=\"describedby\"; type=\"text/markdown\"",
    "25": "x-llms-txt: https://linktr.ee/llms.txt"
}

IPv6 HTTP (port 80)

HTTP Status 301

Connected IP 2606:4700:3033::ac43:b126

Connect Time 6.79 ms

TTFB 52.38 ms

Total Time 52.58 ms

Error Could not resolve host: linktr.ee

Response Headers:

[
    "HTTP/1.1 301 Moved Permanently",
    "Date: Fri, 12 Jun 2026 17:02:09 GMT",
    "Connection: keep-alive",
    "Server: cloudflare",
    "Location: https://linktr.ee/hiedumara",
    "X-Turbo-Charged-By: LiteSpeed",
    "Cf-Cache-Status: DYNAMIC",
    "Report-To: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\":[{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=X0X9IxarrUNApsH1n%2B7p%2FMPZISCXsaSt4XpGPxFklLdNkoAfg41e3eKyuIe0mP3BnqPeg9wvmpEQCyvQ2s1%2FA%2BREAlgqpLfrZVGlK5NTyflmH4oyHeb0mEw1Bx0xSeuMsk7%2F1MKyOfGrJbH%2BE6TT\"}]}",
    "Nel: {\"report_to\":\"cf-nel\",\"success_fraction\":0.0,\"max_age\":604800}",
    "CF-RAY: a0aa6bee9af3fdaa-SIN",
    "alt-svc: h3=\":443\"; ma=86400"
]

IPv4 HTTPS (port 443)

HTTP Status 406

Connected IP 151.101.66.133
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Connect Time 9.18 ms

TTFB 104.16 ms

Total Time 104.27 ms

Response Headers:

{
    "0": "HTTP/2 301",
    "1": "date: Fri, 12 Jun 2026 17:02:09 GMT",
    "2": "location: https://linktr.ee/hiedumara",
    "3": "server: cloudflare",
    "4": "x-turbo-charged-by: LiteSpeed",
    "5": "cf-cache-status: DYNAMIC",
    "6": "report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\":[{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=4RdaYoRhvGpKFQtA32haieuGjETRPGzC%2BCUJLmWQXsJCElR1%2BIknhgfy3gbKwY%2Fx30DK%2FbeQUrJO67IcyenpDJGaxuLlVC81PC5WBZSDPl6RWyT4htgTO9l34pm2kGl2D1bK\"}]}",
    "7": "nel: {\"report_to\":\"cf-nel\",\"success_fraction\":0.0,\"max_age\":604800}",
    "8": "cf-ray: a0aa6befdd9df8ee-SIN",
    "9": "alt-svc: h3=\":443\"; ma=86400",
    "11": "HTTP/2 406",
    "12": "accept-ranges: bytes",
    "13": "cache-control: private, no-store",
    "14": "via: 1.1 varnish, 1.1 varnish, 1.1 varnish",
    "15": "strict-transport-security: max-age=300",
    "16": "date: Fri, 12 Jun 2026 17:02:09 GMT",
    "17": "x-served-by: cache-kul9823-KUL, cache-kul9820-KUL, cache-kul9820-KUL, cache-kul9822-KUL, cache-kul9822-KUL",
    "18": "x-cache: MISS, MISS, MISS, MISS",
    "19": "x-cache-hits: 0, 0, 0, 0",
    "20": "x-timer: S1781283730.937470,VS0,VE38",
    "21": "x-lt-cache: E-PASS ~> SP-PASS ~> R-PASS ~> M-H ~> P-PASS",
    "22": "referrer-policy: origin-when-cross-origin",
    "23": "link: <https://linktr.ee/llms.txt>; rel=\"describedby\"; type=\"text/markdown\"",
    "24": "x-llms-txt: https://linktr.ee/llms.txt"
}

IPv6 HTTPS (port 443)

HTTP Status 301

Connected IP 2606:4700:3033::ac43:b126

Connect Time 6.81 ms

TTFB 55.51 ms

Total Time 55.66 ms

Error Could not resolve host: linktr.ee

Response Headers:

[
    "HTTP/2 301",
    "date: Fri, 12 Jun 2026 17:02:09 GMT",
    "location: https://linktr.ee/hiedumara",
    "server: cloudflare",
    "x-turbo-charged-by: LiteSpeed",
    "cf-cache-status: DYNAMIC",
    "report-to: {\"group\":\"cf-
nel\",\"max_age\":604800,\"endpoints\":[{\"url\":\"https://a.nel.cloudflare.com/report/v4?s=sYPEXBoXH4Bm7dRtsme%2BYWrVUNS9aKyIM%2BocrNwVSjZPncPd73izGD%2FFFzG8WLjAr8rHJ8KmKJlIVivYUq0c6Ng64CIJ3twux%2Fz5pXPyL66Ucyc2cH%2FLHp%2Fsz1nRKkAhn4KKUazrHKcrzAsFLiAC\"}]}",
    "nel: {\"report_to\":\"cf-nel\",\"success_fraction\":0.0,\"max_age\":604800}",
    "cf-ray: a0aa6beef9da819e-SIN",
    "alt-svc: h3=\":443\"; ma=86400"
]

Connectivity Test Evidence

Test Result

TCP Connect IPv4 → port 80 301 0.007607 0.064896

TCP Connect IPv6 → port 80 301 0.007381 0.049492

TCP Connect IPv4 → port 443 301 0.007857 0.062556

TCP Connect IPv6 → port 443 301 0.007107 4.143418
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Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2a02:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0 proto kernel metric 256 pref medium
fe80::/64 dev eth0 proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev eth0 proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth0 proto static 
76.13.221.0/24 dev eth0 proto kernel scope link src 76.13.221.142 
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