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IPv6 Readiness Report

usim.edu.my — usim.edu.my

Category: Education ¢ Generated: 20 Apr 2026, 21:27 MYT < Last Checked: 07 Mar 2026, 01:11 MYT < Verification ID: 4634eb20-9426-461c-bd98-ce30379752d9
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/4634eb20-9426-461c-bd98-ce30379752d9

X IPV6-ONLY READINESS
(o)
3 3 Yo Website: X Not Ready

Partial Support DNS: X Not Ready
Email: X Not Ready

Non-Compliant

MGv6C-1.0

IPV4 ADDRESSES
103.18.93.54

Network Information (WHOIS / RDAP)

IPv4 Network

Organization Universiti Sains Islam Malaysia

Country MY

ASN AS132694

ASN Name USIM-AS-AP Universiti Sains Islam Malaysia, MY

Network (CIDR) 103.18.92.0/22

Web Services (35%) 0/8
# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.
7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 1/5
# CHECK RESULT DETAIL

1 NS Has AAAA Record FAIL No nameserver has an AAAA record.

2 NS Reachable via IPv6 FAIL No nameserver is reachable over IPv6.

3 NS Answers Queries via IPv6 FAIL Nameserver does not answer queries over IPv6.

4 DNSSEC Validated PASS DNSSEC fully validated.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent PASS DS record found at parent zone.

7 RRSIG Valid PASS RRSIG signatures are current and valid.

8 Signing Algorithm INFO RSASHA512
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Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

PASS

PASS

FAIL

FAIL

PASS

INFO

FAIL

RESULT

PASS

PASS

PASS

DETAIL

MX record found.

MX server has AAAA record.

SMTP is not reachable over IPv6.
STARTTLS not available over IPv6.

SPF record found.

DKIM selector found: default._domainkey

No DMARC record found.

DETAIL
103.18.93.54

HTTP (port 80) responds over IPv4 — 706ms TTFB.

HTTPS (port 443) responds over IPv4 — 648ms TTFB.
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Audit Trail & Evidence Record

Verification ID
Domain

Check Mode
Status

Started

Finished

Test Node Profile
Engine Version
MGvV6C Version

Audit URL

Integrity Verification

v INTEGRITY VERIFIED

Algorithm

Root Hash
http_headers
dns_responses
tls_handshake
connectivity_log

dns_resolution_times

4634eb20-9426-461c-bd98-ce30379752d9
usim.edu.my

Manual

Completed

07 Mar 2026, 01:11:17 MYT

07 Mar 2026, 01:11:45 MYT

dual stack

2.0.0

1.0.0

https://ipv6.my6.my/audit/4634eb20-9426-461c-bd98-ce30379752d9

hmac-sha256-v1

1bdd537608c0009fc3e049546d234f58f3cff9fcce99d7b806fe023642437aec
4ce6d353f300be9cd778d7e5bf048c3939c4fb542f78e5fb5ac04679bc19e892
da516286fa64ddd361d008fb951b61dd88b834df01fcf870696b8a61202f96F1
£55022928618a0be95e2092253ef2d2d78af5e129dc005514413239e59e8bd73
0fc7726435ba86a36c627ff63295480599e8d5bf256069cd3ced4ce909455c94

427b93e13373b38162ff513ec4fcff3ca694022bfc5c976af38c2ed6dc23d177

Test Node Identity

Os Linux srv1440888 6.8.0-101-generic #101-Ubuntu SMP PREEMPT_DYNAMIC Mon Feb 9 10:15:05 UTC 2026 x86 64
Hostname srv1440888

Php Version 8.3.30

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 16.92 16.93 6.19 6.71 -10.7
Google IPv4 38.11 38.76 24.8 27.46 -13.3
Google IPv6 25.97 27.98 27.69 45.42 +1.7
Cloudflare IPv4 8.41 12.04 8.03 23.09 -0.4
Cloudflare IPV6 8.04 24.03 26.44 27.08 +18.4
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DNS Evidence

A

;5 Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 44536

;; flags: qr rd ra ad; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512
;3 ANSWER SECTION:
usim.edu.my.[024160INJA]103.18.93.54

DS

;5 Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 15967

;; flags: qr rd ra ad; QUERY: 1, ANSWER: 4, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512
;3 ANSWER SECTION:

usim.edu.
usim.edu.
usim.edu.
usim.edu.

MX

my .[J021600IN[DS[161366 10 2 E596B1D060CBFOAEEA007303866D52E5B8625D0384A467BAB5EC2906 D1104DC6
my . [(J021600JINODS[37732 10 2 95C2BFE6F2C68D7443697B3265D91846EBO58DFA48EABA88FDEDIGFS 92A06EAA

my .[(J0216000JINDS[]61366 10 1 0239B297AC62023C40A930AA0B9773894DAA2D19
my .[(J021600JINODS[37732 10 1 6A38D2BCCEEF61CA6BD64648059456F635132D1A

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 21406
;3 flags: qr rd ra ad; QUERY: 1, ANSWER: 1, AUTHORITY: 6, ADDITIONAL: 1

OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512
;3 ANSWER SECTION:
usim.edu.my.[JJ2713JINJMX[]0 usim-edu-my.mail.protection.outlook.com.

NS

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 8115
;3 flags: qr rd ra ad; QUERY: 1, ANSWER: 3, AUTHORITY: 0, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:
usim.edu.my.[JJ3600JININS[ns1.usim.edu.my.
usim.edu.my.[JJ36000ININS[Ins3.usim.edu.my.
usim.edu.my.[JJ3600JININS[Jns2.usim.edu.my.

TXT

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 2805
;3 flags: qr rd ra ad; QUERY: 1, ANSWER: 6, AUTHORITY: ©, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512
33 ANSWER SECTION:

usim.
usim.
usim.
usim.
usim.

usim.

AAAA

.my . [J036000INTXT]"google-gws-recovery-domain-verification=52783326"
.my.[JO036000INJTXT]"google-site-verification=1QoHLZ-mx76Pw5mSV194TOVWLIfvFMCQs50chr8uA2M"
.my .[JO036000INJTXT]"MS=ms93197104"
.my.[JO036000INJTXT]"google-site-verification=nSJ-cqbs4HnrSHgwil8R4sIApfWVoOL7 wqyK9P6050"
.my.[J036000INOTXTO"v=spfl include:spf.protection.outlook.com -all"
.my.[JO036000INJTXT"_2sbgmowedrwcaiylupneugokven7a54"

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 11096
;3 flags: qr rd ra ad; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512
;3 AUTHORITY SECTION:

usim.edu.my.[J]1806INSOAns2.usim.edu.my.
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RRSIG

ns2.usim.edu.my. root.usim.edu.my. 2021176932 3600 600 1209600 3600

SOA 10 3 3600 20260405084449 20260306074449 28706 usim.edu.my. Ko7GldkX0+76h+avNUdJJISAwkYZOH7+7kxvIuwHCs3KI1R+JIF80wnSLN
XxZDaV5t5713bU9TIKPWEACHFIjZfjug+IJ8z1GDRv4c9uGTXAqQS7mIP L1Rwn62EV/r9Eg0sPQC+NT/dhcGYfrBRLBBTKveDTiwlmH74z6mOOROr
uXAnCBc1VBvvzVIvBcPHDWN7CMQQ3AqCWVxusixPQF27Bi0XFjfflt4t egsy/AMenHFaljlv2jT5xWBsaWR6jnjle5IjtB145ykyAZgWD5qjTUIN
0U64D069TXbdOVTOHGUS7BZKC9/MuyNInoeFV/ybjmut8GLtm2iQQL8p qTYZhw==

DNSKEY

;3 Truncated, retrying in TCP mode.

;5 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 33273

; flags: qr rd ra ad; QUERY: 1, ANSWER: 6, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:

usim.edu.my.[J0O0INODNSKEY[]257 3 10 AwEAAe+IHPaZUFTmh8mXWTngongpPXy0s23ABRe32drjo4Ig+cCxoado bN51jFA7jxKrZ0ZcwIxiRKaWkg/fiZXq8laokZwjnw4uQEUQ6wB]tlxz
G98+Pm3PkecKL/S/ZfBskerGzRbsarnlke®r5K2102dW6Ez7t/1/IcIp qilRU9XAtfNiICGZoY3YK3DHFhdhzVhYxnJ2enidGDArSAut9+aQBN36
62008fs0+xZD0eCDuiG+H1L2xdIHiVP1cL+9RbPIpYLI/RcBs17n1L9X uMCnzT1lePoUXsGr4rZRm4QxpAlgSglcHVNKwmHbOXjdZCwrZdt0aKZH sx3jFPQ/zul=
usim.edu.my.[JJ0JINIDNSKEY[]256 3 10 AwEAAaTGPNr9w4EbfEKXEYsZCA3fnuPcgHgPov5d20aW3VI2BEV7vwZY uEEIyyrGlvfdpWBl1YZGsOn1DwODYZz1DSg2p09bN5SEMKWkUPf+pSPUAS
dryuDDwnnnD4+07naCHEw/7G5JY7Q63VEj tnQbwDEkgF+gKP0ioSukJO iwksafYOXV3SiTHDPY8waFoRJI83am/C50j5bfdVRxC5MCdcnGWAWU4zA
1xYYfsYvgrv5zaxLt12Jq/WHVBqSy0+WsQVtOpo2zz3uAVnnYz12tKID ENGm1x/33zGLIYmPpdnc/M9te9FkFcvhyF7mymINOWREGZz45VWZaM4Wb DO/9UQqUCpk=
usim.edu.my.[JO0O6JINODNSKEY[257 3 10 AwEAAdTCzcWPb1lK7Bm2wCnGAuS6XafLZONSy1lnwqF79RBXYst0QOW1g6 rglN8SuVt7buuCWVe®J0ZBEGSp8nq6Iaz+8uii9RR6kiHODOZCZ3ZTR3
2ZiiSuMe5+YrUan7Wr8sqA7WFpJgL4JRU3ZTo73eDe4QPEjFGB1QYmriW 9IaWqEssas@trQfIobkUmGU6vE2ZzglatyRnyJgKFnSVZhd9ReUESWyL
V411VemLGe7ScVecldy8g7uRObCRRNCtOqquFg4kDkM4mVmguvUOwWbIR nZqfzMYYsx+t61A642InceWdvCvxhdIFTgaSxM1mtvSKHsXpFMjhJQVI MnFGShxMmXE=
usim.edu.my.[J0OJINODNSKEY[256 3 10 AwEAAe4gjm4esVIJiZd8KCsxkSIZ8No69WwV5Qr+zMQch7XxW7ZXOFIJ azcpHbmMfjLBIbe8/C7k05gyFKIpLXruNrJUHkxTQgpnUCnD4t99LSyC
Bv8+bBW9esQQBIX+wtcY31LsBgphXNfVz5WWz41iJA/K1iFtDz219EQL5 t0A8iGipL9T6gP8LAWM/Rq3K405bZ7/PFfXA7i6ewWZiigl5s75/0bIKk
EdDzxj6X3F10BkD6c0eE3/0DMZkxyPNo8C3YQ6cBN8qbBz9pIcdd/X11 FjiSNzL76+LYyeNYAXZ37HmevX0tPMs51wkFH5ITnDXJEQ2XSA1/LhJy 8bPpWi/b0/0=
usim.edu.my.[0O0INODNSKEY[256 3 10 AwEAAc7durStfCKOOCuOxogMktpYvYeqw0g8Re®IT3YiSXgqHBIC2jV2 2SvI7RMQ7mhdN575C9KZ/1DK3gXgxTziKi9UCzdKsT1Ie3HgzUFdRO71
UGCEZ5jGmAQj YyTI034A3P5yZi4fDB9+08EUTPOEKVOWP2LSSFGrFGOCG XiyhaW+67ft1BHgf03zRCePINIE2HWMUIhXt7 1RD3uISDYmqyOueGMZx
mjIINPdsAJYf15EfNaWelqxysSQzi®zG1SXiSGc2LAp6/RAMHVMAVRUE c2xLpZx5R9TVTUe0iCG2x5]j8LbudUpARVHWXeTyvgrwnzxpXT7tkKtd8 BR6HqhWS410=
usim.edu.my.[JJ0JINIDNSKEY[]256 3 10 AwEAAdGz/eYEIUHDkx/wQzEjuF+ewP4g1l1xQ01cSWEJOtYNC5DiXc22T nzOmK4uP3128TsCCzzEQ4MMES2XLWoIMSFtrpmxHwtgTXBrEBTXt+9wR
SJ6WxHOG13czmmVIREbOM5d+0C7 rjbHLY39WIX7dKHc2bplgLMEDHdgb 9eEhVACPe/S6SDgMZtxhFtjozZCg2alS1tyygqONW3NI6OHF8HI/EEVH/
PjJa7M/q+c5Z1+HZNyjQQvetQcxcal+i0VRBDbmtg931957iZI3u6gR6 A5XMoVHDRqkSPdd/jTIxuooMXipuMMOjXD2uMdnBiOweyUo8yBrSMgsc XWtKkBw55E0=

DNSSEC_VALIDATION

; fully validated

usim.edu.my.[JJ36000INJSOAONs2.usim.edu.my. root.usim.edu.my. 2021176932 3600 600 1209600 3600

usim.edu.my.[]36000INJRRSIG[JSOA 10 3 3600 20260405084449 20260306074449 28706 usim.edu.my. Ko7GldkX0+76h+avNUdIISAWKYZOH7+7kxvIuwHCs3KI1R+JIF80wnSLN
XxZDaV5t571JbU9TIKPWEACHFIjZfjug+IJ8z1GDRv4cIuGTXAqQS7mIP L1IRwn62EV/r9Eg0sPQC+NT/dhcGYfrBRLBBTKveDTiwlmH74z6mOOROr
uXAnCBc1VBvvzVIVBcPHDWN7CMQQ3AqCWVXxusixPQF27Bi0XFjfflt4t egsy/AMenHFaljlv2jT5xWBsaWR6jnjle5IjtB145ykyAZgwWD5qjTUIn
0U64D069TXbdOVTOHGUS7BZKC9/MuyNInoeFV/ybjmut8GLtm2iQQL8p qTYZhw==
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TLS Handshake Evidence

IPV4 Connection
IP Used 103.18.93.54

IP Version 4

depth=2 C = GB, 0 = Sectigo Limited, CN = Sectigo Public Server Authentication Root R46

verify return:1

depth=1 C = GB, 0 = Sectigo Limited, CN = Sectigo Public Server Authentication CA OV R36

verify return:1

depth=0 C = MY, ST = Negeri Sembilan, 0 = UNIVERSITI SAINS ISLAM MALAYSIA, CN = *.usim.edu.my

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:C = MY, ST = Negeri Sembilan, O = UNIVERSITI SAINS ISLAM MALAYSIA, CN = *.usim.edu.my

i:C = GB, 0 = Sectigo Limited, CN = Sectigo Public Server Authentication CA 0V R36
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Aug 13 00:00:00 2025 GMT; NotAfter: Sep 12 23:59:59 2026 GMT

MIIHKTCCBZGGAWIBAGIQOF61t/4grbpcltLZCIaQtTANBgkqhkiGIwOBAQsFADBgG
MQswCQYDVQQGEwJHQj EYMBYGA1UEChMPU2VjdGlnbyBMaWlpdGVkMTcwNQYDVQQD
Ey5TZWNOaWdvIFB1YmxpYyBTZXJ2ZXIgQXV0aGVudGljYXRpb24gQOEGT1YgUjM2
MB4XDTI1MDgxMzAwMDAWMFoXDTI2MDkxMjIzNTk10VowaTELMAKGAIUEBhMCTVkx
GDAWBgNVBAQTDO51Z2VyaSBTZW1iaWxhbjEoMCYGAIUEChMfVU5IVKVSUOTUSSBT
QU10UYyBJUOXBTSBNQUXBWVNIQTEWMBQGALIUEAWWNKi51c21tLmVkdS5teTCCASIw
DQYJKoZIhvcNAQEBBQADgGEPADCCAQoCggEBAMEFVyMhkvidXv3YBhCCIX0jSCFT
07WPR1ZzrOAnHGACrFq7iYAvZoNYcGOdsw6fs/x8Cis60PNHf68HY1zGfsu5m/99y
1zdhA9njKa3iluwKtVT01A762zwrHuSxLj fUWgQbwKh1NWW1IjzBcWxQLiUhFKIpf
MAcpNJID6tzx8eoAm+YOXSZyVPaqtRy4/s20Ad INIP+1wWYyLON2GQIMkIPI3V8yV
zXxBIdUS/zTI+w+NKr3uopMMYuQQN4I1le7xGOfxI7PjQR+P/biX71TV+txEyRNgb
45QP6eeFI70ZedezZTrrYK6TpMfVOWVRaY69PGiHNS/5cmQSpbcdCud4D8KcCAWEA
Aa0CA1QwggNQMB8GA1UdIwQYMBaAFONmdL twaI0@sXU40pkqPmzcinIKSMBOGA1Ud
DgQWBBSVRPQsWpam43RK5YZs1yArhhFYNDAOBgNVHQ8BATBEBAMCBaAwDAYDVROT
AQH/BAIWADAdBgNVHSUEF j AUBgg rBgEFBQCDAQY IKwYBBQUHAWIWSGYDVROGBEMW
QTA1BgwrBgEEAbIXAQIBAWQwITAjBggrBgEFBQcCARYXaHROCHMELY9zZWNOaWdy
LmNvbS9DUFMwCAYGZ4EMAQICMFQGA1UdHWRNMESwSaBHOEWGQ2hOdHAGLY 9] cmwu
c2VjdGlnby5jb20vU2VjdGlnb1B1YmxpY1NlcnZlckF1dGhlbnRpY2F0aW9uQOFP
V1IzNi5jcmwwgYQGCCsGAQUFBwEBBHgwdjBPBggrBgEFBQcwAoZDaHROcDovL2Ny
dC5zZWNOaWdvLmNvbS9TZWNOaWdvUHVibGljU2VydmVyQXV0aGVudGljYXRpb25D
QUIWUjM2LmNydDAjBggrBgEFBQcwAYYXaHROcDovL29j c3Auc2VjdGlnby5jb20w
JQYDVRORBBAWHIINKi51c21tLmVkdS5teYILdXNpbS51ZHUubXkwggF/BgorBgEE
AdZ5AgQCBIIBbwSCAWSBaQB2ANgIVTuUT3r/yBYZb5RPhauw+Pxeh1UmDxXRLnK7
RUsUAAABmMKKtRssAAAQDAEcwRQIhAIs1xW5UUagexrE4ivHLFzIXDycCrIRmF3Fw
wD9+0r4ZAiAw/sz2aaAfPoatiTukvlEeNHWjMLZILiRuWLcJ53sjsgB2AKy rMHBs
6+yEMfQTOVSRXxEeQiRDs fKmjE88KzunHgLDAAABMKKtRZoAAAQDAECWRQIhALaI
AqUQOFg/2y/2d400D+6LsU81IWCQ75CDVmWwvhmjTAiB9jkZz6bZ7+YnOb4n2venu
m6tCz2D10bYB1XCZetYPbgB3ANdt fRDRp/V3ws fpX9cAv/mCyTNaZeHQswFzF8DI
XWU3AAABMKK tRyoAAAQDAEGWRgIhAPYKkOyRH+0UamEXX6v1YEQjG13 rNSWkkadPZ
XLil4qCCAiEAYsLIAYyVGFMranUKRO9T1BWyMh+EOWE3w+fxktGrx1d8wDQYJIKoZI
hvcNAQELBQADggGBACt0y60dZavgKGp88HVIIXBROM61604FWK+7ChP5W/vXhQFu
btWsEUCG7Kr3N140da0OnDxgV30xIMY1L395DThfUhg60/TKUsS90mzAKUZYOh4xsG
5Gj9v3G3LnSKaYPO89A5UK60HUA8TXYItnYGTshOumtooU894Ee/11gbheiW22tm
pdcP6aTh/EYAs+rcXjxGsQHOIwbwgalSUNUGZXRVROERi3d//kxhvKWfdOkl/utj
4MwLmwxQpVNSEYI8x70pIX2ftbCyFN3TZOmMLP7gWvOpvvs232Z2+1jLAjOR8IGCY
q46b+0VLMyOm+j fR/7YAQZmIqb5Nc4DwQWhDs r8hrAUOFTCFVNSLWEShagxEJC06
bhxtTH++eCtNergKizdVd/Xup+XXxndGGdm4HXBiAc3HLAV310w+8G9vzMgkDwgS
IJImoF66L5570EWXx1DogXPe50NtKoB7EmpEUt5fjmwc70b71TuzdZj6GQMeyBD5k
SDVZdSpfV2WFbiYwIw==

----- END CERTIFICATE-----

1 s:C =GB, 0 = Sectigo Limited, CN = Sectigo Public Server Authentication CA 0V R36
i:C = GB, 0 = Sectigo Limited, CN = Sectigo Public Server Authentication Root R46
a:PKEY: rsaEncryption, 3072 (bit); sigalg: RSA-SHA384
v:NotBefore: Mar 22 00:00:00 2021 GMT; NotAfter: Mar 21 23:59:59 2036 GMT

MIIGTDCCBDSgAWIBAGIQLBo8dulD3d3/GRsxiQrtcTANBgkghkiGIwOBAQWFADBF
MQswCQYDVQQGEwJHQj EYMBYGALUEChMPU2VjdGlnbyBMaW1lpdGVKMTYwNAYDVQQD
Ey1TZWNOaWdvIFB1YmxpYyBTZXJ2ZXIgQXV0aGVudGljYXRpb24gUm9vdCBSNDYw
HhcNMj EwMzIyMDAWMDAWWhcNMZzYwMzIxMjM10TU5W] BgMQswCQYDVQQGEWIHQj EY
MBYGA1UEChMPU2VjdGlnbyBMaW1pdGVKMTcwNQYDVQQDEY5TZWNOaWdvIFB1Ymxp
YyBTZXJ2ZXIgQXV0aGVudGljYXRpb24gQOEGT1YgUjM2MIIBojANBgkqhkiGIwoB
AQEFAAOCAYBAMIIBigKCAYEApkMtJI3R06j00fceIOM52B7K+TyMeGcv2BQ5AVC3]
1Yt76TvHIu/nNe22W/RIXX9rWUD/2GE6GF5x0V4bsY7K31eJ8E7+KzG/TGboySfD
u+F52jqQBbY620fhYjMeiAbLIO2+FqwHeMBuIrUtcX8b2RCxF358TBONHVcCAXZc
FYgZndZCeXxjuca7pJJ20LLUnXtgXcjAEL1vY4WvbReWOWomkeZyNGdmpTcFs5Y+s
yy6LtE5Z0cji9I9NINnReox2RWVYEXpA1ChZ4gqN+ZpVSIQOHBo rVFbBKyhdZyEX
9ZgNSNtBRwxqwIzJePJhYd4ZUhO1lvk+/uP3nwDkOp95q/j7naXNCSVESnrHPypaB
WRKO66nKfPRP19mIKIOhMdYfS8giFRTcdglL24Ycilj7ecAKITrhOVbjwoul4wH+x
bt47u68ZFCD/ac55I0DNHkCpaPruj6e9Rmr7K46wZDAYXUEAQB7tGG/jd6JAA+H2
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044CV98NRsU213f1kScIZntNAGMBAAG]ggGBMIIBFTAFBgNVHSMEGDAWGBRWC1hk]j TAYOE6NeB6XuUobE
wLK025ZRmvglcURG1BrvV24tGHHTgxCe8M30G1pUSMTKQ2dkgljZVYt+gKdFtWELZ
MuRdi+X3XsrR8LFz+aLUiDRfQghmw3RxjIyVKvvu9UPYY1nsvxYmFnUSeM+2qlz/
iPUry+xDY9MC6+Ih1eKT094VKdFVp7LXH42+wvU+171Ro1Q2mK2N/nBLVBwaIhib
QXw4VYKwB86BCc6eS61qsc94KEgD/U4Vs jmg FhK+Xp4NM+VYzTTa3QeV3p8x0MOcw
q1p80ZFA+0Bcz3FYWpDIe5jONWK1wOhXsTyPY/HeZUV59akskSOSRSmD fe8wIDPX
58uB9/71ud0G3x0pxQAcTfPOayKavNwDTw4UfI34cEw=

2 s:C = GB, 0 = Sectigo Limited, CN = Sectigo Public Server Authentication Root R46
i:C = GB, ST = Greater Manchester, L = Salford, 0 = Comodo CA Limited, CN = AAA Certificate Services
a:PKEY: rsaEncryption, 4096 (bit); sigalg: RSA-SHA384
v:NotBefore: Mar 22 00:00:00 2021 GMT; NotAfter: Dec 31 23:59:59 2028 GMT

MIIFeTCCBGGgAWIBAgIRAON8oulwHjOcLz+w7TYP+QowDQYJKoZIhvcNAQEMBQAW
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200
Connected IP 103.18.93.54
Connect Time 7.17 ms

TTFB 724.99 ms
Total Time 725.08 ms

Response Headers:

{
"HTTP/1.1 301 Moved Permanently",
"Date: Fri, 06 Mar 2026 09:09:13 GMT",
"Server: Apache",
"X-Redirect-By: WordPress",
"Location: https://www.usim.edu.my/",
"Cache-Control: max-age=0",
"Expires: Fri, 06 Mar 2026 09:09:13 GMT",
"Vary: Accept-Encoding",
"Content-Type: text/html; charset=UTF-8",
"HTTP/1.1 260 OK",
"Date: Fri, 06 Mar 2026 09:09:13 GMT",
"Server: Apache",
"Last-Modified: Fri, 06 Mar 2026 08:17:13 GMT",
"Cache-Control: max-age=0",
"Expires: Fri, 06 Mar 2026 09:09:13 GMT",
Vary: Accept-Encoding",
"Content-Type: text/html; charset=UTF-8"
}

IPv4 HTTPS (port 443)

HTTP Status 200
Connected IP 103.18.93.54
Connect Time 6.63 ms
TTFB 630.72 ms
Total Time 630.78 ms

Response Headers:

{
"HTTP/1.1 301 Moved Permanently",
"Date: Fri, 06 Mar 2026 09:09:14 GMT",
"Server: Apache",
"X-Redirect-By: WordPress",
"Location: https://www.usim.edu.my/",
"Cache-Control: max-age=0",
"Expires: Fri, 06 Mar 2026 09:09:14 GMT",
"Vary: Accept-Encoding",
"Content-Type: text/html; charset=UTF-8",
"HTTP/1.1 200 OK",
"Date: Fri, 06 Mar 2026 09:09:15 GMT",
"Server: Apache",
"Last-Modified: Fri, 06 Mar 2026 08:17:13 GMT",
"Cache-Control: max-age=0",
Expires: Fri, 06 Mar 2026 09:09:15 GMT",
"Vary: Accept-Encoding",
"Content-Type: text/html; charset=UTF-8"
}

Connectivity Test Evidence

Test Result
TCP Connect IPv4 - port 80 301 0.003386 0.671020

TCP Connect IPv4 - port 443 301 0.003389 0.714847
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Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2202:4780:5e:2789::1
Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0
IPv6 Routes

2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium

feB80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static
76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
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