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X

Non-Compliant

MGv6C-1.0

IPV4 ADDRESSES
210.48.222.141

Network Information (WHOIS / RDAP)

Organization
Country
ASN

ASN Name

Network (CIDR)

Web Services (35%)

# CHECK

1 AAAA Record

2 Globally Routable IPv6

3 HTTP over IPv6

4 HTTPS over IPv6

5 IPv6-Only Reachability

6 TLS Certificate Valid (IPv6)
7 Dual-Stack (IPv4 + IPv6)

8 HTTP/3 (QUIC)

DNS & DNSSEC (25%)
# CHECK
1 NS Has AAAA Record

2 NS Reachable via IPv6

3 NS Answers Queries via IPv6

4 DNSSEC Validated

5 Reverse DNS (PTR)
6 DS Record at Parent
7 RRSIG Valid

8 Signing Algorithm
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IPV6-ONLY READINESS
32

Partial Support

Website: X Not Ready
DNS: X Not Ready
Email: X Not Ready

IPv4 Network

International Islamic University Of Malaysia

MY

AS45344

IIUM-MY International Islamic University Of Malaysia, MY

210.48.216.0/21

RESULT

FAIL

FAIL

FAIL

FAIL

FAIL

FAIL

FAIL

FAIL

RESULT

FAIL

FAIL

FAIL

FAIL

FAIL

FAIL

FAIL

INFO

DETAIL

No AAAA record found in DNS.

IPv6 address is not globally routable.

HTTP is not accessible over IPv6.

HTTPS is not accessible over IPv6.

Site is not reachable when limited to IPv6-only.

TLS certificate is invalid, expired, or hostname mismatch over IPv6.
Domain is IPv6-only or IPv4-only.

No HTTP/3 support detected.

DETAIL

No nameserver has an AAAA record.

No nameserver is reachable over IPv6.
Nameserver does not answer queries over IPv6.
DNSSEC validation failed or zone is unsigned.
No PTR record found.

No DS record at parent.

No valid RRSIG found.

No DNSKEY record found.
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Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

PASS

PASS

FAIL

FAIL

PASS

INFO

PASS

RESULT

PASS

PASS

PASS

DETAIL

MX record found.

MX server has AAAA record.

SMTP is not reachable over IPv6.
STARTTLS not available over IPv6.

SPF record found.

DKIM selector found: google._domainkey

DMARC record found.

DETAIL
210.48.222.141
HTTP (port 80) responds over IPv4.

HTTPS (port 443) responds over IPv4.
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Audit Trail & Evidence Record

Verification ID 35b10189-f220-4326-bc83-0075869c92da

Domain iium.edu.my

Check Mode Manual

Status Completed

Started 07 Mar 2026, 01:10:53 MYT

Finished 07 Mar 2026, 01:11:15 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/35b10189-f220-4326-bc83-0075869c92da

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash c9eb3197dab692f034231c4e4b3455671688faded53c8a53ee7d9ec0d8b7ccc8
http_headers 19130401eb8655150dddff68b91f713e0f78e4c18843f3b0T39eaeca500137db0
dns_responses f947626a39befdc5f2e47ea318e6bb2d473a24bce62b67d2d69116196ef2f02b
tls_handshake a42d3e9d97322717966c00ee9d04ec888fdebObbff7786bebd531b3f4b31746e
connectivity_log 9e0b2ee98739ac5568aa02cabb16b3e9182514e970a7cd3ca7a0ldd4fcl7d4fd
dns_resolution_times 54a8003bf3708a355bc23d1a6c24112bb17ffab89f56081ac65c58a9d40fe64a

Test Node Identity

Os Linux srv1440888 6.8.0-101-generic #101-Ubuntu SMP PREEMPT_DYNAMIC Mon Feb 9 10:15:05 UTC 2026 x86 64
Hostname srv1440888

Php Version 8.3.30

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 8.66 17.87 7 16.07 -1.7
Google IPv4 15.07 23.85 28.22 30.01 +13.2
Google IPv6 18.81 20.74 19 24.45 +0.2
Cloudflare IPv4 9.73 19.26 8.88 10.05 -0.9
Cloudflare IPv6 18.04 18.1 7.98 15.02 -10.1
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DNS Evidence

A

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 40888
;3 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512
;3 ANSWER SECTION:
iium.edu.my.[036000INJA]210.48.222.141

DS

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 54374
; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 AUTHORITY SECTION:

edu.my.[J0017790INJSOA[b.nic.my. hostmaster.nic.my. 2026018482 1800 900 604800 3600

MX

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 52025
; flags: qr rd ra; QUERY: 1, ANSWER: 5, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:

iium.edu.my.[J3600JINOMX]10 alt4.aspmx.l.google.com.
iium.edu.my.[036000INOMXJ5 altl.aspmx.l.google.com.
iium.edu.my.[036000INOMX]10 alt3.aspmx.l.google.com.
iium.edu.my.[JJ3600JINJMX]1 aspmx.l.google.com.
iium.edu.my.[O036000INOMXO5 alt2.aspmx.l.google.com.

=

NS

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 14031
;3 flags: gqr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:
iium.edu.my.[036060INONSJadnin.iiu.edu.my.
iium.edu.my.[J36000ININS[Ofirdaus.iium.edu.my.

TXT

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 41599
;3 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: ©, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

33 ANSWER SECTION:

iium.edu.my.0036000INJTXT]"v=spfl include: spf.google.com ~all"

AAAA

;5 Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 65203
; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512

;3 AUTHORITY SECTION:
iium.edu.my.[J1806JINSOAJadnin.iiu.edu.my. hostmaster.iium.edu.my. 2026022700 3600 3600 60480 3600

RRSIG

adnin.iiu.edu.my. hostmaster.iium.edu.my. 2026022700 3600 3600 60480 3600
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DNSKEY

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 39769
;3 flags: gr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 AUTHORITY SECTION:

iium.edu.my.[JJ18000JIN[JSOAJadnin.iiu.edu.my. hostmaster.iium.edu.my. 2026022700 3600 3600 60480 3600

DNSSEC_VALIDATION

; unsigned answer

iium.edu.my.[J36000INJSOAJadnin.iiu.edu.my. hostmaster.iium.edu.my. 2026022700 3600 3600 60480 3600
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TLS Handshake Evidence

IPV4 Connection
IP Used 210.48.222.141

IP Version 4

depth=0 C = MY, ST = Kuala Lumpur, L = Kuala Lumpur, 0 = International Islamic University Malaysia, CN = *.iium.edu.my
verify error:num=20:unable to get local issuer certificate
verify return:1
depth=0 C = MY, ST = Kuala Lumpur, L = Kuala Lumpur, 0 = International Islamic University Malaysia, CN = *.iium.edu.my
verify error:num=21:unable to verify the first certificate
verify return:1
depth=0 C = MY, ST = Kuala Lumpur, L = Kuala Lumpur, 0 = International Islamic University Malaysia, CN = *.iium.edu.my
verify return:1
CONNECTED (00000016)
Certificate chain
0 s:C = MY, ST = Kuala Lumpur, L = Kuala Lumpur, 0 = International Islamic University Malaysia, CN = *.iium.edu.my
i:C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign ECC OV SSL CA 2018
a:PKEY: id-ecPublicKey, 256 (bit); sigalg: ecdsa-with-SHA384
v:NotBefore: Feb 27 08:51:59 2026 GMT; NotAfter: Mar 31 ©8:51:58 2027 GMT

MIIFBjCCBI2gAwIBAgIMBZtBzMpANF1V6Mh5MA0GCCqGSM49BAMDMFAXCzAJBGNV
BAYTAkJFMRkwFwYDVQQKEXBHbGI1YWxTaWduIG52LXNhMSYwJAYDVQQDEX1HbGI1
YwWxTaWduIEVDQyBPViBTUOwgQOEgMjAxODAeFwOyNjAyMj cwODUXNTlaFwOyNzAz
MzEwODUxNThaMIGHMQswCQYDVQQGEwINWTEVMBMGA1UECBMMS3VhbGEgTHVtcHVY
MRUWEWYDVQQHEwxLdWFsYSBMdW1wdXIxMjAwBgNVBAoTKUTludGVybmFOaw9uYwWwg
SXNsYW1pYyBVbm12ZXJzaXR5IE1hbGF5c21hMRYwFAYDVQQDDAOGLMlpdWOUZWRL
Lm15MFkwEwYHK0ZIzj0CAQYIKoZIzjODAQcDQgAEeg40eW4BV1x5a0aA+37SDvVTK
jwtilLXK7n4qnogMhG7ePRbMKUVkpR8UINZuUvV56NHpSwSCizT+YTdlwaPtkBD60C
AxMwggMPMA4GA1UdDWEB/wQEAWIHgDAMBgNVHRMBA f 8EAj AAMIGOBgg rBgEFBQCB
AQSBgTB/MEQGCCsGAQUFBzAChjhodHRwOi8vc2VjdXIllmdsb2IhbHNpZ24uY29t
L2NhY2VydC9nc2VjY292c3NsY2EyMDE4LmNydDA3Bgg rBgEFBQcwAYY raHROcDov
L29j c3AuZ2xvYmFsc21lnbi5jb20vZ3N1Y2NvdnNzbGNhMjAxODBWBgNVHSAETzBN
MEEGCSsGAQQBoDIBFDAOMDIGCCSGAQUFBWIBFiZodHRwczovL3d3dy5nbG9iYwxz
aWduLmNvbS9yZXBvc210b3J35LzAIBgZngQwBAgIwIQYDVRORBBAWHIINKiS5paXVt
LmVkdS5teYILaWl1bS51ZHUubXkwHQYDVRO1BBYWFAYIKwYBBQUHAWEGCCSGAQUF
BwMCMB8GA1UdIwQYMBaAFFh7jnUq/mGAqpBAAa7W6AdGhbj 9IMBOGA1UdDgQWBBQN
UGg19cLYUNVUh9Gjpi/6Sy04uDCCAX4GCisGAQQBInkCBAIEggFuBIIBagFoAHYA
HJ90LON68EVPUPgblogH3dsyENhM5s1y44]SSSTPWZBAAAGCnkw+TgAABAMARZBF
AiA+Q3QBChjU7wbBsxzhqInt1bRPL3BdeZOHfMz1SMbCtQIhAMQ5VVEFINy5e27m
L13cvt98fMGI+KO/Qvzzk3vt6Lz1AHYATGPcmOWcHauI9h6KPd6uj6tEozd7X5ul
w/uhnPzBviYAAAGcnkw+MAAABAMARZBFA1BMMY5W7503xA7FGwomJTxmc7 zi5EXD
piFp+T/50b180gIhAMUh6KUCKTaTpePtSDOMUBCU167VPb7npmh/ajPxk0q/AHYA
YEyar3p/d18B1Ab8kg3ImesLHH34yVIb+voXdzuXi8kAAAGcnkxBywAABAMARzBF
AiEAKRhXiGcm3SnJlyy3Zj5m9s9LAPptuhvOPQ5vg3wlukdgCIERMXPZufx1CzgQo
fthLvWtXhztIjrulddkdT1l/cU7E4MA0GCCqGSM49BAMDA2CcAMGQCME4aX1vThtfc
0ZGAMPCC3R1x471EARZ4+3R/XFYj9s8fkKx1pMbXcwvukhcl19p4zgIwdKdWT+ER
oUWxXNCj5A0dWP0/SSLbaSUz61dn9FSxan5wRbhPFh7wk+iye2FhV/7tm

1 s:C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign RSA OV SSL CA 2018
i:0U = GlobalSign Root CA - R3, 0 = GlobalSign, CN = GlobalSign
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Nov 21 00:00:00 2018 GMT; NotAfter: Nov 21 00:00:00 2028 GMT

MIIETjCCAzagAwIBAgINAe5fIh38YjvUMzqFVzANBgkghkiGOwOBAQsFADBMMSAW
HgYDVQQLExdHbGI1iYWxTaWduIFJvb3QgQOEgLSBSMZETMBEGAIUEChMKR2xVYmFs
U21nbjETMBEGALUEAXMKR2xvYmFsU21nbjAeFwOx0DExMj EwMDAwMDBaFwOyODEX
Mj EwMDAwWMDBaMFAxCzAJBgNVBAYTAkJFMRkwFwYDVQQKEXBHbGO1iYWxTaWduIG52
LXNhMSYwJAYDVQQDEXx1HbG91iYWxTaWduIFITQSBPViBTUOWgQOEgMjAXODCCASIwW
DQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAKdaydUMGCEATOWXD+uu3Vxoa2uP
UGATeoHL1+60imGUSYZ59gSnKvuk21la77qCk8HuKf1UfRSNhDW5xUTo1JAgvjOH3
idaSz6+zpz8w7bXfIa7+9UQX/dhj2S/TgVprX9NHsKzyqzskeU8fxy7quRU6fBhM
ab01IFkJIXinDY+YuRluglJIBIDrnw9UqhCS98NE3QVADFB1V5Bs6i0BDXSEPouVql
1VWIMdIbPYa+oewNEtssmSStR8IVA+Z6cLVwzMONLKWMj sIYPILILnNVBhBWKOCq
08VS++XFBdZpaFwGue5RieGKDkFNm5KQConpFmvv73W+ekad40eKHRwupO@8CAWEA
Aa0CASkwggETMA4GA1UdDWEB/wQEAWIBhjASBgNVHRMBAf8ECDAGAQH/AGEAMBOG
A1UdDgQWBBT473/yzXhngN5vj ySNiPGHAWKz62zAFBgNVHSMEGDAWGBSPSEt/qC5F
JK5NUPpjmove4t@bvDA+Bgg rBgEFBQcBAQQYMDAWLGY IKwYBBQUHMAGGImhOdHAG
Ly9vY3NwMi5nbG91iYWxzaWduLmNvbS9yb290cjMwNgYDVROFBCBWLTAroCmgJ4Y1l
aHROcDovL2NybC5nbG91iYWxzaWduLmNvbS9yb290LXIzLmNybDBHBgNVHSAEQDA+
MDwGBFUdIAAwWNDAYBgg rBgEFBQcCARYmaHROCHM6ELY93d3cuzZ2xvYmFsc2lnbi5j
b20vcmVwb3NpdG9yeS8wDQYIKoZIhvcNAQELBQADgGEBAIMQyC1fQorUC2bbmANz
EdSIh1IoU4r7rd/9c446ZwTbwlMUcBQJIfMPg+NccmBqixD7b6QD]jynCy8SIwIVbb
0615X0FYC20UgDX1b10d65pHBT9ZjQCxQNgQmIYaumxtf4z1s4DfjGRzNpZ5eW10
6r/4ngGPoJVpjemEuun11Ig423g7mNA2eymwOlIYKN5SQwCuaifIFI6GlazhgDEw
fpolu4usBCOMMQDo8dIM7A9+040rkjgTHY+GzYZSR+YOfFukAj6KYXwidINalFMz
hriSqHKvof1Shx8xpfywgVcvzfTO3PYkz6fiNIBonf6q8amaEsybwMbDgKWwIX7e
SPY=
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Server certificate

subject=C = MY, ST = Kuala Lumpur, L = Kuala Lumpur, O = International Islamic University Malaysia, CN = *.iium.edu.my

issuer=C = BE, 0 = GlobalSign nv-sa, CN = GlobalSign ECC OV SSL CA 2018
No client certificate CA names sent
Peer signing digest: SHA256
Peer signature type: ECDSA
Server Temp Key: X25519, 253 bits
SSL handshake has read 2858 bytes and written 406 bytes
Verification error: unable to verify the first certificate
New, TLSv1.2, Cipher is ECDHE-ECDSA-AES256-GCM-SHA384
Server public key is 256 bit
Secure Renegotiation IS supported
Compression: NONE
Expansion: NONE
No ALPN negotiated
SSL-Session:
Protocol : TLSv1.2
Cipher : ECDHE-ECDSA-AES256-GCM-SHA384
Session-ID: 5BCEF3CB337E5AFAF73A57AAA1E5873925F40D854345B2CBF5DED1154D1ACA87
Session-ID-ctx:

Master-Key: CC745258F647660B39041552013546A1E3C734812267746C2A7A7DFB5CBOBF7DEFDE2F49AA5FBO9D5A2BC44D79FD353C

PSK identity: None
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 301

Connected IP 210.48.222.141

Connect Time 27.54 ms

TTFB 98.07 ms

Total Time 98.2 ms

Error Maximum (3) redirects followed

Response Headers:

{
"HTTP/1.1 301 Moved Permanently",
"Location: https://iium.edu.my:443/",
"Content-Length: 98",
"Content-Type: text/html",
"HTTP/1.1 301 Moved Permanently",
"Server: nginx/1.10.2",
"Date: Fri, 06 Mar 2026 09:13:05 GMT",
"Content-Type: text/html",
"Content-Length: 185",
: "Connection: keep-alive",
"11": "Location: https://www.iium.edu.my/",
"12": "Set-Cookie: cookiesession1=678B2867388B4F419B52BEBBB32EAEDD; Expires=Sat, 06 Mar 2027 09:11:15 GMT;Path=/;HttpOnly",
"14" HTTP/1.1 302 Found",
"15": "Server: nginx/1.10.2",
"16": "Date: Fri, 06 Mar 2026 09:13:05 GMT"
"17": "Content-Type: text/html; charset=UTF-8",
"18": "Connection: keep-alive",
"19": "Location: https://iium.edu.my/v2",
"20": "Set-Cookie: cookiesessionl=678B2867FD732F1CO9ECE30EA52F24DA;Expires=Sat, 06 Mar 2027 09:11:15 GMT;Path=/;HttpOnly"
"22": "HTTP/1.1 301 Moved Permanently",
"23": "Server: nginx/1.10.2",
"24": "Date: Fri, 06 Mar 2026 09:13:05 GMT"
"25": "Content-Type: text/html",
"26": "Content-Length: 185",
"27": "Connection: keep-alive"
"28": "Location: https://www.iium.edu.my/v2"
}

IPv4 HTTPS (port 443)

HTTP Status 301

Connected IP 210.48.222.141

Connect Time 16.23 ms

TTFB 90.31 ms

Total Time 90.41 ms

Error Maximum (3) redirects followed

Response Headers:

"0": "HTTP/1.1 301 Moved Permanently",

"Server: nginx/1.10.2",

"Date: Fri, 06 Mar 2026 09:13:05 GMT",

"Content-Type: text/html",

"Content-Length: 185",

"Connection: keep-alive",

"Location: https://www.iium.edu.my/",

: "Set-Cookie: cookiesessionl=678B2867E8CED79E824AF3B87CD21C28;Expires=Sat, 06 Mar 2027 09:11:15 GMT;Path=/;HttpOnly",
"9": "HTTP/1.1 302 Found",

"10": "Server: nginx/1.10.2",

"11" Date: Fri, 06 Mar 2026 09:13:05 GMT",

"12": "Content-Type: text/html; charset=UTF-8",

"13": "Connection: keep-alive",

"14": "Location: https://iium.edu.my/v2"

"15": "Set-Cookie: cookiesessionl=678B2867A5393F15A829B0974E2BE258;Expires=Sat, 06 Mar 2027 09:11:15 GMT;Path=/;HttpOnly",
"17": "HTTP/1.1 301 Moved Permanently",

"18": "Server: nginx/1.10.2",

"19": "Date: Fri, 06 Mar 2026 09:13:05 GMT"
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"20": "Content-Type: text/html",

"21": "Content-Length: 185",

"22": "Connection: keep-alive",

"23": "Location: https://www.iium.edu.my/v2",

"25": "HTTP/1.1 301 Moved Permanently",

"26": "Server: nginx/1.10.2",

"27": "Date: Fri, 06 Mar 2026 09:13:05 GMT"

"28": "Content-Type: text/html; charset=iso-8859-1"
"29": "Connection: keep-alive"

"30": "Location: https://www.iium.edu.my/v2/"

Connectivity Test Evidence

Test Result
TCP Connect IPv4 - port 80 301 0.008081 0.016432
TCP Connect IPv4 - port 443 000 0.008015 0.000000

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2202:4780:5e:2789::1
Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6 0
IPv6 Routes

2a02:4780:5e::/48 dev eth® proto kernel metric 256 pref medium

fe80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev eth® proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static
76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
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