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X IPV6-ONLY READINESS

1 5% Website: X Not Ready

No IPv6 Support DNS: X Not Ready
Email: X Not Ready

Non-Compliant

MGv6C-1.0

IPV4 ADDRESSES
161.139.22.87

Network Information (WHOIS / RDAP)

IPv4 Network

Organization Universiti Teknologi Malaysia

Country MY

ASN AS133014

ASN Name UTM-AS-AP Universiti Teknologi Malaysia, MY

Network (CIDR) 161.139.0.0/16

Web Services (35%) 0/8
# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.
7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 0/5
# CHECK RESULT DETAIL

1 NS Has AAAA Record FAIL No nameserver has an AAAA record.

2 NS Reachable via IPv6 FAIL No nameserver is reachable over IPv6.

3 NS Answers Queries via IPv6 FAIL Nameserver does not answer queries over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent PASS DS record found at parent zone.

7 RRSIG Valid FAIL No valid RRSIG found.

8 Signing Algorithm INFO No DNSKEY record found.
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Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

FAIL

FAIL

FAIL

FAIL

FAIL

INFO

FAIL

RESULT

PASS

PASS

PASS

DETAIL

No MX record found in DNS.

MX server has no IPv6 address.

SMTP is not reachable over IPv6.

STARTTLS not available over IPv6.

No SPF record found.

No common DKIM selector found.

No DMARC record found.

DETAIL
161.139.22.87

HTTP (port 80) responds over IPv4 — 78ms TTFB.

HTTPS (port 443) responds over IPv4 — 41ms TTFB.
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Audit Trail & Evidence Record

Verification ID
Domain

Check Mode
Status

Started

Finished

Test Node Profile
Engine Version
MGvV6C Version

Audit URL

Integrity Verification

v INTEGRITY VERIFIED

Algorithm

Root Hash
http_headers
dns_responses
tls_handshake
connectivity_log

dns_resolution_times

f7aa4d4f-91fa-46d9-a95c-e466610df514
admission.utm.my

Manual

Completed

07 Mar 2026, 01:10:47 MYT

07 Mar 2026, 01:10:51 MYT

dual stack

2.0.0

1.0.0

https://ipv6.my6.my/audit/f7aad4d4f-91fa-46d9-a95c-e466610df514

hmac-sha256-v1

b77c7f3bfb31634c387da4f9266dbaffd750b6aceddb8fafh4a7ecdeebaefcasd
536891f6fd091403ed865211719252ff541bbc5582644dc2d73ac5f1d733d6e2
23712edbaa%9914b456dal9f8b9ee31lced6416c4d93602belda370e6b8993b8de
69c8ec852ab1996ca692889671991a8a612b7e5f5896fec93f56080487753247
dcbeed5bc40a87200b170T1769ac667456e2e12b413703e9cc8b39421F982817

3feeeacaa328b9545009623eafa074f878873eef19df1507ed7e6ca40a9c 846

Test Node Identity

Os Linux srv1440888 6.8.0-101-generic #101-Ubuntu SMP PREEMPT_DYNAMIC Mon Feb 9 10:15:05 UTC 2026 x86 64
Hostname srv1440888
Php Version 8.3.30

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 16.93 17.96 6.95 15.91 -10
Google IPv4 14.98 22.05 40.41 71.91 +25.4
Google IPV6 45.2 47.94 38.91 67.24 -6.3
Cloudflare IPv4 18.93 18.93 22.94 42.23 +4
Cloudflare IPv6 10.25 53.47 54.69 61.81 +44.4
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DNS Evidence

A

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 4740
;3 flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:
admission.utm.my.[J1965INJCNAMEwww3.utm.my .
www3. utm.my.[J03600INJA161.139.22.87

DS

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 1359
;3 flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:
admission.utm.my.[J698JINJCNAME[www3.utm.my.

;3 AUTHORITY SECTION:
utm.my.[0018000INOSOAns1.utm.my. root.utm.my. 2020107476 1200 600 1209600 3600

MX

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 7213
;5 flags: gqr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:
admission.utm.my.[J19650INJCNAMEwww3.utm.my.

;3 AUTHORITY SECTION:
utm.my.[0018000INJSOAns1.utm.my. root.utm.my. 2020107476 1200 600 1209600 3600

NS

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 56481
;3 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

33 ANSWER SECTION:
admission.utm.my.J7910INJCNAMEwww3.utm.my.

33 AUTHORITY SECTION:
utm.my.[J0018000INOSOAOns3.utm.my. root.utm.my. 2020107476 1200 600 1209600 3600

TXT

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 62023
;3 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:
admission.utm.my.[J1125JINJCNAMEwww3.utm.my .

;; AUTHORITY SECTION:
utm.my . [018000INJSOAONs1. utm.my. root.utm.my. 2020107476 1200 600 1209600 3600

AAAA

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 33346
;3 flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 1

;5 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512
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;3 ANSWER SECTION:
admission.utm.my.[J1126[JINJCNAMEJwww3.utm.my .

;3 AUTHORITY SECTION:
utm.my.[0005290INJSOAns3.utm.my. root.utm.my. 2020107476 1200 600 1209600 3600

RRSIG

www3.utm.my.

DNSKEY

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 33529
;3 flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:
admission.utm.my.[J19640INJCNAMEwww3.utm.my.

33 AUTHORITY SECTION:
utm.my.[0018000INJSOANs3.utm.my. root.utm.my. 2020107476 1200 600 1209600 3600

DNSSEC_VALIDATION

;3 resolution failed: ncache nxrrset

; unsigned answer

admission.utm.my.[]3600INJCNAMEwww3.utm.my.

; www3.utm.my.[JJ18000JIN[\-SOA[; - $NXRRSET

; utm.my. SOA ns3.utm.my. root.utm.my. 2020107476 1200 600 1209600 3600
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TLS Handshake Evidence

IPV4 Connection
IP Used 161.139.22.87

IP Version 4

depth=2 C = GB, 0 = Sectigo Limited, CN = Sectigo Public Server Authentication Root R46

verify return:1
depth=1 C = CA, 0 = Entrust Limited, CN = Entrust OV TLS Issuing
verify return:1

depth=0 C = MY, ST = Johor, 0 = Universiti Teknologi Malaysia, CN = www3.utm.my

verify return:1
CONNECTED (00000010)
Certificate chain
0 s:C = MY, ST = Johor, O = Universiti Teknologi Malaysia, CN =

RSA CA 2

www3.utm.my

i:C = CA, 0 = Entrust Limited, CN = Entrust OV TLS Issuing RSA CA 2

a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Aug 11 00:00:00 2025 GMT; NotAfter: Aug 13 23:59

MIIGOzCCBTugAwIBAgIRANM/vcR8MX2Cj fRN4VIYs fEWDQYIKoZIhvcNAQELBQAW
UTELMAKGALUEBhMCQOEXGDAWBgNVBA0oTDOVUdHI1c3QgTGltaXR1ZDEOMCYGALUE
AXMfRW50cnVzdCBPViBUTFMgSXNzdWluZyBSUOEgQOEgMjAeFwOyNTA4MTEWMDAW
MDBaFwOyNjA4MTMyMzUSNT LaMFsxCzAJBgNVBAYTAk1ZMQ4wDAYDVQQIEWVKb2hv
¢jEmMCQGALUEChMAVW5 pdmVyc210aSBUZWtub2xvZ2kgTWFsYX1zaWEXFDASBgNV
BAMTC3d3dzMudXRtLm15MIIBIjANBgkqhkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEA
v0304/8mt7IZngxxiyaiBx6mFjxEac600ni3RBtiYZn9GQ7U4/vGMcIeQQf8WzQz
/9Ywd+TDZ8KIKU+EICTOaRQ+5cxBLCr1p3Ec555CiwZd1Z8tFboBwoN/PihGgUS6
Kof45rRFLSWQGDOYYalbVRWB64w T fMm] fyDpaTUMye9RNPpIwgV3K04gH/Md®j Aw
OWTIbTShoSWB6bweFinKThN1+60wpTyC3K5wC/YMIDEDAGIXxvd4NmpgIRVORFNIF
6MoesIcea5gYhkA3AQ9r5qk0Gp8chQnpGAiHl+asoUPUvarjhxdvDgNcWbIHabtU
KpxG3FkbheFGrxXImGyhgQIDAQABo4IDGj CCAXYwHWYDVROj BBgwFOAUFIGVAHTS
VftSN9iEdgtbEopQWsUwHQYDVROOBBYEF02P6zUZhkIwyv3fuokghb4GOgQeRMA4G
A1UdDwEB/wQEAwIFoDAMBgNVHRMBAT8EAjAAMBOGA1UdJQQWMBQGCCsGAQUFBWMB
Bgg rBgEFBQCDAj ATBgNVHSAEDDAKMAGGBmeBDAECA j BFBgNVHRSEP j ABMDGgOKA2
hjRodHRw018vY3JsLnN1Y3RpZ28uY29tLOVudHI1c3RPVIRMUO1Zzc3VpbmdSUOFD
QTIuY3JsMHUGCCsGAQUFBwWEBBGkwZzBABggrBgEFBQcwAoYOaHROcDovL2NydC5z
2ZWNOaWdvLmNvbS9IFbnRydXNOT1ZUTFNIc3N1aW5nUINBQOEyLmNydDAjBgg rBgEF
BQcwAYYXaHROcDovL29j c3Auc2VjdGlnby5jb20wggF9BgorBgEEAdZ5AgQCBIIB
bQSCAWkBZwB2ANgJIVTuUT3r/yBYZb5RPhauw+Pxeh1UmDxXRLnK7RUsUAAABmI k2
BSoAAAQDAEcwWRQIhAMzkW4XRgICcM+R7cGA40knuNx3BIPZcIVWp7Gv003sYBAiBz
41qZuXhaiV/40DhGv8aNy9VglN9eZfCDmH3crhKj LAB2AKy rMHBs6+yEMfQTOVSR
XxEeQiRDs fKmj E88KzunHgLDAAABmMIk2BPwAAAQDAECcWRQIGKEUjx1PKEA7IuMtB
V41QdcrIUOu9FNknFWK4d732yqkCIQC10VgP6kToS8nopnkzT5UmCBBASrDQ/ 52
KzR003jnGgQB1ANdt fRDRp/V3ws fpX9cAv/mCyTNaZeHQswFzF8DIXWL3AAABmIk2
BMSAAAQDAEYWRAIgSmoynb6951gzzKK+iIJsnip+trt9FNs9W0aSwlcueqoCIFXv
Nf18hFgUa3veWVilOE3NBd/ fbP+FzHtQ69L/ZgCmMEMGALUdEQQ8MDqCC3d3dzMu
dXRtLm15gggqLnVObS5teYINc21zd2EXLnVObS5teYIGAXRtLm15ggp3d3cudXRt
Lm15MABGCSqGSIb3DQEBCWUAA4IBgQAA3ZU48rUgmbBGB5peoXcznldTLiG7 rbUq
1h6zm1KXQMSWXmFmk6EXIVFPq27R/ 1DW+MF9qfMa65gvz0+4GHqv30k]j8VM/BCLXx
B6Ef5L5hvjNSWj8IAFeOnXL2Vij jN+SkeZskig9tbx1knW6GIT/oHfbXKTIHtoRCHq
9NMrPjtunxDgsxmGkIpAhglxmhZ1mZog9g+R2q8CvigAchJV6eRx0rIsbkg79NO8
zUtXNu3zbcSkGFceLBEV2DINGMICulXMSox+CoZh7zbWbNgRIkiqSk5PPE5]EJICC
NVjIgVPij8nd4uelLUnhRhKDVEiwsjG2v82K4CFCsLDcCCO+t1iKzWOhOhKThLdfr
P10ZU7H7 r8+NWfbiByNPcUqqg8a8dNhchI1T0oD8ufkowa3xzZQqOAZ3Zag4Cma9
cgqMVokGt/AOviEwolL4plPtwEaUKkCMFgxHtXDVSVbkaZvQKu7GK8SIQkq4MRFODC
zI+bsqtv]ZeWkbX5IgFv1hp9PwMQlj4=

1 s:C =US, ST = New Jersey, L = Jersey City, 0 = The USERTRUST
i:C = US, ST = New Jersey, L = Jersey City, 0 = The USERTRUST
a:PKEY: rsaEncryption, 4096 (bit); sigalg: RSA-SHA384
v:NotBefore: Feb 1 00:00:00 2010 GMT; NotAfter: Jan 18 23:59

MIIF3jCCA8agAwIBAGIQAT1tMPyjy1GoG7xkDjUDLTANBgkghkiGOwOBAQWFADCB
iDELMAKGAIUEBhMCVVMXEZzARBgNVBAQGTCk51dyBKZXJzZXkxFDASBgNVBACTCOpl
cnNleSBDaXR5MR4wHAYDVQQKExXVUaGUgVVNFUTRSVVNUIESldHdvemsxLjAsBgNV
BAMTJVVTRVJUcnVzdCBSUOEGQ2VydGlmaWNhdGlvbiBBdXRob3JpdHkwHhcNMTAW
Mj AXMDAWMDAwWWhcNMzgwMTE4MjM10TUSWj CBiDELMAKGA1UEBhMCVVMXEZARBgNVNational IPv6 Readiness Monitor — https://ipv6.my6.my

:59 2026 GMT

Network, CN
Network, CN

:59 2038 GMT

USERTrust RSA Certification Authority
USERTrust RSA Certification Authority
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c6wj0y0AvzVVdALI2E1YGN+SNuZRkg7zJIn0cTRe8yexDItC/QVIAqURESINNV4ee
UB9XVKg+/XRjL7FQZQnmWEIuQxpMtPATR1N6BB6T1CZGS1CBst6+eL f8ZxXhyVeE
Hg9j 1uliutZfVS7gXMYoCAQLObgOKGnyTIccBz8NUVXt7y+CDwIDAQABoOIwWQDAd
BgNVHQ4EFgQUU3m/WqorSs9UgOHYm8Cd8rIDZsswDgYDVROPAQH/BAQDAGEGMABG
AlUdEWEB/wQFMAMBAf8wDQYJKoZIhvcNAQEMBQADgYIBAFzUTA3PI9WFIQZ11DHPF
Up/L+M+ZBn8b2kMVn54CVVeWFPFSPCeH1CjtHzoBN6J2/FNQwISbxmtOuowhT6KO
VWKR82kV2LyI485qC/3vq0lLVS0oGIG1VeCkZ7 18wXESKEVX/JJIpuXior7gtNn3/3
ATiUFJVDBwn7YKnuHKsSjKCaXqgeYalltiz8I+8jRRa8YFWSQEg9zKC7F4iR0/Fjs
8PRF/iKz6y+00t1FYQXB12+0dnKPi4w2r78NBc5xjeambx9spnFixdjQg3IM8WcR
iQycEOxyNN+81XHfgnHd4b1ls jDwSXWXavVcStkNr/+XeTWYRUc+ZruwXtuhxkYze
Sf7dNXGiFSeUHM9h4ya7b6NnISFd5t0dCy50GzuCr+yDZ4XUmFFOsbmZgIn/f3gZ
XH1KYC6SQK5MNyosycdiyA5d9zZbyuAlIQGO3RoHNHCAP9Dc1ew91Pq7P8yF1m9/
qS3fuQL39ZeatTXaw2ewh0qpKJ4jjv9cI2vhsE/zB+4ALtRZh8tSQZXq9EfX7mRB
VXyNWQKV3WKdwrnuWih®@hKwbt5DHDATf9Yk2dDLWKMGwsAvgnEzDHNb842m1R0aB
L6KCq9NjRHDE] f8tM7qtj3ulcIiuPhnPQCjY/MiQu12ZIvVS51] FHAgxQ+6IHAfG
jjxDah2nGN59PRbxYvnKkKj9

2 5:C =GB, 0 = Sectigo Limited, CN = Sectigo Public Server Authentication Root R46
i:C = US, ST = New Jersey, L = Jersey City, 0 = The USERTRUST Network, CN = USERTrust RSA Certification Authority
a:PKEY: rsaEncryption, 4096 (bit); sigalg: RSA-SHA384
v:NotBefore: Mar 22 00:00:00 2021 GMT; NotAfter: Jan 18 23:59:59 2038 GMT

MIIGLTCCBH2gAwWIBAgIRANJ/u8HeNZ5SFq1lhSVhgmcQwDQYJKoZIhvcNAQEMBQAwW
gYgxCzAJBgNVBAYTATVTMRMWEQYDVQQIEwWp0ZXcgSmVyc2V5MRQWEGYDVQQHEWtK
ZXJ2ZXkgQ210eTEeMBWGA1UEChMVVGh1IFVTRVIUULVTVCBOZXR3b3J rMS4wLAYD
VQQDEYVVUOVSVHI1c3QgUINBIENTcnRpZmlj YXRpb24gQXV0aG9yaXR5MBAXDTIX
MDMyMj AwMDAWMFoXDTM4MDEXODIZzNTk10VowXzELMAKGAITUEBhMCROIXGDAWBgNV
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200
Connected IP 161.139.22.87
Connect Time 26.22 ms
TTFB 69.42 ms
Total Time 69.48 ms

Response Headers:

{

: "HTTP/1.1 301 Moved Permanently",

"Server: nginx",

: "Date: Fri, 06 Mar 2026 09:10:48 GMT",
: "Content-Type: text/html",

"Content-Length: 162",

: "Connection: keep-alive",

: "Location: https://admission.utm.my/",

¢ "HTTP/2 200",

: "server: nginx",

: "date: Fri, 06 Mar 2026 09:10:48 GMT",

: "content-type: text/html; charset=UTF-8",

: "x-powered-by: PHP/8.3.30",

: "link: <https://admission.utm.my/wp-json/>; rel=\"https://api.w.org/\"",
: "link: <https://admission.utm.my/wp-json/wp/v2/pages/39987>; rel=\"alternate\"; title=\"JSON\"; type=\"application/json\"",
: "link: <https://admission.utm.my/>; rel=shortlink",
: "x-cache-status: HIT",

: "x-powered-by: PleskLin"

IPv4 HTTPS (port 443)

HTTP Status 200
Connected IP 161.139.22.87
Connect Time 12.41 ms
TTFB 41.64 ms
Total Time 41.67 ms

Response Headers:

[

"HTTP/2 200",

"server: nginx",

"date: Fri, 06 Mar 2026 09:10:48 GMT",

"content-type: text/html; charset=UTF-8",

"x-powered-by: PHP/8.3.30",

"link: <https://admission.utm.my/wp-json/>; rel=\"https://api.w.org/\"",

"link: <https

"link: <https://admission.utm.my/>; rel=shortlink",

"x-cache-status: HIT",

"x-powered-by: PleskLin"

Connectivity Test Evidence

Test

TCP Connect IPv4 - port 80

TCP Connect IPv4 - port 443

National IPv6 Readiness Monitor — https://ipv6.my6.my

://admission.utm.my/wp-json/wp/v2/pages/39987>; rel=\"alternate\"; title=\"JSON\"; type=\"application/json\"",

Result
301 0.012750 0.027083

200 0.014113 0.053808
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Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2202:4780:5e:2789::1
Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0
IPv6 Routes

2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium

feB80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static
76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
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