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IPv6 Readiness Report

aeonbank.com.my — aeonbank.com.my

Category: Banking ¢ Generated: 20 Apr 2026, 21:16 MYT ¢ Last Checked: 07 Mar 2026, 00:59 MYT < Verification ID: 66c63718-247d-4c4c-bf8f-86d1515894f2
Report generated from National IPv6 Readiness Monitor — https://ipv6.my6.my
Audit trail: https://ipv6.my6.my/audit/66c63718-247d-4c4c-bf8f-86d1515894f2

X IPV6-ONLY READINESS
5 5% Website: X Not Ready
Non-Compliant
P Partial Support DNS: v Ready

MGV6C-1.0 )
Email: v Ready

IPV4 ADDRESSES

18.155.68.7

18.155.68.33
18.155.68.83
18.155.68.44

Network Information (WHOIS / RDAP)

IPv4 Network

Organization Amazon.com, Inc.

Country us

ASN AS16509

ASN Name AMAZON-02 - Amazon.com, Inc., US

Network (CIDR) 18.154.0.0/15

Web Services (35%) 0/8
# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.
7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 3/5
# CHECK RESULT DETAIL

1 NS Has AAAA Record PASS Nameserver has IPv6 address.

2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.

3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

7 RRSIG Valid FAIL No valid RRSIG found.
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# CHECK

8 Signing Algorithm

Email Services (25%)

# CHECK

1 MX Record Exists

2 MX Server Has IPv6

3 SMTP Reachable via IPv6
4 STARTTLS over IPv6

5 SPF Record

6 DKIM Selector

7 DMARC Record

IPv4 Baseline (15%)
# CHECK

1 A Record

2 HTTP over IPv4

3 HTTPS over IPv4

National IPv6 Readiness Monitor — https://ipv6.my6.my

RESULT

INFO

RESULT

PASS

PASS

PASS

PASS

PASS

INFO

PASS

RESULT

PASS

PASS

PASS

DETAIL

No DNSKEY record found.

DETAIL

MX record found.

MX server has AAAA record.

SMTP port 25 responds over IPv6.
STARTTLS supported over IPv6.

SPF record found.

DKIM selector found: google._domainkey

DMARC record found.

DETAIL
18.155.68.7, 18.155.68.33, 18.155.68.83, 18.155.68.44
HTTP (port 80) responds over IPv4 — 64ms TTFB.

HTTPS (port 443) responds over IPv4 — 104ms TTFB.
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Audit Trail & Evidence Record

Verification ID
Domain

Check Mode
Status

Started

Finished

Test Node Profile
Engine Version
MGvV6C Version

Audit URL

66c63718-247d-4c4c-bf8f-86d1515894f2
aeonbank.com.my

Manual

Completed

07 Mar 2026, 00:59:51 MYT

07 Mar 2026, 00:59:57 MYT

dual stack

2.0.0

1.0.0

https://ipv6.my6.my/audit/66c63718-247d-4c4c-bf8f-86d1515894f2

Integrity Verification

v INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 1a65476e7956b153cch4a996afb9846907eb3ed8ffccc801d2f784c37491a52b
http_headers a48a07329422312583edb1406834161f416f77df444e623db64fd82f18ed1lc5d
dns_responses 15043126151a58eb275722eca73288f fbc54e9b92c616b62ee6387423641d916
tls_handshake 28de283402fcc615fd7adlal2d47a2acd6616288b7109eb6058badadb9061ded
connectivity_log abccdef9b38bae2626b437228985657e58a9d7b72a39121913989420baded2b3

dns_resolution_times f9d1c28e70428a58dc711e636d207f41ed432aad71789c5be437b2223998929

Test Node Identity

Os Linux srv1440888 6.8.0-101-generic #101-Ubuntu SMP PREEMPT_DYNAMIC Mon Feb 9 10:15:05 UTC 2026 x86 64
Hostname srv1440888
Php Version 8.3.30

Server lpv4 76.13.221.142

Server Ipv6 2202:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)
System Default 31.42 33 35.36 36.78 +3.9
Google IPv4 56.69 74.81 28.7 60.72 -28
Google IPv6 63.73 66.49 77.33 83.08 +13.6
Cloudflare IPv4 28.19 33.78 29.4 33.93 +1.2
Cloudflare IPv6 57.9 62.83 53.04 181.96 -4.9
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DNS Evidence

A

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 16699
;3 flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512
;3 ANSWER SECTION:
aeonbank.com.my.[J60JINJA]18.161.179.3
aeonbank. com.my.[]60[JINJA]18.161.179.54
aeonbank.com.my.[J60[JINJA]18.161.179.68
aeonbank. com.my.[J60JIN[JA]18.161.179.85

DS

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 10240
;3 flags: qr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 AUTHORITY SECTION:

com.my.[J0J018000IN[SOAb.nic.my. hostmaster.nic.my. 2026018479 1800 900 604800 3600

MX

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 60809
;3 flags: qr rd ra; QUERY: 1, ANSWER: 5, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:

aeonbank. com.my.[]3600[JINJMX[J5 alt2.aspmx.l.google.com.

aeonbank.com.my.[]36000INOMXJ10 alt4.aspmx.l.google.com.
aeonbank. com.my.[J3600INMXJ10 alt3.aspmx.l.google.com.
aeonbank. com.my.[J3600INJMXJ5 altl.aspmx.l.google.com.

aeonbank.com.my.[J36000INJMXJ1 aspmx.l.google.com.

NS

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 35341
;3 flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

33 ANSWER SECTION:

aeonbank. com.my.[J21600JINNS[ns-1962.awsdns-53.co.uk
aeonbank. com.my.[J21600JIN[NS[Jns-826.awsdns-39.net.
aeonbank. com.my.[J21600INNS[ns-1092.awsdns-08.0rg.
aeonbank. com.my.[J21600JINNS[Jns-89.awsdns-11.com.

TXT

;3 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 35365
;3 flags: qr rd ra; QUERY: 1, ANSWER: 8, AUTHORITY: O, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 ANSWER SECTION:

aeonbank. com.my.[J300INJTXT["docusign=35a4092-b477-4d6f-8bfc-2943d33eead5"

aeonbank. com.my.[J3000INJTXT("atlassian-domain-verification=RZVK2U9wsFhH31d4mtbfmZ30ZNQtUszml5hsup5qz923vuIRifCtX2I88SERWTtX"
aeonbank.com.my.[J3000INJTXT]"v=spfl include: spf.google.com include:spf.sendinblue.com ~all"

aeonbank. com.my.[J300JINJTXT[]"google-site-verification=HtIThD4HKQWcNGZKPa2LmLIybFdeMcGw8OYRYUeZCpE"
aeonbank. com.my .[J300INJTXT[]"MS=ms82976077"

aeonbank. com.my.[J300INJTXT"brevo-code:43fa2bfdcc23441c01cela5e9cb0694a"

aeonbank. com.my.[J300INJTXT]"apple-domain-verification=NtJAiqe8P11BrfgC"
aeonbank.com.my.[J3000INJTXTJ"globalsign-domain-verification=wWNVURFBZLPhb5NeQtN49DFiCbeMsiURrfbttfqdrs"

3

3

AAAA
;3 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 14030
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;3 flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 AUTHORITY SECTION:

aeonbank. com.my.[]900JIN[JSOA[ns-826.awsdns-39.net. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400

RRSIG

ns-826.awsdns-39.net. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400

DNSKEY

;5 Got answer:
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 9721
;3 flags: qr rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 1

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 512

;3 AUTHORITY SECTION:

aeonbank. com.my.[]900JIN[JSOA[ns-826.awsdns-39.net. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400

DNSSEC_VALIDATION

; unsigned answer
aeonbank. com.my.[]900[INJSOA[ns-826.awsdns-39.net. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400
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TLS Handshake Evidence

IPV4 Connection
IP Used 18.155.68.7

IP Version 4

depth=2 C = US, 0 = Amazon, CN = Amazon Root CA 1

verify return:1

depth=1 C = US, 0 = Amazon, CN = Amazon RSA 2048 MOl

verify return:1

depth=0 CN = aeonbank.com.my

verify return:1

CONNECTED (00000010)

Certificate chain

0 s:CN = aeonbank.com.my

i:C = US, 0 = Amazon, CN = Amazon RSA 2048 MO1
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Dec 21 00:00:00 2025 GMT; NotAfter: Jan 19 23:59:59 2027 GMT

MIIGRDCCBSygAwIBAGIQDWROVL1we26pDe/QVoYogDANBgkqhkiGIwOBAQsFADAS
MQswCQYDVQQGEwIVUzEPMAOGA1UEChMGQW1hem9uMRwwGgYDVQQDEXNBbWF6b24g
ULNBIDIWNDggTTAXMB4XDTIIMTIyMTAWMDAWMFoXDTI3MDEXOTIZNTk10VowGjEY
MBYGA1UEAXMPYWVvbmJhbmsuY29tLm15MIIBI jANBgkqhkiGOwOBAQEFAAOCAQSA
MIIBCgKCAQEA7G858Ykly1zGKfOCKYh4vOu8vqpGkf+UhNWG6E/zfoqTohLoQMTI5
nRmCztxoP3M78cw102JyCMUUGY0]I/Kea+zS0y8Re5w5 rxnIX9sHHArazm51T3kn
SmfXzUYyZ7BhhIwemi9ZvMSUWC52wybeUw8tLW6mIDw1Tqz2HjxP8DBce8ulPONp
piz88kFPmswIMNalWRs rbIbCOuLEMMxkAxy9s5L rXkeCXkHOxeB7AdgotTz7kM37
apx/q9er5zFn4txlielxxQfgBv1Bcw871tw6QAUSWNg8eaf5Cm3UdngsMT59xhQC
SjDCQ0g90dNwnKWnp51D030Gtv7MHet84wIDAQAB04IDYjCCAl4wHWYDVRO]jBBgw
FoAUgbgOY4qJEhj 1+j s7UJWf5uWQE4UwHQYDVROOBBYEFPAHOZ1g2gxwCWUEEpRC
Khrq4g7/MIGTBgNVHREEGYSwgYiCD2F1b251YW5 rLmNvbS5teYITKi5hY3NkaWdp
dGFsLmNvbS5teYINKi5hZW9uYmFuay5teYINYWNzZGlnaXRhbC5teYIRKi5hZW9u
YmFuay53jb20ubXmCC2F1b251YW5 rLm15gg8qLmF j c2RpZ210YWwubXmCEWF j c2Rp
Z210YWwuY29tLm15MBMGA1UdIAQMMAOWCAYGZ4EMAQIBMA4GA1UdDWEB/WQEAWIF
0DATBgNVHSUEDDAKBgg rBgEFBQCDATA7BgNVHREENDAYMDCgLgAshipodHRWOi8Y
Y3JsLnIybTAXLmFtYXpvbnRydXNOLmNvbS9yMmOwMS5 j cmwwdQY IKwYBBQUHAQEE
aTBnMCOGCCsGAQUFBzABhiFodHRwOi8vb2NzcC5yMmOWMS5hbWF6b250cnVzdC5]j
b20wNgYIKwYBBQUHMAKGKmhOdHAGLY9jcnQucjJtMDEuYWlhem9udHI1c3QuY29t
L3TybTAXLmN1cjAMBgNVHRMBAf8EAjAAMIIBiAYKKwYBBAHWeQIEAGSCAXgEGGFO
AXIAdWBMY9yY5Zwdq4j 2H009396Pq0S N3t fmSTD+6GC/MG+IGAAAZS+OYSBAAAE
AwBIMEYCIQCMwKupNmgyL4fPy53XreLclq9Ua0Fo0Mx+j6EsYqMORAIhAMgtXFkY
JRmweXn3ZjukJiXB62qqkZwwl5fbke06fxaAAHcAHI90LON6BEVPUPgblogH3dsy
ENhM5siy443SSsTPWZ8AAAGbPtGE rAAABAMASDBGAiLEAuuYqsk7Aial3iBXSRkqg+
XKTyGDc93YYIWjOnoAo31zoCIQCWMTiIMRT fk81MymuuG/pL1gbXwbkyOyIPPoyl
bBRR6AB+AI7KRwus3mrzogawpHgEtOb+H8a/1T415pt05A1188b0oAAABMZ7RhUIA
CAAABQAANVtVBAMARZzBFALEAwWIRbWk rM7 jhZE9052svMkit+tmTOXIgOpkgDMbv
Fw4CIHDVKOPh6tkQzPoOeAahB+zmczMbgLEKQR8fUrRdvtFgMAOGCSqGSIb3DQEB
CwUAA4IBAQCrL+30CHjhf9QvEbCFM6zRKTAYphhoRP+kdZ1vQPiE/+GLbLio3iYN
1tDjva67I+H4Vt2FeBBX]j00v4Z6nbKssv8PTyIrwsirET4UXqH2gF4pf7eIzz1VA
zCs0BLhY914M3uj jXD+Q7GZplohfAPcN115]3MLkwUxym9N6E/nCfzbPt2DBuiOD
yHzCY6]j7kcpS6yE1FyoarZE3p94P2CLUD5s2MmBPt9La6KyBKFOR/phDtDIx7 c+j
zmQPYHXr+0ITOD4zX0YmAr1E/2BMGPAIXF469LWPalFFzFObRDOBEECtVYtboVz
Pw3udk+LvI100gsY8en51Zv/Yxavdr6l

1 s:C=US, 0= Amazon, CN = Amazon RSA 2048 MO1
i:C = US, 0 = Amazon, CN = Amazon Root CA 1
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: Aug 23 22:21:28 2022 GMT; NotAfter: Aug 23 22:21:28 2030 GMT

MIIEXjCCAOagAwIBAgQITB3MSOAudZoijOx7Zv5zNpo40DzANBgkghkiGOwOBAQsF
ADA5MQswCQYDVQQGEwJVUzEPMAOGALIUEChMGQW1hem9uMRkwFwYDVQQDEXBBbWF6
b24gUm9vdCBDQSAXMBAXDTIyMDgyMzIyMjEyOFoXDTMwMDgyMzIyMjEyOFowPDEL
MAKGA1UEBhMCVVMxDzANBgNVBAoTBkFtYXpvbjEcMBoGAIUEAXMTQW1hemQuIFJT
QSAyMDQ4IEOWMTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAOtXLKNL
H4gokj Iwrd4pXD3i3NyWVVYesZ1yX0yLI2qIUZ2t88GfadgMqslYSXcalR/nCKeT
epWSGA+0+fkQNpp/L4C2T70TTsddUx7g3ZYzByDT1rwS5HRQQQEFE301T5tEIP4t
f+28I0XsNiEz13UGzicYgtzj2cWCB41leJgEmImcf2T8TzzK6a614ZPyq/w4CPATf
nAV4coz96nW3AyiE2uhuB4zQUIXvgVSycW7sbWLvj5TDXunEpNCRwC4kkZjK7rol
jtT2cbb7W2s4Bkg3R42G3PLqBVt2N32e/0J0TViCk8/iccI4sXqrS1uUN4iB5SNmy
JK74csV1+0ubUecCAwEAAaOCAVowggFWMBIGA1UdEWEB/WQIMAYBAT8CAQAWDGYD
VROPAQH/BAQDAgGGMBOGA1UdIQQWMBQGCCsGAQUFBwWMBBgg rBgEFBQCcDAjAdBgNV
HQ4EFgQUgbg0Y4qJEh] 1+] s7UIWF5UWQE4UwHWYDVROj BBgwFoAUhBjMhTTsvAyU
1C4IWZzHshBOCggwewYIKwYBBQUHAQEEbzBtMC8GCCsGAQUFBzABhiNodHRwOi8v
b2NzcC5yb290Y2ExLmFtYXpvbnRydXNOLmNvbTA6Bgg rBgEFBQcwAoYuaHROcDov
L2NydC5yb290Y2EXLmFtYXpvbnRydXNOLmNvbS9yb290Y2EXLmNcjA/BgNVHREE
0DA2MDSgMgAwhi50dHRw0i8vY3JsLnIvb3RjYTEuYWlhem9udHI1c3QuY29tL3Iv
b3RjYTEuY3JsMBMGA1UdIAQMMAowCAYGZ4EMAQIBMAOGCSqGSIb3DQEBCWUAA4IB
AQCtAN4CBSMuBj JitGux1BbkEUDeK/pZwTXv4KqPKOG50fOHOQAd8]21pOcMBghG
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kfMHVWLU7b0XwZCavOhlogdPMN1KakK1DTOVWA/+hFvGPInMV1Kx2G4S1ZaSkouU
5QfoiYIIano0135k4T2HapKQmmOhS/iPtuo0OwW+IMLeBuKMn30LnOO5hcroGTad
hcmeyfhQP7Z+iKHvyoQGilCOCLymHETx/chhQGDyYSWqB/THwnN15AwLQoOESVIE
SJlbe4mBlgeInUsNYugExNf+t0iybcrswBy80Fsd34X0W3rjSUtsuafd9AwWySa3h
XRRrwszrzX/WWGmewyB+f7C4

2 s:C =US, 0 = Amazon, CN = Amazon Root CA 1
i:C = US, ST = Arizona, L = Scottsdale, 0 = "Starfield Technologies, Inc.", CN = Starfield Services Root Certificate Authority - G2
a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
v:NotBefore: May 25 12:00:00 2015 GMT; NotAfter: Dec 31 01:00:00 2037 GMT

MIIEkjCCA3qgAwIBAgITBn+USionzfP6wqdrAfkI7 rnExjANBgkghkiGOwOBAQsF
ADCBmDELMAKGA1UEBhMCVVMXEDAOBgNVBAGTBOFyaXpvbmEXEZARBgNVBACTCIN] c4cX8jIGKLhD+rcdgsq08p8kDilL
93FcXmn/6pUCyziKrlA4b9v7LWIbxcceVOF34GfID5yHI9Y/QCB/IIDEgEw+0yQm
jgSubJrIqg0CAwWEAAaOCATEWgQEtMABGA1UdEWEB/WQFMAMBAT8WDgYDVROPAQH/
BAQDAgGGMBOGA1UdDgQWBBSEGMYFNOy8DJISULghZnMeyEE4KCDATBgNVHSMEGDAW
gBScXwDfqgHXMCs4iKK4bUqc8hGRgzB4BggrBgEFBQcBAQRsMGowLgY IKwYBBQUH
MAGGImhOdHA6LY9VY3NwLnIvb3RnMi5hbWF6b250cnVzdC5jb20w0AYIKwYBBQUH
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200
Connected IP 18.155.68.83
Connect Time 14.79 ms
TTFB 57.03 ms
Total Time 57.11 ms

Response Headers:

{
"HTTP/1.1 301 Moved Permanently",
"Date: Fri, 06 Mar 2026 08:59:56 GMT",
"Content-Type: text/html",
"Content-Length: 167",
"Connection: keep-alive",
"Location: https://aeonbank.com.my/",
"X-Cache: Redirect from cloudfront",
"Via: 1.1 Oe@ce09b6elOa8fcO7c3a94faa7d2626.cloudfront.net (CloudFront)",
"X-Amz-Cf-Pop: SIN52-P1",
"X-Amz-Cf-Id: h_e2A-vYfB4Kt9Ip2GSjsu9BIg01A5kQ94HViNCzqYD15hmrCGricKA==",
"X-XSS-Protection: 1; mode=block",
"X-Frame-Options: SAMEORIGIN",
"Referrer-Policy: strict-origin-when-cross-origin",

"13": "Content-Security-Policy: default-src 'self'; script-src https: 'self' 'unsafe-eval'
src https: 'self' blob: data:; font-src https: 'self'; object-src 'none'; base-uri 'self'
requests; connect-src https: 'self';",

"14": "X-Content-Type-Options: nosniff",

"15": "Permissions-Policy: geolocation=()",

"16": "Server:",

"18": "HTTP/2 200",

"19": "content-type: text/html; charset=utf-8"

"20": "content-length: 124646"

"21": “"date: Fri, 06 Mar 2026 08:59:56 GMT"

"22": "vary: Accept-Encoding",

"23": "strict-transport-security: max-age=31536000; includeSubDomains; preload"

"24": "content-security-policy: default-src 'self';

https://websdk.appsflyer.com 'unsafe-inline'

‘self!
frame-ancestors

‘unsafe-inline'; style-src https: ‘unsafe-inline’; img-

form-action 'self'; 'none’; upgrade-insecure-

script-src-elem https://analytics.tiktok.com https://connect.facebook.net https://*.googletagmanager.com
'self' https://www.youtube.com https://www.youtube.com/iframe_api https://googleads.g.doubleclick.net;

script-src

https://analytics.tiktok.com https://connect.facebook.net https://*.googletagmanager.com https://www.google-analytics.com https://websdk.appsflyer.com

https://wa.onelink.me https://wa.appsflyer.com https://googleads.g.doubleclick.net 'self
https://fonts.googleapis.com https://www.gstatic.com; img-src
https://assets.aeonbank.com.my https://www.googletagmanager.com
https://analytics.tiktok.com https://www.googleadservices.com

https://googleads.g.doubleclick.net https://*.google.com
https://stats.g.doubleclick.net
object-src 'none'; base-uri ‘'self'; frame-ancestors

form-action 'self'; ‘none’;

'unsafe-eval'

‘unsafe-inline'; style-src 'self' 'unsafe-inline'

https://assets-dev.acsdigital.dev https://assets-staging.acsdigital.dev

https://*.tiktokw.us https://www.aeonbank.com.my https://*.facebook.com https://*.facebook.net
https://*.tiktokw.us https://*.doubleclick.net https://*.g.doubleclick.net
https://fonts.gstatic.com https://www.google.co.th https://www.google.com.sg https://www.google.com.hk
https://www.google.com.my https://www.google.co.jp 'self' blob: data:;

font-src 'self' https://fonts.gstatic.com data:;

upgrade-insecure-requests; connect-src https://*.google-analytics.com

https://*.googletagmanager.com https://*.google.com https://*.google.com.my https://*.google.nl https://*.googleadservices.com https://*.g.doubleclick.net
https://*.googleadservices.com https://*.googlesyndication.com https://browser-intake-datadoghqg.com https://websdk.appsflyer.com https://wa.onelink.me
https://wa.appsflyer.com https://analytics.tiktok.com https://stats.g.doubleclick.net https://*.tiktokw.us https://*.facebook.com https://mon.tiktokv.com

https://*.googleapis.com https://*.doubleclick.net https://*.aeonbank.com.my https://aeonbank.com.my self;
https://td.doubleclick.net https://www.youtube.com https://www.youtube-nocookie.com https://www.googletagmanager.com 'self';

"25": "cache-control: no-store"

"26": "pragma: no-cache",

"27": "expires: 0",

"28": "etag: \"3uydcgk6c62059\""

"29": "server:",

"30" x-cache: Miss from cloudfront"

"31": "via: 1.1 0eOceB9bbelPa8fcO7c3a94faa7d2626.cloudfront.net (CloudFront)",
"32": "x-amz-cf-pop: SIN52-P1"

"33": "x-amz-cf-id: vXCPol5i8KyQyIfInYMKSYWssmBwZrwa5wT6k8it6RD7bZk119rrzQ=="
"34": "x-xss-protection: 1; mode=block",

"35": "x-frame-options: SAMEORIGIN"

"36": "referrer-policy: strict-origin-when-cross-origin"

"37": "x-content-type-options: nosniff",

"38": "permissions-policy: geolocation=()"

IPv4 HTTPS (port 443)

HTTP Status 200
Connected IP 18.155.68.7
Connect Time 7.05ms
TTFB 41.69 ms

National IPv6 Readiness Monitor — https://ipv6.my6.my

worker-src 'self' blob:; frame-src

child-src 'self' blob:;",
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Total Time 41.73 ms

Response Headers:

"HTTP/2 200",

"content-type: text/html; charset=utf-8",

"content-length: 124646",

"date: Fri, 06 Mar 2026 08:59:56 GMT",

"vary: Accept-Encoding",

"strict-transport-security: max-age=31536000; includeSubDomains; preload",

"content-security-policy: default-src 'self'; script-src-elem https://analytics.tiktok.com https://connect.facebook.net https://*.googletagmanager.com
https://websdk.appsflyer.com 'unsafe-inline' 'self' https://www.youtube.com https://www.youtube.com/iframe_api https://googleads.g.doubleclick.net; script-src
https://analytics.tiktok.com https://connect.facebook.net https://*.googletagmanager.com https://www.google-analytics.com https://websdk.appsflyer.com
https://wa.onelink.me https://wa.appsflyer.com https://googleads.g.doubleclick.net 'self' 'unsafe-eval' 'unsafe-inline'; style-src 'self' 'unsafe-inline
https://fonts.googleapis.com https://www.gstatic.com; img-src https://assets-dev.acsdigital.dev https://assets-staging.acsdigital.dev
https://assets.aeonbank.com.my https://www.googletagmanager.com https://*.tiktokw.us https://www.aeonbank.com.my https://*.facebook.com https://*.facebook.net
https://analytics.tiktok.com https://www.googleadservices.com https://*.tiktokw.us https://*.doubleclick.net https://*.g.doubleclick.net
https://googleads.g.doubleclick.net https://*.google.com https://fonts.gstatic.com https://www.google.co.th https://www.google.com.sg https://www.google.com.hk
https://stats.g.doubleclick.net https://www.google.com.my https://www.google.co.jp 'self' blob: data:; font-src 'self' https://fonts.gstatic.com data:;
object-src 'none'; base-uri 'self'; form-action 'self'; frame-ancestors 'none'; upgrade-insecure-requests; connect-src https://*.google-analytics.com
https://*.googletagmanager.com https://*.google.com https://*.google.com.my https://*.google.nl https://*.googleadservices.com https://*.g.doubleclick.net
https://*.googleadservices.com https://*.googlesyndication.com https://browser-intake-datadoghq.com https://websdk.appsflyer.com https://wa.onelink.me
https://wa.appsflyer.com https://analytics.tiktok.com https://stats.g.doubleclick.net https://*.tiktokw.us https://*.facebook.com https://mon.tiktokv.com
https://*.googleapis.com https://*.doubleclick.net https://*.aeonbank.com.my https://aeonbank.com.my self; worker-src 'self' blob:; frame-src
https://td.doubleclick.net https://www.youtube.com https://www.youtube-nocookie.com https://www.googletagmanager.com 'self'; child-src 'self' blob:;",

“cache-control: no-store",

"pragma: no-cache",

"expires: 0",

"etag: \"3uydcgk6c62059\"",

"server:",

"x-cache: Miss from cloudfront",

"via: 1.1 76976a7cabf47f716d4b531bdb04c906.cloudfront.net (CloudFront)",

"x-amz-cf-pop: SIN52-P1",

"x-amz-cf-id: hnExmi08I16Q- rxzMBoXKyWvjr6CTwdrPRWIkiAQHyuJVRvVWuUmM13A=="

"Xx-xss-protection: 1; mode=block",

"x-frame-options: SAMEORIGIN",

"referrer-policy: strict-origin-when-cross-origin",

"x-content-type-options: nosniff",

"permissions-policy: geolocation=()"

Connectivity Test Evidence

Test Result
TCP Connect IPv4 - port 80 301 0.007274 0.014516
TCP Connect IPv4 - port 443 200 0.010423 0.116533

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2202:4780:5e:2789::1
Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipvé 0
IPv6 Routes
2a02:4780:5e::/48 dev eth0® proto kernel metric 256 pref medium

fe80::/64 dev eth® proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev ethO® proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth® proto static
76.13.221.0/24 dev eth® proto kernel scope link src 76.13.221.142
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