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✗
Non-Compliant

MGv6C-1.0

55%
Partial Support

IPV6-ONLY READINESS

Website: ✗ Not Ready

DNS: ✓ Ready

Email: ✓ Ready

IPV4 ADDRESSES

18.155.68.7

18.155.68.33

18.155.68.83

18.155.68.44

Network Information (WHOIS / RDAP)

IPv4 Network

Organization Amazon.com, Inc.

Country US

ASN AS16509

ASN Name AMAZON-02 - Amazon.com, Inc., US

Network (CIDR) 18.154.0.0/15

Web Services (35%) 0 / 8

# CHECK RESULT DETAIL

1 AAAA Record FAIL No AAAA record found in DNS.

2 Globally Routable IPv6 FAIL IPv6 address is not globally routable.

3 HTTP over IPv6 FAIL HTTP is not accessible over IPv6.

4 HTTPS over IPv6 FAIL HTTPS is not accessible over IPv6.

5 IPv6-Only Reachability FAIL Site is not reachable when limited to IPv6-only.

6 TLS Certificate Valid (IPv6) FAIL TLS certificate is invalid, expired, or hostname mismatch over IPv6.

7 Dual-Stack (IPv4 + IPv6) FAIL Domain is IPv6-only or IPv4-only.

8 HTTP/3 (QUIC) FAIL No HTTP/3 support detected.

DNS & DNSSEC (25%) 3 / 5

# CHECK RESULT DETAIL

1 NS Has AAAA Record PASS Nameserver has IPv6 address.

2 NS Reachable via IPv6 PASS Nameserver is reachable via IPv6 on port 53.

3 NS Answers Queries via IPv6 PASS DNS queries answered over IPv6.

4 DNSSEC Validated FAIL DNSSEC validation failed or zone is unsigned.

5 Reverse DNS (PTR) FAIL No PTR record found.

6 DS Record at Parent FAIL No DS record at parent.

7 RRSIG Valid FAIL No valid RRSIG found.
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# CHECK RESULT DETAIL

8 Signing Algorithm INFO No DNSKEY record found.

Email Services (25%) 6 / 6

# CHECK RESULT DETAIL

1 MX Record Exists PASS MX record found.

2 MX Server Has IPv6 PASS MX server has AAAA record.

3 SMTP Reachable via IPv6 PASS SMTP port 25 responds over IPv6.

4 STARTTLS over IPv6 PASS STARTTLS supported over IPv6.

5 SPF Record PASS SPF record found.

6 DKIM Selector INFO DKIM selector found: google._domainkey

7 DMARC Record PASS DMARC record found.

IPv4 Baseline (15%) 3 / 3

# CHECK RESULT DETAIL

1 A Record PASS 18.155.68.7, 18.155.68.33, 18.155.68.83, 18.155.68.44

2 HTTP over IPv4 PASS HTTP (port 80) responds over IPv4 — 64ms TTFB.

3 HTTPS over IPv4 PASS HTTPS (port 443) responds over IPv4 — 104ms TTFB.
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Audit Trail & Evidence Record

Verification ID 66c63718-247d-4c4c-bf8f-86d1515894f2

Domain aeonbank.com.my

Check Mode Manual

Status Completed

Started 07 Mar 2026, 00:59:51 MYT

Finished 07 Mar 2026, 00:59:57 MYT

Test Node Profile dual stack

Engine Version 2.0.0

MGv6C Version 1.0.0

Audit URL https://ipv6.my6.my/audit/66c63718-247d-4c4c-bf8f-86d1515894f2

Integrity Verification

✓ INTEGRITY VERIFIED

Algorithm hmac-sha256-v1

Root Hash 1a65476e7956b153ccb4a996afb9846907eb3ed8ffccc801d2f784c37491a52b

http_headers a48a07329422312583edb1406834f61f416f77df444e623db64fd82f18ed1c5d

dns_responses 15043126f51a58eb275722eca73288ffbc54e9b92c616b62ee6387423641d9f6

tls_handshake 28de283402fcc615fd7ad1a12d47a2acd6616288b7109eb6058ba4a0b9061de8

connectivity_log a6ccdef9b38bae2626b437228985657e58a9d7b72a3912f913989420ba4e42b3

dns_resolution_times f9d1c28e70428a58dc711e636d207f41ed432aad71789c5be437bf2223998929

Test Node Identity

Os Linux srv1440888 6.8.0-101-generic #101-Ubuntu SMP PREEMPT_DYNAMIC Mon Feb 9 10:15:05 UTC 2026 x86_64

Hostname srv1440888

Php Version 8.3.30

Server Ipv4 76.13.221.142

Server Ipv6 2a02:4780:5e:2789::1

DNS Resolution Performance

Comparison of A (IPv4) vs AAAA (IPv6) query times across resolvers and transports. Shows median (p50) and 95th percentile (p95) of 3 samples per tuple.

Resolver Transport A p50 (ms) A p95 (ms) AAAA p50 (ms) AAAA p95 (ms) Delta (ms)

System Default 31.42 33 35.36 36.78 +3.9 

Google IPv4 56.69 74.81 28.7 60.72 -28 

Google IPv6 63.73 66.49 77.33 83.08 +13.6 

Cloudflare IPv4 28.19 33.78 29.4 33.93 +1.2 

Cloudflare IPv6 57.9 62.83 53.04 181.96 -4.9 
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DNS Evidence

A

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 16699
;; flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512
;; ANSWER SECTION:
aeonbank.com.my.	60	IN	A	18.161.179.3
aeonbank.com.my.	60	IN	A	18.161.179.54
aeonbank.com.my.	60	IN	A	18.161.179.68
aeonbank.com.my.	60	IN	A	18.161.179.85

DS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 10240
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512
;; AUTHORITY SECTION:
com.my.			1800	IN	SOA	b.nic.my. hostmaster.nic.my. 2026018479 1800 900 604800 3600

MX

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 60809
;; flags: qr rd ra; QUERY: 1, ANSWER: 5, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512
;; ANSWER SECTION:
aeonbank.com.my.	3600	IN	MX	5 alt2.aspmx.l.google.com.
aeonbank.com.my.	3600	IN	MX	10 alt4.aspmx.l.google.com.
aeonbank.com.my.	3600	IN	MX	10 alt3.aspmx.l.google.com.
aeonbank.com.my.	3600	IN	MX	5 alt1.aspmx.l.google.com.
aeonbank.com.my.	3600	IN	MX	1 aspmx.l.google.com.

NS

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 35341
;; flags: qr rd ra; QUERY: 1, ANSWER: 4, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512
;; ANSWER SECTION:
aeonbank.com.my.	21600	IN	NS	ns-1962.awsdns-53.co.uk.
aeonbank.com.my.	21600	IN	NS	ns-826.awsdns-39.net.
aeonbank.com.my.	21600	IN	NS	ns-1092.awsdns-08.org.
aeonbank.com.my.	21600	IN	NS	ns-89.awsdns-11.com.

TXT

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 35365
;; flags: qr rd ra; QUERY: 1, ANSWER: 8, AUTHORITY: 0, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512
;; ANSWER SECTION:
aeonbank.com.my.	300	IN	TXT	"docusign=f35a4092-b477-4d6f-8bfc-2943d33eea05"
aeonbank.com.my.	300	IN	TXT	"atlassian-domain-verification=RZVK2U9wsFhH3ld4mtbfmZ3OZNQtUszml5hsup5qz923vuIRifCtX2J88SERWftX"
aeonbank.com.my.	300	IN	TXT	"v=spf1 include:_spf.google.com include:spf.sendinblue.com ~all"
aeonbank.com.my.	300	IN	TXT	"google-site-verification=HtIIhD4HKQWcNGZKPa2LmLIybFdeMcGw8OYRYUeZCpE"
aeonbank.com.my.	300	IN	TXT	"MS=ms82976077"
aeonbank.com.my.	300	IN	TXT	"brevo-code:43fa2bfdcc23441c01ce1a5e9cb0694a"
aeonbank.com.my.	300	IN	TXT	"apple-domain-verification=NtJAiqe8PllBrfgC"
aeonbank.com.my.	300	IN	TXT	"globalsign-domain-verification=wWNVuRFBZLPhb5NeQtN49DFiCbeMsiURrfbttfq4r4"

AAAA

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 14030
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;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512
;; AUTHORITY SECTION:
aeonbank.com.my.	900	IN	SOA	ns-826.awsdns-39.net. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400

RRSIG

ns-826.awsdns-39.net. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400

DNSKEY

;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 9721
;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 512
;; AUTHORITY SECTION:
aeonbank.com.my.	900	IN	SOA	ns-826.awsdns-39.net. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400

DNSSEC_VALIDATION

; unsigned answer
aeonbank.com.my.	900	IN	SOA	ns-826.awsdns-39.net. awsdns-hostmaster.amazon.com. 1 7200 900 1209600 86400
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TLS Handshake Evidence

IPV4 Connection

IP Used 18.155.68.7

IP Version 4

depth=2 C = US, O = Amazon, CN = Amazon Root CA 1
verify return:1
depth=1 C = US, O = Amazon, CN = Amazon RSA 2048 M01
verify return:1
depth=0 CN = aeonbank.com.my
verify return:1
CONNECTED(00000010)
---
Certificate chain
 0 s:CN = aeonbank.com.my
   i:C = US, O = Amazon, CN = Amazon RSA 2048 M01
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Dec 21 00:00:00 2025 GMT; NotAfter: Jan 19 23:59:59 2027 GMT
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
 1 s:C = US, O = Amazon, CN = Amazon RSA 2048 M01
   i:C = US, O = Amazon, CN = Amazon Root CA 1
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: Aug 23 22:21:28 2022 GMT; NotAfter: Aug 23 22:21:28 2030 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
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kfMHVwLU7b0XwZCav0h1ogdPMN1KakK1DT0VwA/+hFvGPJnMV1Kx2G4S1ZaSk0uU
5QfoiYIIano01J5k4T2HapKQmmOhS/iPtuo00wW+IMLeBuKMn3OLn005hcrOGTad
hcmeyfhQP7Z+iKHvyoQGi1C0ClymHETx/chhQGDyYSWqB/THwnN15AwLQo0E5V9E
SJlbe4mBlqeInUsNYugExNf+tOiybcrswBy8OFsd34XOW3rjSUtsuafd9AWySa3h
xRRrwszrzX/WWGm6wyB+f7C4
-----END CERTIFICATE-----
 2 s:C = US, O = Amazon, CN = Amazon Root CA 1
   i:C = US, ST = Arizona, L = Scottsdale, O = "Starfield Technologies, Inc.", CN = Starfield Services Root Certificate Authority - G2
   a:PKEY: rsaEncryption, 2048 (bit); sigalg: RSA-SHA256
   v:NotBefore: May 25 12:00:00 2015 GMT; NotAfter: Dec 31 01:00:00 2037 GMT
-----BEGIN CERTIFICATE-----IPv6 Readiness Report
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HTTP Response Evidence

IPv4 HTTP (port 80)

HTTP Status 200

Connected IP 18.155.68.83

Connect Time 14.79 ms

TTFB 57.03 ms

Total Time 57.11 ms

Response Headers:

{
    "0": "HTTP/1.1 301 Moved Permanently",
    "1": "Date: Fri, 06 Mar 2026 08:59:56 GMT",
    "2": "Content-Type: text/html",
    "3": "Content-Length: 167",
    "4": "Connection: keep-alive",
    "5": "Location: https://aeonbank.com.my/",
    "6": "X-Cache: Redirect from cloudfront",
    "7": "Via: 1.1 0e0ce09b6e10a8fc07c3a94faa7d2626.cloudfront.net (CloudFront)",
    "8": "X-Amz-Cf-Pop: SIN52-P1",
    "9": "X-Amz-Cf-Id: h_e2A-vYfB4Kt9p2GSjsu9BJgO1A5kQ94HVjNCzqYD15hmrCGrlcKA==",
    "10": "X-XSS-Protection: 1; mode=block",
    "11": "X-Frame-Options: SAMEORIGIN",
    "12": "Referrer-Policy: strict-origin-when-cross-origin",
    "13": "Content-Security-Policy: default-src 'self';   script-src https: 'self' 'unsafe-eval' 'unsafe-inline';   style-src https: 'self' 'unsafe-inline';   img-
src https: 'self' blob: data:;  font-src https: 'self';   object-src 'none';   base-uri 'self';   form-action 'self';   frame-ancestors 'none';   upgrade-insecure-
requests;   connect-src https: 'self';",
    "14": "X-Content-Type-Options: nosniff",
    "15": "Permissions-Policy: geolocation=()",
    "16": "Server:",
    "18": "HTTP/2 200",
    "19": "content-type: text/html; charset=utf-8",
    "20": "content-length: 124646",
    "21": "date: Fri, 06 Mar 2026 08:59:56 GMT",
    "22": "vary: Accept-Encoding",
    "23": "strict-transport-security: max-age=31536000; includeSubDomains; preload",
    "24": "content-security-policy: default-src 'self';    script-src-elem https://analytics.tiktok.com https://connect.facebook.net https://*.googletagmanager.com 
https://websdk.appsflyer.com 'unsafe-inline' 'self' https://www.youtube.com https://www.youtube.com/iframe_api https://googleads.g.doubleclick.net;    script-src 
https://analytics.tiktok.com https://connect.facebook.net https://*.googletagmanager.com https://www.google-analytics.com https://websdk.appsflyer.com 
https://wa.onelink.me https://wa.appsflyer.com https://googleads.g.doubleclick.net 'self' 'unsafe-eval' 'unsafe-inline';    style-src 'self' 'unsafe-inline' 
https://fonts.googleapis.com https://www.gstatic.com;    img-src  https://assets-dev.acsdigital.dev https://assets-staging.acsdigital.dev 
https://assets.aeonbank.com.my https://www.googletagmanager.com  https://*.tiktokw.us https://www.aeonbank.com.my https://*.facebook.com https://*.facebook.net 
https://analytics.tiktok.com https://www.googleadservices.com  https://*.tiktokw.us https://*.doubleclick.net https://*.g.doubleclick.net 
https://googleads.g.doubleclick.net https://*.google.com  https://fonts.gstatic.com https://www.google.co.th https://www.google.com.sg https://www.google.com.hk 
https://stats.g.doubleclick.net  https://www.google.com.my  https://www.google.co.jp 'self' blob: data:;    font-src 'self' https://fonts.gstatic.com data:;    
object-src 'none';    base-uri 'self';    form-action 'self';    frame-ancestors 'none';    upgrade-insecure-requests;    connect-src https://*.google-analytics.com 
https://*.googletagmanager.com https://*.google.com https://*.google.com.my https://*.google.nl https://*.googleadservices.com https://*.g.doubleclick.net 
https://*.googleadservices.com https://*.googlesyndication.com https://browser-intake-datadoghq.com https://websdk.appsflyer.com https://wa.onelink.me 
https://wa.appsflyer.com https://analytics.tiktok.com https://stats.g.doubleclick.net  https://*.tiktokw.us https://*.facebook.com https://mon.tiktokv.com 
https://*.googleapis.com https://*.doubleclick.net https://*.aeonbank.com.my https://aeonbank.com.my self;    worker-src 'self' blob:;    frame-src 
https://td.doubleclick.net https://www.youtube.com https://www.youtube-nocookie.com https://www.googletagmanager.com 'self';    child-src 'self' blob:;",
    "25": "cache-control: no-store",
    "26": "pragma: no-cache",
    "27": "expires: 0",
    "28": "etag: \"3uydcgk6c62o59\"",
    "29": "server:",
    "30": "x-cache: Miss from cloudfront",
    "31": "via: 1.1 0e0ce09b6e10a8fc07c3a94faa7d2626.cloudfront.net (CloudFront)",
    "32": "x-amz-cf-pop: SIN52-P1",
    "33": "x-amz-cf-id: vXCPol5i8KyQyIfInYMKSYWssmBwZrwa5wT6k8it6RD7bZkl19rrZQ==",
    "34": "x-xss-protection: 1; mode=block",
    "35": "x-frame-options: SAMEORIGIN",
    "36": "referrer-policy: strict-origin-when-cross-origin",
    "37": "x-content-type-options: nosniff",
    "38": "permissions-policy: geolocation=()"
}

IPv4 HTTPS (port 443)

HTTP Status 200

Connected IP 18.155.68.7

Connect Time 7.05 ms

TTFB 41.69 ms
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Total Time 41.73 ms

Response Headers:

[
    "HTTP/2 200",
    "content-type: text/html; charset=utf-8",
    "content-length: 124646",
    "date: Fri, 06 Mar 2026 08:59:56 GMT",
    "vary: Accept-Encoding",
    "strict-transport-security: max-age=31536000; includeSubDomains; preload",
    "content-security-policy: default-src 'self';    script-src-elem https://analytics.tiktok.com https://connect.facebook.net https://*.googletagmanager.com 
https://websdk.appsflyer.com 'unsafe-inline' 'self' https://www.youtube.com https://www.youtube.com/iframe_api https://googleads.g.doubleclick.net;    script-src 
https://analytics.tiktok.com https://connect.facebook.net https://*.googletagmanager.com https://www.google-analytics.com https://websdk.appsflyer.com 
https://wa.onelink.me https://wa.appsflyer.com https://googleads.g.doubleclick.net 'self' 'unsafe-eval' 'unsafe-inline';    style-src 'self' 'unsafe-inline' 
https://fonts.googleapis.com https://www.gstatic.com;    img-src  https://assets-dev.acsdigital.dev https://assets-staging.acsdigital.dev 
https://assets.aeonbank.com.my https://www.googletagmanager.com  https://*.tiktokw.us https://www.aeonbank.com.my https://*.facebook.com https://*.facebook.net 
https://analytics.tiktok.com https://www.googleadservices.com  https://*.tiktokw.us https://*.doubleclick.net https://*.g.doubleclick.net 
https://googleads.g.doubleclick.net https://*.google.com  https://fonts.gstatic.com https://www.google.co.th https://www.google.com.sg https://www.google.com.hk 
https://stats.g.doubleclick.net  https://www.google.com.my  https://www.google.co.jp 'self' blob: data:;    font-src 'self' https://fonts.gstatic.com data:;    
object-src 'none';    base-uri 'self';    form-action 'self';    frame-ancestors 'none';    upgrade-insecure-requests;    connect-src https://*.google-analytics.com 
https://*.googletagmanager.com https://*.google.com https://*.google.com.my https://*.google.nl https://*.googleadservices.com https://*.g.doubleclick.net 
https://*.googleadservices.com https://*.googlesyndication.com https://browser-intake-datadoghq.com https://websdk.appsflyer.com https://wa.onelink.me 
https://wa.appsflyer.com https://analytics.tiktok.com https://stats.g.doubleclick.net  https://*.tiktokw.us https://*.facebook.com https://mon.tiktokv.com 
https://*.googleapis.com https://*.doubleclick.net https://*.aeonbank.com.my https://aeonbank.com.my self;    worker-src 'self' blob:;    frame-src 
https://td.doubleclick.net https://www.youtube.com https://www.youtube-nocookie.com https://www.googletagmanager.com 'self';    child-src 'self' blob:;",
    "cache-control: no-store",
    "pragma: no-cache",
    "expires: 0",
    "etag: \"3uydcgk6c62o59\"",
    "server:",
    "x-cache: Miss from cloudfront",
    "via: 1.1 76976a7cabf47f716d4b531bdb04c906.cloudfront.net (CloudFront)",
    "x-amz-cf-pop: SIN52-P1",
    "x-amz-cf-id: hnExmiO8I16Q-rxzMBoXKyWvjr6CTWdrPRWJkiAQHyuJVRvWumMl3A==",
    "x-xss-protection: 1; mode=block",
    "x-frame-options: SAMEORIGIN",
    "referrer-policy: strict-origin-when-cross-origin",
    "x-content-type-options: nosniff",
    "permissions-policy: geolocation=()"
]

Connectivity Test Evidence

Test Result

TCP Connect IPv4 → port 80 301 0.007274 0.014516

TCP Connect IPv4 → port 443 200 0.010423 0.116533

Test Node Network Evidence

Node Profile dual stack

Egress Connectivity

IPv4 Egress 76.13.221.142

IPv6 Egress 2a02:4780:5e:2789::1

Sysctl IPv6 Flags

net.ipv6.conf.all.disable_ipv6 0

IPv6 Routes

2a02:4780:5e::/48 dev eth0 proto kernel metric 256 pref medium
fe80::/64 dev eth0 proto kernel metric 256 pref medium
default via 2a02:4780:5e::1 dev eth0 proto static metric 1024 pref medium

IPv4 Routes

default via 76.13.221.254 dev eth0 proto static 
76.13.221.0/24 dev eth0 proto kernel scope link src 76.13.221.142 
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